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 Tool: Quant Loader

Names
Quant Loader

QuantLoader

Category Malware

Type Botnet, Downloader

Description

(Barracuda) Based on past attacks, Quant Loader is a trojan that typically distributes
malware such as ransomware and password stealers. It is sold on underground forums and

allows the user to configure the payload(s) upon infection using a management panel.
Configurable malware offered for sale such as this is becoming more widespread, which
allows malware development to be separated from distribution.

Information

<https://blog.barracuda.com/2018/04/10/barracuda-threat-spotlight-new-url-file-outbreak-
could-be-a-ransomware-attempt/>

<https://www.forcepoint.com/blog/x-labs/locky-distributor-uses-newly-released-quant-
loader-sold-russian-underground>
<https://malwarebreakdown.com/2017/10/10/malvertising-campaign-uses-rig-ek-to-drop-

quant-loader-which-downloads-formbook/>
<https://blog.trendmicro.com/trendlabs-security-intelligence/necurs-evolves-to-evade-
spam-detection-via-internet-shortcut-file/>

<https://www.proofpoint.com/us/threat-insight/post/leaked-source-code-ammyy-admin-
turned-flawedammyy-rat>

<https://blog.malwarebytes.com/threat-analysis/2018/03/an-in-depth-malware-analysis-
of-quantloader/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.quantloader>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:quantloader>

Last change to this tool card: 28 December 2022
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Other groups

  Guru Spider 2014-Mar 2018  

1 group listed (0 APT, 1 other, 0 unknown)

↑
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