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French MNH health insurance company hit by RansomExx ransomware

By Lawrence Abrams

Published: 2021-02-10 - Archived: 2026-04-05 17:29:13 UTC

French health insurance company Mutuelle Nationale des Hospitaliers (MNH) has suffered a ransomware attack that has

severely disrupted the company's operations. BleepingComputer has learned.

MNH is the first mutual insurance company in France to provide health insurance services, and plans focused on the health

sector.

The company's website is used by members to generate insurance quotes or to manage services and benefits.
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Since the attack, the mnh.fr website displays a notice stating that it has been affected by a cyberattack that started on

February 5th. This attack has caused their websites and telephone platform to become unavailable.

"The MNH has been undergoing a cyber attack since Friday, February 5, 2021 . Computer systems have been disconnected

for security reasons.

"Our websites (mnh.fr, members' area, corresponding and elected extranets) as well as our telephone platform (3031) are
temporarily unavailable. The processing times for your requests are extended," Gérard Vuidepot, CEO of MNH, states in the

notice on the MNH website.
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MNH,

La MNH subit actuellement une cyber-attaque
depuis vendredi 5 février 2021. Les systémes
informatiques ont été déconnectés par mesure de
securite.

Nos sites internet (mnh.fr, espace adhérents,
extranets correspondants et élus) ainsi que notre
plateforme téléphonique (3031) sont
temporairement indisponibles. Les délais de
traitement de vos demandes sont allongés.

| Croyez que nous sommes bien conscients du
| désagrément provoqué. Nos équipes ceuvrent a la
restauration des services dans les meilleurs délais.

Nous nous engageons a communiquer en toute
transparence sur I'évolution de la situation sur

notre site internet mnh.fr

Gérard Vuidepot, Président et Médéric Monestier,
Directeur général
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Notice on the MNH website

Two days ago, an independent security researcher shared a Tor web page with BleepingComputer that acts as a ransom

negotiation page for the MNH attack.

The page links to the mnh.fr website and dictates how the threat actors will negotiate with the company. It also advises
MNH to use a protonmail account when negotiating and not contacting the police, or the police will seize their bank

accounts.
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j Hello, MNH - Mutuelle Santé, Prévoyance!
i Offsite

We are willing to speak only to the representative of the WHOLE affected company.
1 If you have no right to act on behalf of this company, don’t even contact us: this action will RAISE the ransom amount.
It is essential: we cannot provide such information to the UNAUTHORIZED person.
We implemented all these measures to ensure the FULL CONFIDENTIALITY of our deal.
The page you see now is available by direct link ONLY.

If you have the right to represent the whole company, read this message with ALL possible attention.

It is strongly recommended to contact someone from the IT dept. — this will help us to avoid ANY misunderstandings.

We have ENCRYPTED your files using the most reliable algorithms.

. Warning: if you try to MODIFY or RENAME any of the encrypted files, it may cause severe damage to the file system during the
i decryption process.

Leave us your EMAIL address and UPLOAD any encrypted file.

After this, the file upload form will be HIDDEN; so, if you are not an authorized person, your attempt to upload the file will bring
| SERIOUS problems to the affected organization.
We hope you understand that the uploaded file SHOULD NOT contain any sensitive information (databases, backups, financial
documentation, technical data, large documents, etc).
We will decrypt it FOR FREE, so you can see that we can restore all your files.
You have only ONE attempt to decrypt a file for free, so be wise and do not try to cheat us. Also, you can leave email only ONCE,
too.
All the other data will be restored after your PAYMENT. We will contact you as we will RECEIVE a test file.
In case we don't receive a reply from you during ONE DAY, the ransom amount will be RAISED, and the upload form will appear
one more time.

Don't use GMAIL/YAHOO/HOTMAIL/LIVE to contact us. Speak ENGLISH when contacting us.

We recommend you to use PROTONMAIL to avoid communication problems because your mail servers could block our emails.
Do not call the police — all your bank accounts will be ARRESTED to prevent your payment.

As you understand, this will result in the LOSS of all your encrypted files.

MNH Tor ransom negotiation site

The site offers the ability to send the ransomware gang a single email to start negotiations and perform test decryption of a
single file.

This Tor site belongs to a ransomware operation called RansomExx, a rebranded version of the Defray777 ransomware.

While this ransomware group has been in operation since 2018, it became much more active in June 2020 when it rebranded

as RansomExx and began to target high-profile organizations.

Like other human-operated ransomware operations, RansomExx will compromise a network and begin harvesting

unencrypted files for their extortion attempts.

After gaining access to an administrator password, they deploy the ransomware on the network and encrypt all of its

devices.

Unlike most other ransomware operations, RansomExx also created a Linux version to ensure they can target all critical

servers and data in an organization.

Some of the RansomExx gang's high-profile attacks in the past include Brazil's government networks, Texas Department of
Transportation (TxDOT), Konica Minolta, IPG Photonics, and Tyler Technologies.

BleepingComputer has attempted to contact MNH about this attack but has not received a reply.

Page 4 of 5


https://www.bleepingcomputer.com/tag/ransomexx/
https://www.bleepingcomputer.com/news/security/ransomexx-ransomware-also-encrypts-linux-systems/
https://www.bleepingcomputer.com/news/security/brazils-court-system-under-massive-ransomexx-ransomware-attack/
https://www.bleepingcomputer.com/news/security/ransomware-attack-impacts-texas-department-of-transportation/
https://www.bleepingcomputer.com/news/security/ransomware-attack-impacts-texas-department-of-transportation/
https://www.bleepingcomputer.com/news/security/business-technology-giant-konica-minolta-hit-by-new-ransomware/
https://www.bleepingcomputer.com/news/security/leading-us-laser-developer-ipg-photonics-hit-with-ransomware/
https://www.bleepingcomputer.com/news/security/government-software-provider-tyler-technologies-hit-by-ransomware/

https://www.bleepingcomputer.com /news/security/french-mnh-health-insurance-com pany-hit-by-ransomexx-ransomware/

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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