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Recently, the Polish cyber threat landscape has seen a growing number of malicious mobile applications. In

addition to identifying the apps impersonating shopping platforms such as OLX and Allegro, as well as the Polish

bank PKO, which were described in the previous article, a new mobile malware campaign involving the Antidot

malware has been detected.

Antidot was first described by researchers from Cyble in May 2024. At that time, it was found masquerading as
Google Play updates in detected campaigns. The malware features overlay and keylogging capabilities and

includes a VNC module, allowing attackers to remotely control infected devices.

In recent campaigns in Poland, cybercriminals have employed an intriguing scenario involving a supposed update
for the Google Chrome application. On compromised Polish websites, they placed scripts that, when visited by an
unsuspecting victim, displayed a message urging them to update their software. If accessed from a computer using
Safari, Google Chrome, or Edge, a .dmg file belonging to the SocGholish malware family was downloaded,

ultimately leading to an infection with the Lumma Stealer.

Meanwhile, if accessed from a mobile device, a message appeared stating that the site was using a new Chromium
engine, prompting the download of an .apk file named Update_130.1.6723.108.apk . The file’s name,
resembling a legitimate update, was intended to make the victim’s less suspicious. The victim was then instructed

to grant permission for installing apps from third-party sources.
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KROK 1

Open
Otwérz Update_130.0.6723.108.apk plik

z Chrome pobiera sie w prawym gornym
rogu tego okna.

Mie mozesz znalez¢ swojego instalatora?

+ 0

File downloaded
(9.89 MB)

Open

KROK 2

Zezwalaj

Jesli pojawi sie monit, kliknij
“Zainstaluj mimo to" | "Tak” w oknach
dialogowych systemu.

After installation on the device, an icon impersonating Google Chrome appeared on the home screen.
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J Chrome

App installed.

Done

The icon of the fake application (on the right) slightly differs from the original application (on the left).

e O B @

Contacts Settings Calendar Tips

%2 @ @

Game Chrome Chrome
Launcher

The application also requested permission to send notifications.

Allow Update to send you notifications?

Allow

Don't allow

Additionally, it asked for permissions to install extra applications — the downloaded app was a dropper, meaning

it contained another malicious application.
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Update status: Important

Install the latest software update to keep
your phone protected. To continue, you need
to allow installation of updates from external

sources.

After approving the installation, differences in the app icons could be noticed — the original one on top and the

fake one below.
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< Install unknown apps =a

Installing apps from this source may put your
phone and data at risk.

'* Bluetooth

@ Chrome
54.57 M

After granting permission, a request to install the Update application appears.

Do you want to install this app?

Cancel Install

The hidden secondary application also requested Accessibility access to take control of the device.

Page 6 of 11



https://medium.com /@mvaks/two-tales-and-one-antidot-e-a-new-mobile-malware-campaign-in-poland-de704997096f

© [t
il H Q.g

‘s 1 ]

For the app to work correctly,
Accessibility needs to be enabled.

1 - Tap the Settings button
2 - Go to "Installed apps"

3 - Enable "Update Service"
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Allow Update Service to have full control
of your phone?

Full control is appropriate for apps that
help you with accessibility needs, but
not for most apps. It includes these
permissions:

® View and control screen

¥ view and p

Uninstall Deny Allow

Once permissions were granted, a loading screen appeared for the victim, serving as a cover for malicious

activities running in the background.

Get mvaks’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

The victim’s screen becomes locked and it is very difficult to get out of it.
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Loading...

So far, two compromised websites following this attack scenario have been identified in Poland. Both distributed

applications were connecting to the same C2, but their checksums differed.
The malware is obfuscated using a custom encryption code and packed with JSONPacker.
Code connected with accessibility services (obfuscated names with long numbers)
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p-ublic final void onAccessibilityEvent(android.view.accessibility.AccessibilityEvent rl2) {
ril = this;

ro =
r1 =|. 1471971645428 oxf i fF21026da17ae, double:NaN)
java.Tang.=tring 11 = defpackage.Mn.qlrl)

defpackage.Qe.alrl, riz}

java.lang.String rl = defpackage.Ye.b

leng rl1 = java.lang.System.currentTimeMllis(}
defpackage.Ye.a = rl

int rl = rl2.getEventTypel]

r2=1

if (r1 == r2) gote L7=S

if (rl == ro) gote L751

r3 =16
rd =@
if [rl == r2) goto LSef
r3 = 32
if [rl == r3) gote LSea
r3 = 84

if [r1 == r3) gete LScf

r3 = 2048(0x500, float:2.87E.42)
if (rl == r3) gote L31

return

5 = Oxffff2hbfacdalTae, double:MaN)
defpackage.Pm.gLr

FS = . ZATA05077420548( 0xf f £ f 2bb736da17ae, double:MNaM)
defpackage.Mm.qlrs)

android.view, accessibility. AccessibilityNodeInfo rl = rll.getRootIndctivewindow) £ Catch: Jeva.lang. Throwable -> L10e
if (ril = 0) gote L49
goto L7SE
Lag:
java.lang.CharSequence rl = rl2.getPackageMame(] /7 catch: java,lang. Throwable -> L10¢
java.lang.String rl = rl.toString() /¢ Catch: java.lang.Throwable -= Lice
java.lang.CharSequense r3 = rl2.getClassMame{} A7 Cateh: Java.lang.Throwable -» L16e
java.lang.string.valueof(r3) /¢ Catch: java.lang.Throwable -> Lige
rS = . 233434847242322( OxFf F f 2hb136dal7ae, double:MaN}

java.lang.String r3 = defpackage.Mm.qlr5) /4 Catch: java.lang.Throwable -» L10e
java. lang.String r3 = defpackage.Us.clr3) £ Catch: java. lang. Throwable > L10¢
r$ = . Z33473501947986(0nffff2hbag3cdalrae, double:MaN]

Java lang.String rS = defpackage.Mn.qlrs) /7 careh: java.lang.Throwable -> L10¢
boolean r3 = r3.equals{rs) /f Catch: java.lang.Throwable -> Lige

And encryption code:
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public static String gqlleng j2) {
stringl] strarr = d;
long j3 = 4294967295L & }2;
long 74 = (32 ~ (33 === 33)) * 7109453100751455733L;
long M = AbstractCoss3s8.M(((j4 ~ (j4 === 28)) * (-3808689974395783757L)) === 32);
long 15 = (M === 32) & 65535;
long M2 = AbstractC0563s8.M(M);
int 12 = (int) ({(3j2 === 32) ~ j5) ~ ((M2 »>>> 16) & (-65536)));
long M3 = AbstractC0563s8.M(M2) ~ (strarr(i2 ; 8191].charAt(12 % 8191) =< 32);
int 13 = (int) ((M3 === 32) & 65535);
char(] cArr = new char[13];
for (int 14 = 0; 14 < 13; 148++) {
int 15 = 12 + 14 + 1;
M3 = AbstractC0S63s8.M(M3) ~ (strArr[15 / 8191].charAt(1i5 % B191) << 32);
cArr[i4] = (char) ((M3 === 32) & 65535);
}

return new String(carr);
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public abstract class fm {
public static km a;
public static Leng b;
public static final strungl] d;
public static final bytel] c = (65, &5, o7, &8, &9, 70, 71, 72, 73, 74, 75, 75, 77, 7@, 79, EO, €1, 82, 83, 84, ¥, 96, 87, 88, 99, 90, 7. 54, 56, 100, 1M1, 10, 100
public static final CO7H5zn ¢ = new COTSzn(*COMPLETING ALREDV:, 11;
public static final CO795zn § = new COT9Scn( " COMPLETING WAITING CHILDREN', 11;
public static final CO7SS5zn g = new COT9Szn("COMPLETING FETRY®, 1);
public static final CO785zn h = new COTSznl"TOO_LATE TO_CAMCEL", 1];
public static final CO7Szn 1 = new COT9Scn("SEALED, 11;
public static final COFSEva ] = new COSSSvalfalse);
public static final COSSEva k = new COSSEvaltrue);
public static final Us L = mew Ual2d, falsel;
public static final ink[] m = {21Z050331
public static final int[] n = {2130903323) ;

static {

In the dex file, we find the application’s C2:
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public static final le b;
public static gn ¢
public static boolean o}

static {
vt.o = new YE(); J/ inicjalizator: Ljava/lang/object;-»<inita()v LY AR T L,
le 1e@ = new 1e(); //F inicjalizator: Ltg;-»<init>()v ——e-  “https://gofromstr.store:asel’
Yt.b = led; s
leg.n = true;

1ee.k = new String[]{Mm.q(exFFFF1925360A17AEL)};
Qn qne = me.a(zq.t(), led);

vm. g{@xFFEF101B36DA1TAEL) ;

¥t.C = qne;

Pa.a(new Lafgne, @)});

10Cs

Chrome (dropper) com.hilabilu.device 36b70e1789115dc4edfef8b7379f018f
Antidot com.rocanoji.platform f6961a4bbd916f1e85f62a954f1155fb4

Chrome (dropper) com.zabogutajo.associative 83cc7472ebdefc947f3d7c1ebd410e85
Update (Antidot) com.fagulave.data 0772b1116df1586b419acfbff9f8d96c

C2 https:
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