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' Depending on the value of Client get the proper device context.
If Client Then

hDCSre = GetDC(hWndSrc) ' Get device context for client area.
Else

hDCSre = GetWindowDC{hwWndSrc) * Get device context for entire
" window.

End If

rivate Proc_3_2_11014A40 CaptureWindow(arg_C, arg_1@, arg_14, arg_18
arg_1C) '11814A40

Dim var 43C As var_18)

loc_11@14A62: var 8 = "

loc_11014A6C: edx = "

loc_11014A73: eax = ""

loc_11@14A7F: var_14 = "

loc_11014A84: var_430
loc_11814A8A: wvar_43C "

loc_11014A9@: If arg_C = @ Then GoTo loc_11914A9[1
loc_11014A96: var_8884 = GetDC(Me)

loc_11014A9B: GoTo loc_11814AA6

loc_11014A9D: ' Referenced from: 11814A98
loc_11814AA1: var_8088 = GetWindowDC(Me)
loc_11014AMA6: ' Referenced from: 11014A9B

' Create a memory device context for the copy process.
hDCMemory = CreateCompatibleDC{hDCSrc)

' Create a bitmap and place it in the memory DC.

hBmp = CreateCompatibleBitmap(hDCSrc, WidthSre, HeightSrc)
hBmpPrev = SelectObject(hDCMemory, hBmp)

' Get screen properties.

RasterCapsScrn = GetDeviceCaps(hDCSrc, RASTERCAPS) ' Raster
' capabilities.

HasPaletteScrn = RasterCapsScrn And RC_PALETTE ' Palette

' support.

PaletteSizeScrn = GetDeviceCaps(hDCSrc. SIZEPALETTE) * Size of loc_11@14AAE: var_86@C = GetlLastError
palette. loc_11014AB1: var 8010 = CreateCompatibleDC(var_8088)
loc_11014AB8: var_ 8814 = GetlastError

' If the screen has a palette make a copy and realize it.
If HasPaletteScrn And (PaletteSizeScrn = 256) Then

' Create a copy of the system palette.
LogPal.palVersion = &H300

LogPal palNumEntries = 256

r = GetSystemPaletteEntries(hDCSrc, 0, 256,
LogPal.palPalEntry(0))

hPal = CreatePalette(LogPal)

' Select the new palette into the memory DC and realize it.
hPalPrev = SelectPalette{hDCMemory, hPal, 0)

r = RealizePalette(hDCMemory)

End If

loc_11014AC3: var_8618
arg_1C)

loc_11814AC8: var_444 = var_8618

loc_11014ACE: var_881C = GetlastError

loc_11@14AD8: var_8820 = SelectObject(var_8081@, var_444)
loc_11814ADD: var_444 = var_8028

loc_11014AE3: var 8824 = GetlastError

loc_11814AEE: var_ 448 = var_444

loc 11014AF4: var 8828 = GetDeviceCaps(var 8808, 38)
loc_11@14AFS: var_ 444 = var_80828

CreateCompatibleBitmap(var_80608, arg_18,

5.2 DarkMe&EEINEE () SAFRIM (X£)
DarkMefJ E fhThEERBFEIF A . BEH , UEER S RAF B LA BERID R .
5.1.2 iRZ4=

EHZEETHAR , RERRERVDarkMe ABERAFFULKNRRASE , HIESMRA. AARDHIRAIEA
BT

202151085H 2021558 10H

2021595 25H

&E%;Eﬁﬂ%f% ANEEES REAECNC
FEELRE ShEETS FHECOMEF
TSR

20215F9825H 20225F4824H

B EFRRR
EHEER
LAPIFFET A2

sl
SMECNC
iR

5.3 DarkMefR A& L1 72

AER) , EHEGEHA , DarkMe KB EARE T AW , NEEIRE K oader LA DFEFF AR AEIEAR D72
B A RARMA R RB SRR MstubZR T, RISTIAETTE K VAS VEIRADarkMe AR T B AT A AR A 572
TRER , A UMEARM T RMESRIER , FMHEvinumE &2 A TR TahF.

5.2 PikoloRAT

B ARTEN RS EITRANIZE | AEXRELINT B— AL EHI A D PikoloRAT, ZARDHA M
RURITAZITHIThRE | FRT ME RN EA NI RE R RAHTHIRIE.

T CATLEPOORATA B RHCICRAL SRR inm TP EREIILES | SFAAMGER P ERDare
ABFEREAS , FHREZSRIEFIBT , PikoloRATE FREvinumB & N R R B AR fRA 1.

ERITUKZRAITF , PikoloRATIEN —FF FEREADIY , TBARA RIS,

Page 7 of 17



http://blog.nsfocus.net /darkcasino-apt-evilnum /

5.2.1 Thik

PikoloRAT;E —#{# FC#RE K HERAT KD FEfF.

4 {} Plugin

- e m m
'IIIIIIIII B
FLPLFLE L)

= I—I - I—I I-' I—I I—I q &
LR FLFLFLF I

LR UFLEURLE L

.IIIIIIII-l-. |
- ¥
LR PP i

5.4 PikoloRAT 3 {AFELS

AOETRELAAWEBTYEEHFH L , WERNBBEADINE. B4, itENE. FiEtiEE. BERS%
IRA, ADEfTHE), REERA, RIFSHREEE. ADERNRT | AREXEEE , FEFSRIEE TR
ER”654321" , FFARELCnC,

0e0eeesE 67 B0 BB 08 08 90 60 6. Hooooooc

00000DE 60 81 00 88 B8 ff £ ff ff 9l GO B BB @B @@ BB  ........ ........
B00B0R1E 60 86 091 68 B8 80 4f 36 35 34 33 32 31 Vc 43 b ...... 06 54321|C+
gegese2s 2b Jc +|

Bepaee38 Jc 55 53 7c 57 |us|w

00000848 69 te 64 6F 77 73 28 37 28 55 6c 74 69 6d 61 74 indows 7 Ultimat
PeBBPBS8 65 7c 30 35 2f 32 34 2f 32 30 32 32 7c 33 2e 3@ e|B85/24/ 2022|3.0
BBeBees8 Jc 54 72 75 65 Tc @b | True|.

[&5.5 PikoloRAT 4 &
ATEER , ZEERNASKRAS R DarkMe KT 21,

[&/5 , PikoloRATH NIRRT , BITHRECnClnTESEFIBENATA. HIIFHITZRFRESM TR

Page 8 of 17



http://blog.nsfocus.net /darkcasino-apt-evilnum /

FESH BIE

1 IR TR A

2 BB

3 ARRTIRT

4 P L Ty &

5 AT

6 Vi 3\ i

7 BT R R IR

8 RAMSENEIEE L E

9 RENBY AR N A

17 WE F=EE R

18 REREEERE

19 RE FRBESERRT

24 LR B SRR

55 WEIGR SRR

4875 PeTemdan 4

4876 P FTpowershell g4

8888 M#IZTPEGASUS HVNC
8889 ENFA T AK

8890 FFAMW , BIERNE BT IES
8891 DS S Qe kS

R5.2 PikoloRATFEA XHHE R

A ABRBREARRLTITTNAESS , PikoloRATIEA] PUBTE B IKEIPEGASUS HVNCERR (—FiL it ERAhvNC T
B) PUTETTENTIETH.,

N, BRI
6.1 EEMANE

RRBERFZAF |, EvilnumIXTERE T — NS EKpython39.dIIX 4 |, FHilid & 7E3Hpython.exefll B % EE
.,

Page 9 of 17



http://blog.nsfocus.net /darkcasino-apt-evilnum /

5% LMmMEMZEZEARARNE , %% Epython39.dI1ISLFR_E 2B BH#E S [FiApython39.dIS 132K, Evilnum
W& W% —Eshellcode H %5 A\ [R44python39.dIE)eE ¥ Pylmport_AddModuleObjectfIfii & , {#python39.dIIFEH AN
B B3 B3 Zshellcode,

TRITHUFRLET -

SMERTE , TR AR F3F IR S 7 |

BRI | HE LT DI ARSI TR OB SR | MR AN shellcode Bt ;
NRIER | SRS S BRI AR | R SRR,

-text:iB23DA3A ebp
ebp, esp
ESP L)
[ebp+var_1FC],
[ebp+uvar_1],
eax,
[ebp+uvar 3EL],

[ebp+uvar_728],
[ebp+var_7¥1C],
[ebp+var 718],
[ebp+uvar_714],
[ebp+var_718],

[ebp+var 78C],
[ebp+var_Du],
[ebp+var_5DE],
[ebp+uvar_5D4],

[&]6.1 python39.d117 4 7 5 ] PyImport_AddModuleObjectig %
6.2 ShellcodefE22

R TFHRFEAT , EvilnumB HEEARRYEL{FE BT £ Fhshellcode, X%shellcode AFZEUMARLSSELZEE |, AT A
FE kB MERshellcodeRFRAEL |, BAM M-SR 2 EAKREFEvinum/EENE FTiE 7.

6.2.1 ntdllfg 5

A xATH LI shellcoder , Wi R AR R Akernel 32 Sntdl BT MERMIE FAIRAZ, AT HBEXTILAATA
HapitG B , T (A an T A7 TN ES nedlI 3455 FRRR §F SC {4 K api -
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vGetSystemDirectoryl = (void {_ cdecl *)}{_ int16 =, int))getprocaddr_D428(ubasekernel3?, Ox72641COE);
vGetsystemDirectoryW{vpsysdir, v399});

1.
1t
= B;

strcat_DOFB{(int)upsysdir, (int)u565};
umappedbase = genfilemapping_DA4C8{(int)upsysdir, vbasekernel32);
uGlobalAlloc = (int (_ cdecl =*)({int, int))getprocaddr_D428(vbasekernel3d?, Ox7FBCT7u431);
uNtAllocateVirtualMemory = (int {_ cdecl =*)}{int, int =, DWORD, int =, int, int))getprocaddr Du428(

vbasentdll,

0xDB2BAST ) ;
umappedHtAllocateVirtualHemory = calcmappingpadding DSD8({int)vHtAllocateVirtualMemory, vbasentdll, vmappedbase);

[§]6.2 Shellcode™ fiIntdIA5 AR 512 55

ZERHAF |, BEEBS S AR E MBI | FAEREUR AP apiEht fF B B RS e
BREFARIR XS flapiFiit. shellcodefE [EERANKBEEREF | {3 MRS apiSHIX VAT , AL Shapiif AT AR R
RSB EITICR.

6.2.2 X64call

AR EIRFEAT |, BEHE LT A\ emd.exef 32 VEF{E A 7 X64callfii 5 T F A X EEAPI,

TENEBSY Hishellcode B SeASMHFEMIR S FE M cpuBl 5 | 20i#E 5K , NFE{FFANtAllocateVirtualMemory
NtWrite VirtualMemory <% <4873 \ apifii B E 640 303

seqBdf: 6886835A% i short loc_135BF ; if isxélenu

edi

edi

eax, [ebp+uuhandle]
eax

[ebp+uvar 28]

near ptr X64call 11E68
ESP L

short loc_135D2

loc_135BF: : CODE XREF: 5uh_129ﬂ9+B9£T-j
eax, [ebp+var_168] ; else
eax

BCX
edi

ebx

[ebp+uhandle ]
[ebp+uHtUWriteUirtualHemory]

edi

[%16.3 ShellcodejE A\ A BSH X 64calliff] 248
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6.4 X64callifi AL

PP TR AT DU IR B apid AR .

6.3 B 8T

RKATHF |, EvilnumBHEER T RAHEAREEE F.

MAEBH |, & AIMG.jpgE FERT TRRRE |, BEERBERTXHESR |, 4 HEEFESHEHSEYEA R
&

53:4250h:
23:4260h:
53:4270h:
23:4280h:
53:42590n:
593:4280h0:
53:42B0h:

23:42C0N0: ... [SHEHSE)
53:4Z2D0ORh: 4D 5A S0 00 03 00 OO0 00 04 00 00 OO FF FF 00 00 MZ.......... VY. .
53:42EQn: BE 00 00 Q0 OO QO QO OO 40 00 0O OO 00 00 00 00 sccoccccoc [ P—
53:42F0nh: 00 OO0 00 OO0 0O QOO0 OO0 00 OO0 00 00 00 00 OO0 00 00 .....ccieennnnan
53:4300n: 00 OO0 OO0 O0C QO 00 QO OO0 OO OO 00 OO0 DO QO 00 00 .....eemmnas B

53:4310nh: OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 &8 LIRS LS A Ly
£3:4320n: 6% T3 20 TO 72 6F 67 72 61 6D 20 63 61 6E &6E &F 1is program canno
53:4330n: T4 20 62 65 20 72 75 6E 20 &% 6E 20 44 4F 53 20 t be run in DOS

53:4340h: 6D 6F 64 65 2E OD OD OA 24 00 Q0 OO0 Q0 00 00 00 mode....5.......
53:4350h: D1 1A DB 4A 95 7B B5 19 95 7B B5 19 95 7B B5 19 N.OJ-{p.={p.-{n.
53:4360n: 16 &7 BB 1% 54 7B BS 1% DA 58 BC 1% SA 7B BS 18 sge. " {n. UV, 3{u.
53:4370n: A3 5D BB 15 94 7B BS 1% oA 5B B1 18 584 TB Bs 18 £].."{n.j[£."{n.
53:43830n: 52 69 63 68 855 7B BS 18 00 00 00 OO 00 00 OO 00 Rich=-{p.........

6.5 IMG.jpgF IR EEE
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5 1C0000 6] B7 02 00|50 00 D0 00|01 00 0D &0]4F €F 72 71|01
051C0010|9E 30 91 3F |82 72 4A FE|C5 FO B2 7D|9F 71 90 9F | .=.7.rJpA
051C0020 | 48 EB 54 5D|2C 1C 92 F1|0B €0 6E ED|EE 68 79 11| H&T]
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6.6 [ S & AsKi93LpngRIRGBE (F) SREFINERIEND (%)
ERMEEIREE AES RSB RESEN A , BRSNS RIAHA :
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[V INFORMATION

2 2% SENESTRE 2018

S Z
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Lordonnance de Villars Cotteréts PG

DOSSIER : LE QUEREC LIBRE

528 ANNIVERSAIRE DE VIVE LE QUEBEC LIBRE ! P18

PRESERVER L'HISTOIRE
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[&l6.8 f& 5 & FrFruit.pngZMN
6.4 EFEFEN
Ak DarkCasinofTz17+ , Evilnum{# FB¥DarkMe K & F§ 7 SOCKET_WINDOWIE{S

X E—Fh i Z i Visual BasicEHEFARFERIA |, BT —/ SOCKET _WINDOW & [ #4winsockiBHE. , FER M EER
G &JEEEIWSAAsyncSelect{%iE‘]?ﬁt/ﬁuo

JRIAAELER] 322 : https:/github.com/dzzie/RE _Plugins/blob/master/IdaVbScript/vb%20src/MSocketSupport.bas

6.5 COMBH4HT

A )X DarkCasinofTahF , §B4rDarkMe AR ACOMABHHERIRE . EvilnumEHERTEARDEAHENFMRE
E2E | FE =R TH BN T NE K Register.reg 3L

Windows Registry Editor Version 5.00@
[HKEY_CURRENT_USER\Software\(lasses\CLSID\{A762B8C7-5244-4B3E-ADED-D549E9CEA3SE}]
@="ShellRunD11Vb.C5hellRunD11"
[HKEY_CURRENT_USER\Software\Classes\CLSID\{A762B8C7-5244-4B3E-ADED-D549E9CEA3SE \ Implemented Categories]
[HKEY_CURRENT_USER\Software\Classes\CLSID\{A762B8C7-5244 -4B3E-ADED-D549E9CEA39E \Implemented Categories),
{48FC6ED5-2438-11CF-A3DE-880@36F12502} ]
[HKEY_CURRENT_USER\Software\Classes\CLSID\{A762B8C7-5244-AB3E-ADED-D549E9CEA3SE \InprocServer32]
@=“C:\\Users\\ WAppData\\Localy\Update\\ShellRunD11Vb.d11"

"ThreadingModel”="Apartment"

[HKEY CURRENT_USER\Software\Classes\CLSID\{A762BBC7-5244-4B3E-ADED-D549ESCEA3SE \ProgID]
@="ShellRunD11Vb.C5hellRunD11"
[HKEY_CURRENT_USER\Software\(lasses\CLSID\{A762B8C7-5244-4B3E-ADED-D549EICEA3SE }\Programmable |
[HKEY_CURRENT_USER\Software\(Classes\CLSID\{A762B@C7-5244-4B3E-ADED-D549E9CEA3SE A\ Typelib]
@="{8F1576C@-BBO3-4FB5-87A6-268CAD548794}"
[H KEY_CURREHT USER\Software\Classes\CLSID\{A762BBC7-5244-4B3E-ADED-D549EICEA3E \WERSION]
@="1.0"

[¥]6.9 Register.reg LR R
W e AT B AR D@ T a0rundll /sta [CLSID] *Hello‘ficmdis 4 EEDarkMe kG,
XA E G T X DarkMe AR BEEFA , —ERELBDTREXNK.

t\ Iaga:

DarkCasinof TANR —3IAIEER LN , S MERZZMERMWAPTREES). EvilnumBX{THFER T Z LR
W RIS FEM TR , BT HESRmER.

HTEREA , DarkCasinof TNHIINTEE FF A BRTEUM , ZEEVIinumITEZRNZE T , RRBERAESE) T 59
WHER , BalseE s ERzSMBE.

FHEBPFEARAPTITS) , N A HFE BT KFREFSEMLNK, PIF, SCR, COMZETIH |, &= XfH B offer,
visa, casmo%?'&‘f}%ﬂﬂ‘]jdqiﬂqgg CME I S E Evilnum R LK T 1S A E LRk

J\. IoCs
WRFEAGAE S {4
43eda4ff53eef4513716a5b773e6798653ee29544b44a9ael6aa7af160a996{2 offer deal visa 2022.Ink

W MAEBEAE
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d0899cb4b94e66ch8623e823887d87aa7561db0e9cf4028ae3f46a7b599692b9
WG MARCEE
4ffa29dead7f6f7752f2f3b0a83f936270826d2711a599233dc97e442dee85f
9cf7f8a93c409dd61d019ca92d8bc43cc9949e244c9080febasbfc7aac673ac3
259cebed2cd89da395df2a3588fadde82cd6542bc9ff456890f7ee2087dc43c9
0cdf27bb8c0c90fc1d60fb07bd30b7e97b16d15e3f58fb985350091ecad51ba6
5ba84191a873d823ccf336adfa219cc191a004e22b56b99c6d0e1642144129b8

15a076c7bb6a38425d96aa08b8a15e9a838c9697d57c835aaca92fd01607b07a

3329f5e3a67d13bd602dca5bbe8e2d0b5d3b5cb7cb308965fb2599a66668c207

8a49a7f6c95fade72ef86455794cdedfca9129aa0f5281e09929dfebfb3417c4

THEEKRG
864dccbeda7d88cad91336b5ae9efd50972508d1d8044226e798d039a0bclda?
PikoloRAT AL

eb5e42c726c7b125564455d56a02b9d42672¢ca061575ff911672b9165e8e309d

be544a1f9f642bb35a9bd0942ael6a7a6e58a323d298a408a00fa4c948e8eal7
DarkMe AL

a826570f878def28b027f6e6b2fcd8be1727e82666{8b65175d917144f5d0569
7b478cd8b854c9046f45f32616e1b0cbdc9436fa078ceddb13ce9891b24b30a5
€72337c08d6b884b64fd9945c5a01557ccf40db93af866c00c48d36b6605f3a0
414alle8eabb64add97a866502edcd7e54108bd247f4ael2fe07feeaede549f6
7913cdf40cc17a28487a71ab0d7724b8bf3646a2a53e3905798ce23a657061b8
3a6694567e9d722357b8e92153d9c878bbcab55a2f65cd0f9a2e6579fbeb935a
a6a70c85b8c40932678c413fde202a55fcfc9d9cae23822708be5f28f9d5b6d2

c50ebe13972e6e378248d80d53478d8e01e754c5d87113d9b6f93bf3b84380b4
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PayRedeemUpdateIntegration19052022.scr
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stubl.exe

Stubl.exe

Projectl.exe
Projectl.exe
Projectl.exe
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Projectl.exe
Projec3.exe
Projec3.exe

Projectl.exe
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1ac7715b1762788b5dc1f5f2fc35243a072fe77053df46101ce05413cca62666

4ecc2925cfb073323314611a3892d476a58ff2f6b510b434996686e2f0ac3af7

541b3011953a3celal3ad4a22c8c4f58c6a01df786a7cc10858649f8f70ee0a2f3

£25cbc53d0cc14b715ee83e51946d5793e4e86e71e96f68e9b6c839b514e8cb8

4244£274a12f4672f2dda1190559d96c5a9631c9ee573b853¢89e30701819b63

1f0d908c677fb3ec5b9422eb5f7d2a2b3ffa01659521afc07cc4dfaea27aa532

028057e54a2e813787a14b7d33e6a2caa91485ed879ef1bbcb94df0e1cf91356

0a9¢183f0b5a225228da5e8589fac8b3affe2e51c790a08148ef72481de610c4

3eb84676249cb26dd3d1962cfca2a9fde442d0feaalb0351f6331313f3ac1138

46fbfc263959084d03bd72c5b6ee643711f79f7d76b391d4a81f95b2d111b44e

5e04dd49b82320eca63b483e87453d2a68a9f4873f47d37e5080d537bc811d0e

dc8190279dceadf9a36208ba48b14e6c8313ef061252027ef8110b2d0bd84640

4959cdba7edee68b5116cc1b8ef5016978d3dff2016f027a4{76b080b7c3849a

24ace8fd73b2a5al13f3e5b459f0764dd4b5bda2cea2b0e13bbf88a88afeOcdac

c66e6ee55e9799a8a32b7a2c836c26bb7ebea98d09c1535ad9ae59e9628835fb

32ce8d0dcbfcc2517480d0e08f8896ab4f6eal3ccb0eefe7205cd352c7b359¢3

€192684d296ea587e93457d060cbef900143cf1al1301e6c2e34e264e3e55ef6

1d01b143a56eba431387b9b973790d174deb48c2e3445d96b131a7d8e0a9d4ef

b8ba2c0478649dc099d0a869755a7e205173a9b0d15fad920317a89d07eaa930

d95853e6e16d90c00fd72aaeaca9885b953dae14d7d6aa7fedcc6150fb788667

7add6700c6elaalac8782fdd26a11283d513302c672e3d62f787572d8ad97a21

17te047b9a3695d4fd8ad9d2{7£37486c0bc85db0f9770471442d31410£f26al

2665a09ec5b4ca913f9£3185d62495f13611831dba9073779a36df088db143b

7c06a03d712be8c0df410bea5d1c2004c6247bcde5a46ce51746f18de9621acl

URL

https[:]//puccino.altervista.org/wp-content/uploads/2022/05/6h.txt
https[:]//storangefilecloud.vip/IMG.jpg

https[:]//storangefilecloud.vip/PI.txt
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Projec3.exe
Projec3.exe
Projec3.exe
Projec3.exe
Projec24.pif
Nuovo.pif
bvo.exe
bvo.exe
bvo.exe
bvofinal.pif
pppppesst.exe

pppppesst.exe

faster.exe
fastest.exe
fastest.exe

h5a.exe

h5a.exe

vvtl.exe

vvtl.exe

656.exe
ShellRunDIIVb.dll
ShellRunDIIVb.dll
ShellRunDIIVb.dll

ShellRunDIIVb.dll
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https[:]//bukjut11l.com:443/AEVC.JPG
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https[:]//laurentprotector.com/NnQFqsOEUtkezvIEcLpfa.bin
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