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 Tool: TerraStealer

Names

TerraStealer
Taurus Loader Stealer Module

StealerOne
SONE

Category Malware

Type Reconnaissance

Description

According to QuoINT, TerraStealer (also known as SONE or StealerOne) is a generic

reconnaissance tool, targeting for example email clients, web browsers, and file transfer
utilities. Attributed to Golden Chickens.

Information
<https://quointelligence.eu/2020/01/the-chicken-keeps-laying-new-eggs-uncovering-new-gc-

maas-tools-used-by-top-tier-threat-actors/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.terra_stealer>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool TerraStealer

Changed Name Country Observed

APT groups

  Evilnum [Unknown] 2018-2022  

  FIN6, Skeleton Spider [Unknown] 2015-Oct 2021

  Venom Spider, Golden Chickens 2017-Jan 2025  

3 groups listed (3 APT, 0 other, 0 unknown)
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