https://malwareandstuff.com /an-old-enemy-diving-into-gbot-part-1/

An old enemy — Diving into QBot part 1
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While checking out the Triage Sandbox[1] I stumbled across upon QBot which I’ve seen already plenty of times
at work at GData Cyberdefense AG[2]. This time I wanted to take a closer look at the sample myself.
The first part of this blog article dives deep into how the packer works.
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Triage sandbox overview of the analysed sample
Quick summary

The packer used by this sample first allocates virtual memory and fills it with chunks of bytes from its .text

section.

After jumping into this allocated area, the address of GetProcAddress [3] is determined by looping over the

export table of KernelBase.dll . This function is then used to load further dependencies.

Next another temporary memory is allocated, filled with decrypted code and replaces the code we started with.

Finally the sample jumps back to the now decrypted payload and executes it.

1 — Allocating VirtualAlloc

allocSize= dword ptr -18h

var li= dword ptr -14h

allocAddr= dword ptr -0Ch

var A= dword ptr -8

flProtect= dword ptr -4

push ebp

moV ebp, esp

sub esp, 1B8h

mov [ebp+flProtect], 40h ; set executable righta
mov [ebptallocAddr], 0O

moV eax, dword 5D70F8

mov [ebptallocSize], eax

mov [ebp+var B], OFFFFFFFFh

mov ecx, Virtualalloc ; set ecx = VWirtualAlloc ptr
mov virtAllocCpy, eCcx

push [ebp+flProtect]

push 3000h

push [ebptallocSize]

push [ebp+allocAddr]

push virtAllocCpy

pop aox ; get virtAlloeCpy
call BOx i call Virtualalloc
mov [ebptvar 14], eax

VirtualAlloc routine captured in IDA

The first step itself does not decrypt any code, however it writes bytes in 0x64 chunks into virtual memory

2304 times (0x38400 / 0x64) . The position of these chunks are calculated loop after loop and do not lie linear
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in the memory.

VirualAlioc
add esp, B
mav chunkSize, eax
mOV edx, counter
edx, mafytes | —
jb short loc_4e1C2@ <
= getBytesWritlen
\;
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\\.
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bytesWritten == 0x38400 bytesWritten = 0x38400
continue getChunkOffset
S —
.
L
P S
L
L writeAllocMem
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mow chunkSize?, eax
mow ecx, 64h
mav edx, 2dbh ; set eds = ewadb
lea eax, [edxrecx+1Sh] ; set eax = (edxteax+Bxl5)
sub eax, [ebp+notlsed] increaseBytesWritten
add eax, nextChunkOffset
maw nextChunk0ffaet, eax
maw ecx, nextChunkOffset
sub ecx, 15h
mav nextChunkOffset, eex
mow edx, 64h
add edx, [ebpinotilsed]
add edx, counter
mow counter, edx
mov eax, bytesLeft
sub eax, chunkSize?
mow bytesLeft, eax
mov ecx, 1
test ecw, ecx
jnz loc_4281BDD

2 — Loading dependencies

Once the virtual memory is allocated we can dump the code and load it into IDA to analyse it.
After returning the base address of the KernelBase.dll , the offset to the GetProcAddress function is

determined by iterating over the export table.
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Ordinal Function RVA | Mame Ordinal | Mame RVA Mame

(nFunctions) Dhword Word Dhword szhnsi

00000100 00030034 010C 0003D62E GetMumberFormatEx
0000010E 00030CDC 010D 00030640 GetMumberFormat\WV
0000010F 0002DASE 010E 00030651 GetOEMCP

00000110 000075E2 010F 00030654 GetOverlappedResult
00000111 0000EAL4 0110 0003D66E GetPriorityClass

00000112 0001C9AL 0111 0003D67F GetPrivateObjectSecurity
00000113 00011180 0112 00030698 GetProcAddress

00000114 00014694 0113 0003D6AT GetProcessHeap

00000115 0001464AC 0114 0003D6BE GetProcessHeaps

00000116 0000ERTD 0115 0003D6CE GetProcessld

00000117 00012B5C 0116 00030603 GetProcessldOfThread
00000115 00021811 0117 0002DG6ER GetProcessPreferredUllanguages
00000119 OOO0EATA 0118 00030707 GetProcessTimes

00000114 O000EEAZ 0119 00030717 GetProcessVersion

00000118 00022960 0114 00030729 GetPtrCalData

0000011C 00022946 011B 00030737 GetPtrCalDatakrray
00000110 00007693 011C 00030744 GetQueuedCompletionStatus
0000011E 00007723 011D 00030764 GetQueued CompletionStatusEx
0000011F 0001 CH40 011E 00020780 GetSecurityDescriptorControl
00000120 0001CeCh 011F 00030790 GetSecurityDescriptorDac

Some exported functions of KernelBase.dll

Explaining this behaviour in pseudo code makes it clearer:

func = "GetProcAddress";

symbols = getSymbols()

for symbol in symbol:

if symbol == func:

return getOffsetToFunc(symbol)
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L

Searching for GetProcAddress in the debugger

With GetProcAddress the location of LoadlLibrary is returned. By using these two functions the packer is now

able to write offsets of needed library functions into memory.
3 — Decrypt the code

In the third step the actual payload is being prepared. VirtualAlloc [4] sets up another memory area which is
used to hold decrypted code temporarily. After the decryption is finished a fully unpacked PE file lies now in

memory. The PE sections we started with are zero’ed and replaced with the new decrypted sections.

Some exported functions are still missing. In order to determine their position the same trick is used which I

already explained in the second step. This time though, different libraries are used.
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: dwFlags

; hfile loc 61TBEO:
mov ecx, [ebp+wvar 10] mov esp, ebp
mowv edx, [ebptarg 4] pop ebp
add edx, [ecx+0Ch] retn
push edx ;i Library f.e. "ole3i.dll” sub 617800 endp
mov eax, [ebptarg 0]
mow ecx, [eax+3i4ChH]
call eox i LoadLibrary
mov [ebpthModule], eax
mov adx, [ebpi+war 20]
mov eax, [ebptarg 4]
add eax, [edx+10h]
mowv [ebp+var C], eax

loc G17BEC:

WOV acx, [ebpévar C]
omp dword ptr [ecx], 0
j= short loc 617BD2

1
Y
il e 55 il e =]

mov edx, [ebptvar C]

mov eax, [edx] loc B17BD2:

and eax, HOOOODOOOR mov eox, [ebp+var 20]

jz short loc 617BA0 add ecx, 1l4h

mov [ebp+war 20], ecx
jmp loc B17B3T
FIFE ] s =
mov acx, [ebpivar C]
MoV adx, [aox] loo 617BAO:
and edx, TFFFFEFEFh mov eax, [ebptvar C]
push adx mov ecx, [eax]
MoV eax, [ebpthHodule] mow edx, [ebptarg 4]
push eax lea eax, [ecxtedx+i]
mov acx, [ebptarg 0] push aax i lpProcHame
mov adx, [ecx+i3Hh] mowv ecx, [ebpthModule]
call adx push eox i hModule
mov [ebp+var 24], eax mov edx, [ebptarg 0]
jmp short loc 617BBF mov eax, [edz+i30h]
call BAX i GetProcAddress
| mov [ebp+var 24], eax

Determining position of final dependencies
4 — Returning to the payload

All that is left now is to return to the unpacked sample via return instruction because the return address is still

written onto the stack.

P

Return back to where we started at
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5—-10Cs

Sample SHA256  ¢23c9580f06fdc862df3d80fb8dc398b666e01a523f06ffa8935a95dce4ff8f4

Source: https://malwareandstuff.com/an-old-enemy-diving-into-gbot-part-1/

Page 6 of 6



