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Summary part 1

In part one we looked at how shellcode was decrypted by using the Micorsoft Berypt library. AES CBC mode was
used to decrypt shellcode located in the file "certificate.pem". Once this was done a new thread is created and
entry point changed to point to the newly decrypted payload allocated within the memory. We switched threads
and followed the shellcode.

Overview

e Loading bingmaps.dll

e Long busy loop to slow down execution.

e Retrieving once again API via PEB walking

» Function used to load API from: Kernel32.dll

e Function Used to load native API to perform indirect syscalls: ntdll.dll

e Checks if native calls are hooked.

e New thread is created and execution is switched, the thread points to bingsmap.dll and jumps back and
forth to shellcode.

Loading bingsmap.dll & First Indirect syscall

The shellcode enters firstly into a long loop which takes a bit of time to execute until rcx value is 0x1b1. This is

likely to slowdown analysis or in general to delay execution of malicious code.

® || 00000103 8390 BAG G OB moy_dl1 b e ptr ds:[rsi+B]
— 93 45: 81F9 B1010000
[Eomo=a L «| 7O OF s CS3AB
i ] 5A46 0B mov al,byte ptr ds:[rsi+E]
i ] 48: 3300 cmp rax,rdx
! l——- «~| ¥4 05 je LCO3F5683A9
D ] 8aCz mov dl,al
1 ® ([ 00 13F56B3IAG 48:FFC1 1NC FrCx
—5—'—)- OO0001LC03F5 683A9 ~-EB E8 jmp LCO3F568393
=t 48: 85E4 test rsp,rsp

PEB reference is fetched and as in part one we enter the code section where it is parsed to fetch export table. Like
part one, it goes through the InMemoryOrderModuleList and compares the result to some chars to get
KERNEL32.dll or NTDLL.dll based on what API it needs. So what we expect is the following:

 loops through all the functions

e Calculates a hash for each one
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e Find LoadLibraryA()
e JMP to LoadLibraryA()with "bingmaps.dll" as argument

¢ Fetching NtProtectVirtualMemory

¢ Call NtProtectVirtualMemory on bingmaps.dll location with 0x40 rx -> wrx

e Overwrites code of the exported function bingmaps.dll (GetBingsMapFactory). It reads from the shellcode

and writes to this location, essentially injecting a part of itself into the legitimate binary. The bytes are

xored before writing.

00000 1C03F5 65650
000001C03F5 68654
Oo0001C03F56865E
000001C03F56865F
O00001C03F5 68662
00000 1C03F5 68663
000001C03F5 68664
Oo0001C03F5 6866E
000001C03F5 6566F
000001C03F5 68670
Oo0001C03F5 68677
000001C03F56867E
O00001C03FS6B67C
Qo000 1C03F5 68680
000001C03F5 68684
Oo0001C03F5 68686
00000 1C03F5 68687
000001C03F5 6868E
Oo0001C03F5 68692
000001C03F5 65693
000001C03F5 68697
Qo000 1C03F 68696
000001C03F5 68690
Oo0001C03F5 686A2
0000 01C03F5 656A3
000001C03F5 686448

Hashing loop:

i

-

i

45: 8B1CO3
48:C7CO 20000000
48: 8B1COZ

49: 839DC

i

48:C7CL 40000000
48: BEO40B

59

51

48:C7C1 28000000
44:8A3408

59

41:80C6 03

41: 80FE 4E

74 1C

i

485:C7C1 25000000
441 B8A3408

59

41:80Ce 04
41:80FE &F

74 05

E2 FeO0O0000

i

45:C7C1 30000000
441 B8A3408

59

cmp byte ptr ds:[rsi+rcx],0

je 1CO3FSE8ESE
xor ril3,ris

mov rl3b,byte ptr
Xor r15,ris

mov rls,qword ptr
shl ris,é

xor rl4,rl4

mov rl4,qword ptr
shl ri14,10

xor riz,riz

mov rlz,qword ptr
XOF Frax,rax

MoV rax,rls

add rax,rils

add rax,ril4

sub rax,riz

ds: [rsi+rcx]

ss:firbp-104

mov gword ptr ss:irbp-10, rax

inc rox
jmp 1CO3FS6BE14

maty P aw Awee s b e

Call to LoadLibraryA:

cosBrhn_1nl

G
mov rbx,gword ptr ds:[rbx+rax]
mov rax,20

mov rbx,qword ptr ds:[rbx+rax]
mov rlz,rbx

push rcx

mov rox, 40

mov rax,gword ptr ds:[rbx+rcx]
pop rcx
push rcx
mov FCx,28

pop rcx
add ri4b,2

cmp rl4b,4E

je 1CO3FS686A2
push recx

mov rcx,28

mov rl4b,byte ptr
pop rcx

add ri4b,4

cmp rl4b,6F

je 1CO3FS686AZ
jmp 1CO3F568738
push recx

mov rcx,30

mov rl4b,byte ptr
pop rcx

ds: [rax+rcx]

ds: [rax+rcx]
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— 41:FFES jmp ris riz: =
D0001CO3F5689BA 48:83C4 20 L - ] - LREE A
000001CO3F5639BE 48:83C3 mov rbx,rax
0001CO3F5689CT 48181C4 00020000 add rsp,z00 RAX| EINHECTRIEESE AR ~
DDOD1CO3F5689CHE XOF rax,rax d— = 007FFED5E7 0000
000D0D01CO3FE683CE 3C000000 mov rcx,3c rox: R D00000E02ZEEEPCEO bingmaps
000001CO3F563902 mov eax,dword ptr ds:[rbx+rcx] 3
0001CO3F568905 add rax,rbx REP  0DODOOGOZEEFFE7O
0D0001CO3F563308 14 add rax,14 RSP  000DD0GDZEEFFCZS
0D0001CO3FSE890C Xor rio,rio rio: RSI  000000O07FFEOOOO
00001C0O3F5689DF mov rmw word ptr ds:[rax] RDT 0000006026BFFCDO "bingmaps™
D0001CO3F5689E3 43 s3co 04 agg rax,:
0DOD01CO3F5E89E7 tpicz add rio,rax rio:
D0001CO2FE689EA 01 74 cmp byte ptr ds:[rl0+1],74 byte ;g gggg;g;ﬁ;g;g’s;:? lfgfnenz'DDDD?FFMDBEAB?D
JO00LCO3FS689EF | ~ jne 1CO3F5683FA .
000N01CO3F5683F1 04 74 cmp byte ptr ds:[ri10+4],74 byte (B el TR S <kernel3z2. LoadLibrarya>
D0001CO3FE689FE | ~ jne 1CO3F5E89FA R1l  0000000000000246 L'E
J0001CO3F5689F8 | ~ jmp 1CO3F568A00 B S s 2L CoESTE SR LD
000001C03F5683FA 28 add rio,zs rio: 00007FFD30370C70 <kernel32.LoadLibraryA>
s [0ooo01COZFSESIFE [ jmp 1COZFS689EA Syl ies s
+# [000001CO3F563A00 08 add rio,3 r10: RIS  SASC39548E9F0FEC
e [0ooo01co3Fs 68404 push rax
s [0o0001COZFs 68A0S XOr rax,rax RIP  0OODOLCO3FSG83B7
e [0o0001CO3FS68ADS inc rax
e [0o0001COZFsE8ADE 0 test rax,rax
-8 [000001CO3F565A0E | v OF84 10030000 je 1co3FsesD24 RFLAGS  0000000000000304 v
e [0o0001COZFSEEAL4 58 pop rax <
# [000001CO3F568A15 51 push recx 8
# |000001CO3F5 68416 48:31C9 XOT FOX,rex : w | Default (x564 fastcall) = IE“:‘ Unlocked
sl Tt o » 1: rcx 0000006026BFFCDO 00000060Z6EFFCDO "bingmaps™
rdx 0DODD1CO3F568533 000DDICO3F568533
iZ.LoadLibrarya> rg 00007FFD3I03EAZTD kernel32.00007FFD303EAZT0
r9 0000000000000047 0000000000000047
frsn+2R271  O00OOOONNNNNNNNN_ 0N00000000000000

First call to NtProtectVirtualMemory:

3% mimeTools.dll - PID: 5940 - Thread: 572 - x64dbg - O X
File View Debug Tradng Pluginge Favourites Options Help Mov 18 2023 (TitanEnging)
SE 0 s 2§ tuwl g fie s B
B cru | #Log [ Notes ® Breakpoints ¥ Memory Mzp " JCallStack =3 seH lof seript ¥ Symbols <% Source - References ' Threads  ® Handles E[
D1C — a1 imp_ris :
OGO e = cann 20 l_*g'm,-;! Syscall ~ Hide FPU
000001C03F5684D5 08 add rsp,s e | ,,
000001CO3F5684D9 c8 mov rax,qword ptr ss:[frbp-350 MW Syscall ID
000001C03FE 684DD Fa mow ==:|frbp- 2l

rdx,qword ptr
000001C0O3F5684E1 xor rdx,rb | | . -
000001C03FEE84E4 o G Argument pointer to start

000001CO3FEGE4ET mov ris,rsp 3 . s
000001CO3F5684EA mov ris,qword ptr ds:[ris] RSP DDDDDDGD"GBFFD?D of .text section of dll
000001C03F5684ED 08 add rsp,s RST  ODDOTFFCETS2EBAC bingmaps. 00007FFCE752EBAC
000001C0O3FE684F1 mov rid,rsp RDI  000000G02GEFFDES

00000LCO3F5654F 4 mov rl4,qword ptr ds:[ri4]
000001CO3F5684F7 os add rsp,8
000001C0OZFS6E84FE mov riz,rsp

}
J
D
}
J
}
}
J
}
J
J
}
000001CO3F5654FE o0 mov ri3 qwurd ptr ds:[ri3]
)
}
J
)
}
J
)
}
J
D
}
J
)

000001CO3F568502 08 add rsp,3

0DDDOLCO3FS 68506 = “g 'rsp R11  0000TFFD3072DAG2 ntd11.00007FFD3072DAG2
00000LCO3F568509 mov riz,gword ptr ds:[riz] R1Z  OO00TFFD30351051 kernel32.00007FFD30351051
000001C0D3FS6850D 4, add rsp,s8 R13 00007FFCEGBDE9340 <bingmaps.GetBingMmapsFactory:
000001C0O3F568511 Lt mov rsi,rsp =

000DD01CO3F568514 4 mov rsi,gword ptr ds:[rsi] El: 00007FFD3072DA62 ntdl 1. 00007 FFD307 2DA62
000001CO3F568517 4 08 add rsp,3

000001C0O3F5685 1B 4 mov rdi,rsp RIP  000001CO3FS684CE

000D01CO3F56851E 4 mov rdi,gword ptr ds:[rdi] v
000001CO3F568521 4 o8 add rsp,=

000001C0O3F568525 4 mov rbx,rsp @

000D01CO3F568528 4 mov rbx,gword prr ds:[rbx]

000001CO3F5685 28 48:83C4 08 add rsp.a v | Default (x64 fastcal) ~ |[5_[#] 0] unlocked

< 3 1: rcx FFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFF
rdx 0000006026BFFDEBS D000006026BFFDES
r8 0000006026BFFDDO 0D000006026BFFDDO

r15=ntdl1.00007FFD3072DA62

4 : ) : R — r3 0000000000000040 0000000000000040
Std rt Of 'te)(t Secmon Of bln[{]mdps.d” S Fran+2?RT OMMHNNANZ? RRFFDRN OOONNNARN? RRFFDRN
D00D01CO3F5684CE < >
" 00 E0D007FFD30351051| kernel32.Rt1virtualunwind+41
Wy AllocatedMemory U payload U Dump4 U Dump Woumps & watch 1 EIE 0000006026EFFD 7 8 [E000001CO3F5634D1 .
address pr N AsCIT || 000000602687FDE0 | DDODDDODOOD00DDD
TLL CC CO[CC OC CC O | C OC O[O CC OC CC mlllLllll EOEE N BERIE S [DOnONTADT BE BB

6026
00007FFCEGDS1010| 4C BB DC 48|83 EC 7B 48 |BB 05 52 RO GH G T e |2oOa0onnR0000s )

00007FFCEGDS51020|C4 48 89 44|24 60 OF 28|05 23 B7
00007FFCEGDS51030| BB OF 28 0D |98 BF 70 00|49 8D 53
00007FFCEGDS51040| 30 48 8D 0D |88 63 86 00|42 89 43

BOON7EEGE SN0 0 [Rparignis 3 a0 g Sy e s RO g1 0000006026EFFDEE | 00007 FFCEGDS 1000 | bingmaps . 00007FFCEED51000

00007FFCEED51060| DF 11 4C 24|40 E8 DA 80|01 00 48 . so=e z :
00007FFCEGDS1070| 00 E8 DA 2F|51 00 48 8B|4C 24 60 43|33 CC E8 AD|.&./q.H.L3 n3f [ O000006026E7FDCO| 00007FFD30351051 | kernelsz. RETVIrtualunwindrdl

D0D0D7FFCEGDS1080| 29 51 00 48|83 €4 78 C3|CC CC CC CC|CC CC CC CC )Q.H AxAITIIT e

o EECEeneTos0) big 00000060268FFDDO | 00000000005 4B8CS
00007 FFCEGD510AD | 86
00007FFCEGDS10B0 | C4
00007 FFCEGDE10CO | 48
00007 FFCEGD510D0 | 86

C

J00C

J00C

J00C

0000006026EFFD 98 | 000000602 6BFFDBO

000000E026EFFDAD | 00O00000000000000

0000006026EFFDAS | D0007FFD3072DA62 | ntd11. NtProtectvirtualMemory+12

0000006026BFFDBO | 0000000000000000
J00C
J00C
J00C
J00C
J00C
J00C
J00C

00000060 26EFFDD S | 0000000000000050
0000006026BFFDED | 000D01A019E97177
0000006026BFFDES | D0007FFD3072DA62 | ntd11. NtProtectVirtualMemory+12

00000060 26EFFDFO | 0000000000000050

Z ; ¥ (| 000D0DE02EEFFDFE | ODO0O7FFCEGD 69340 | bingmaps. GetBingMapsFactory w
£ > € >
Ccmmand:| sep ebx Default

Memory protection alteration:
WA SIS LIuuag LIIaY=, uinime AT Pl m S REIT LYY D D D LT LR (L P IR il
Ox Fffcetd 51000 Image: Commit 5424kBE RX C:\Windows\System32\BingMaps. dll
OxFffcead51000 Image: Commit 5424kB  WCX C:Windows\System32'\BingMaps. dil

Shellcode DLL injection

Next, malware injects part of its shellcode into the exported function of bingmaps.dll GetBingsMapFactory. Once

it has finished injecting code it will call once again NtProtectVirtualMemory with 0x20
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PAGE_EXECUTE_READ on the .text section of bingmaps.dll. Reverting it back to RX permissions.

| U A S 3 L i > [T
¥ | 000001C0O3IFS 6EBEES ~ FFE2 jmp rdx
» || 0O000OLCO3FS 6BERBA 48:83F9 00 Cmp rox,0
» | 00000LCO3FS 6BERE v TE 47 jle 1CD3FS6&EBFO7
[ 40 53C1 = 1
- o e Shellcode location
» 4D: B5C9 T
» | 00O000LCO3FS68ECS ~ 74 30 i
# |000001ICO3FSEBECA 44:30C8 cw
» | 0O0O0LCO3FS 6BECD 4] push rax
» | 00000LCO3FS68ECE 48:31C0 XOF Fax,rax
¥ | 000001C0OIFE 6EEDL 48: FFCO inc rax
» || 00000LCO3FS 6BED 4 48: B5CO test rax,rax
» | 00000LCO3FS 6BEDT ~ OF84 B1lFCFFFF je 1CO3FS6BB3E
» | 00000LCO3FS 63EDD 58 pop rax
¥ | 000001C0O3IF5 6BEDE 51 push rcx
» | 00000LCO3FS 6BEDF 48:31C9 XOF FCX,FCX
» | 000D001CO3FS68EE2 48: B5C9 test rox,rox
¥ | 000001C0O3IF5 6BEES ~ 75 DE jne 1C0O3F56BECS
» || 0O000OLCO3FS6BEET 48:FFC1 inc rcx
» || 00000LCO3FSGBEEA 48: B5C9 test rox,rox
» | 00000LCO3FS68EED ~ OF84 AGFGFFFF je 1CO3F568599
»|[000001C0OIFE 6BEF3 59 pop FrCx
» | 0O0D00LCO3FSGBEF4 49:C1E9 08 shr r9,8
» | 000001CO3F563EFS ~ EB CB ,
© 000001CO3FSESEFA 8807 salrdd bingmaps.d|byte ptr ds:[rai],
s llvininnarnzec cocee AQCCrT rrd s matod M ancCa
- UL FPCCOW O T2 D b s
® |[00D07FFCEGDE933D cc int3
® ||00D07FFCEGDE933ZE cc int3
® ||00D07FFCEGDE933F cc int3
I E—# | 00007 FFCEGD 69340 15 5305C99C g TECE TN S T ]
r----# || 00007 FFCEGDEI345 w 7C 00 j1 bingmaps.7FFCEGDGI347
L---# ||0D00D7FFCEGDEI347 c3 ret
® ||00DDTFFCEGDE9348 cc int3
® ||00DDTFFCEGDE9343 cc int3
® |[00DDTFFCEGDE934A cc int3
® ||00DDTFFCEGDE934E cc int3
® |[000DTFFCEGDGEI3 4C cc int3
® ||00D07FFCEGDE934D cc int3
® ||00D07FFCEGDE934E cc int3
® ||00DD7FFCEGD G693 4F cc int3
® |[00DD7FFCEGDE9350 F2:0F1015 G8ZEGF00 I eI O T e e e T
® ||00DD7FFCEGDE935SE OFS7E4 XOrps xmm4,Xmmd
® ||000D07FFCEGDE935E BOFA 02 cmp dl,2
r----# || 00007 FFCEGDE935E v 74 08 je bingmaps.7FFCEED69368
i ® |00007FFCEGD 69360 OF57DB XOrps Xmm3,Xmm3
! ® ||00007FFCEGDE9363 OF28CA movaps Xmml,xmm2
i < b3
S

rbx=d111ocadere4_8573.00007FF&D5E7 D000

. Text:00007FFCEGD 62341 bingmaps.dl1:$19341 #158741

FAa8 E 00000000005 4B8C5 [

4y AllocatedMemory 4y payload 4% Dump 4 % Dump 3 4% Dump 5 @ Watch 1 [EIE] 000000602 6BFFE 68 |[E00000000005 4B3C5
Addr e SEIT 000000602 6BFFET 0 [E00007FFD30350000
2 758 |[EDDDDDICOZF550000
m 00000 06026BFFET B
L AR HE RS 8- Hlé w5, i1 [ poooooeozesrFEsD Eoooo7FFD3036R650
it BEre -« N0 . Wa. U. 000000602 6BFFESS [E00007FFD3036C3F0
00007FFCEGD69361 28 6F 00 OF |W0.(E&.b....(¢ | 550006n0268FFESO | 0D0DDOO0DD0DO00D
00007FFCEGDE9371 5C CA 66 OF | (Ub._abd.110.%E | 5100060265FFES5 | 000D01CO3FSCALZ0
00007 FFCEGDGE9381 11 18 C3 CC|/EbA,..V.DA... - ,
3 000000602 6BFFEAD | 00007 FFEDS E7 0000
00007FFCEGDE9391 30 OF 29 74|IIIiiliesH.io. > g
L] 000000602 6BFFEAS | 0000006026BFFEDO
00007 FFCEGDEI3AL 00 OF 28 CE[$ H.Ub..5%(0.. -
: 000000602 6BFFERD | 0000000000019879
00007FFCEEDE93EL 76 04 F2 OF |&r.0..wET. /EV. ODON00G0ZGEFFERS | 00007 FFD2DE 30000
. _ E ra o
00007FFCEGD6I3C1 2F C8 72 0%9(X&0...-(0.F./ 0000006026BFFECT | 00000000000224F8
00007 FFCEGDE93D1 FO OF 28 C6&|.W.B60.8.D.%0 <
LLLLEAR AL G FO OF 28 C6[.W.060.2.0.10. | hoo0006026BFFECS | 00000000000000C0

Memory and instructions seen after inject is complete:
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Address Hex ASCIT
ooo07FFCEGDG&2341 |53 57 56 41|54 41 55 41|56 41 57 48|89 E5 48 83 ?W?ATAUAVAWH.&H.
00007 FFCEGDG2351 (EC OB E2 AE|81 01 OO 55 (53 57 56 41|54 41 55 41 1.E9...U§WUATAUA
ooo07FFCEGDG&2361 |56 41 57 48|89 ES 48 83 |EC 08 48 B3 |EC 08 48 83 FAWHLﬁH.1.H.1:H.
00007 FFCEGDG&2371 |EC 38 48 89 |CB 48 31 CO|48 B9 E9 48|29 E1 48 89 1$H.EH1AH.EH]EH.
ooo07FFCEGDE2381 |EF F3 AA 48|89 D9 48 894D F8 48 89|55 FO 4C 89 (?“H.UH.MEH.U&L.
00007 FFCEGDE2391 | 45 EB 4C 89| 4D DE 4C B89 |5D DO 4C B9|55 CEB 48 BB EEL.M@L.]@L.UEH.
ooo07FFCEGDG&E23A1 | B4 24 BB 00|00 00 48 89|45 EO 48 BD |84 Z4 BE 00 .$....H.E§H..$..
ooo07FFCEGD&23IB1 | 00 OO 48 31 |C9 48 89 08|B2 D BF 4F |88 48 CF C2 ..HlEH..‘UgD.HQﬁ
00007 FFCEGDG&23ICL | OC 0O 00 00|49 C7 CO 17|00 00 00 49|C7 C1 34 00 ....;Qh....ICﬁ4.
00007 FFCEGDG23DL (OO0 OO 48 B3 |EC 20 48 8D (05 OF 00 00|00 50 48 BB ..H:1 Hoownn PH.
OD00O7FFCEGBDGI3EL| 45 D8 FF ED|48 83 C4 20|49 89 C6 4D |89 (5 45 B8B|E@GvaH.A I:ﬁM.ﬁH.
00007 FFCEGDG&23IF1 | 4D DO 48 BB|55 F8 4C BB |45 ES 4C BB | 4D FO &8A 00 HBH.pEL.EEL.Haj.
OO007FFCEEGD G401 (6A 00 48 83 |EC 20 45 8B |45 C8 S0 48|80 05 0OE 00| j.H.1 H.EEPH. ...
00007 FFCEGDE2411 | 00 OO0 48 89|44 24 08 49|89 CA 4C B9 |FO 41 FF ES ..H.D$LI.EL:5A?3
00007 FFCEGDG&E2421 | 48 B3 C4 18|48 83 C4 10|48 BB 55 EO|48 89 EC 41 H.A.H.A.H.UEH:1A
00007 FFCEEBDG9431 (5F 41 S5E 41|50 41 5C SE|S5F 5B 5D 59|FF E2 55 53 (_Aaralasa_[] "aU§
00007 FFCEGDGE2441 |57 56 41 54|41 55 41 56|41 57 48 B9|EL 48 B3 EC WUATAUA?AWHL H. 1
00007 FFCEGD G451 (08 48 B3 EC |08 48 B3 EC |28 48 B9 CB |48 31 CO 48 .H.1:H.1[H.EH1AH
00007 FFCEGDE&2461 | B2 ED 48 29|E1 48 89 EF|F3 AA 48 B89 |D9 48 89 4D :EH]aH.(D‘H.UH.M
O0007FFCEEGDG9471|ES 48 89 55 |F8 4C B9 45 |FO 4C 89 4D |D8 48 8B 44| eH.UsL.EDL.MBH.D
00007 FFCEGDGI340 15 53575641 adc eax, 41565753 GetBingMapsFactory
00007 FFCEGDE93 45 54 push rsp

00007FFCEGD G923 46 41:55 push ri3 rl3:GetBingMapsFactory
00007FFCEGD G923 48 41:56 push ri4

00007 FFCEGD&23 44 41:57 push ris ris: NtProtectVirtualMemory+12
00007 FFCEGD 623 4C 48: B2ES mov rbp,rsp

00007 FFCEGD G923 4F 48: B3EC 08 sub rsp,8

00007FFCEGDE9353 ~ E9 AES10100 jmp bingmaps.7FFCEGDS1506

00007FFCEGD G935 8 55 push rbp

00007FFCEGDE9359 53 push rbx

00007FFCEGDE935A 57 push rdi rdi:GetBingMapsFactory+182A9
00007FFCEGDE935B 56 push rsi rsi:GetBingMapsFactory+7C556C
00007 FFCEGDE935C 41:54 push riz riz:Rtlvirtualunwind+41
00007 FFCEGDE935E 41:55 push ris ri3:GetBingMapsFactory
00007FFCEGDE92 60 41:56 push ris

00007FFCEGDE92 62 41:57 push ris ris:NtProtectvirtualMemory+12
00007FFCEGD 9264 48: B9ES mov rbp,rsp

00007FFCEGD 9367 48: 83EC 08 sub rsp,8

00007FFCEGD G693 6B 48: 83EC 08 sub rsp,8

00007FFCEGDE936F 48:83EC 38 sub rsp,3s8

00007FFCEGD G373 48: 89CE mov rbx,rcx

00007FFCEGDE937 6 48:31C0 Xor rax,rax

00007FFCEGD G937 2 48: B9E2 mov rcx,rbp

00007FFCEGDEI3ITC 48:29E1 sub rcx,rsp

00007 FFCEGDGI3IFF 45: 89E7T mov rdi,rsp rdi:GetBingMapsFactory+182A3
00007FFCEGBDE2382 F3:aa rep stosh

00007FFCEGDE23 84 48: 8909 mov rcx,rbx

00007 FFCEGDGI35T 43:894D F38 mov qword ptr ss:|[frbp-8J,rcx

00007 FFCEGDGI38E 483: 8955 FO mov gqword ptr ss:frbp-10f, rdx

00007 FFCEGDGI38F 4C:8945 EB mov qword ptr ss:|frbp-18§,rs

00007 FFCEGDG3393 4C:894D DB mov gqword ptr ss:|frbp-zs8),r2

00007 FFCEGDG3397 4C:B95D DO mov gword ptr ss:frbp-30f,ril

00007 FFCEGDGI39E 4C:B955 C8 mov gqword ptr ss:|frbp-35),ri10

00007 FFCEGDE939F 48: BB8424 BEOOOOO00 mov rax,qword ptr ssi|rsp+33]

00007 FFCEGD 633AT 48: 8945 EO mov gqword ptr ss:|frbp-zof,rax

00007 FFCEGD 633 AE 48: BD8424 BE000000 lea rax,qword ptr ss:|[frsp+85]

New thread

Malware will once again run through PEB , Ntdll.dll & Kernel32.dll in search for the following API:

e GetModuleFileNameA -> This will be the entry point of the new thead, but RIP will be the injected code

seen before

e NtCreateThreadEx -> creates thread in suspended state and hidden from debugger. Value 0x5 we can

change it to 0x1 if we want to see the thread in the debugger.
e NtGetContextThread

e NtSetContextThread -> Inside the context object in memory there is pointer referencing the start of

injected code which will be the threads RIP. (BP will be set here to follow execution)
e NtResumeThread
o NtWaitForSingleObject
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sub rsp,20

A .
mov rax,qword ptr ss:frbp-10] Hide FPU
add rax,10 I
mov rax,qword ptr ds:[rax] hﬂu p000B000D00000C 2 SvscalllD
push rax o Y5Cd
lea rax,qword ptr ds:[1CO3F56918C] RCX  000000602ZEBFFD 30
mov gword ptr ss:@rsp+ell,rax RDX  0O0000000001FFFFF
mov rlo,rcx REP 000000602 6BFFDASB
; RSP 000000602 6BFFCCE
| R5I 00007 FFCETS 2EBAC bingmaps . 00007 FFCETS ZESAC
A H oy S RDI 000000602 6EFFD B0
mov rl2,gword ptr ds:[rils
mov ris,qword ptr ss:frop-10§ RE  00000000D0000000
’2
TG M eI e R2 FFFFFFFFFFFFFFFF
mov ecx . I09F8ECE R10 000000602 6EFFD 30
add ecx D45FEZ R11  0000D0602Z6BFFCCO
mov rdX:GD R1Z  0O00DOFFFD3036F3Z0 <kernel3z.GetModuleFileNamea>
mov r8,6c BEl3 00007 FFD 307 2EB92 ntdl1.00007FFD3072E892
mov r9,6B R14 00000000000 000C 2 A
sub rsp,20 R.1E 000000602 6EFFD 30
Tea rax,qword ptr ds:[1C03F5631D2]
push rax RIP 00000LC03F5 69189
MoV rax,rls
_— ;g; - RFLAGS  0000000000000300
-
mov ri,rax ook
mov rl3,rs < >
XOr rox,rcx
sub rsp,20 Default (x54 fastcal |5 = Unlocke
mAss R f!IWﬁF‘I"l ntr <<= Brhn-of 7 { n |:|
I orex
> 1 oo00006e026BFFD 30 OOO000602E6BFFD 30
2: rdx 0000000000LFFFFF 0000000000LFFFFF
3: r& 0000000000000000 00000000000 00000
! r9 FFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFF
E: Fren+?R1 MOWNFEFFNINIAFA?N <kernsli?  GatMndulsFilsalamesd
< >
Wioumps @ watch1 I -
ASCIT "
CC CC CC CC|MITITITITITTITNT 1 Fro
86 00 48 33|L. UH.1IH..R—..H [:P
OF 13 12 23 AH. 93 pCI#SP = 000000E02EBFFC
e 33 e onlanhey 2ol 0000006026BFFDO
- sub rsp,20 =
- mow rax:qwurd ptr ss:[irbp-10§ - Hide FPU
: ;gﬂ F::réﬂurd ptr ds:[rax] A DDDDDDDDDDDDMSCWSVBC&|||D
p push rax o REX  000000602GEBFFELD i
» poooo lea rax,qword ptr ds:[1CO3F5692FE RCX  00000000000001EC -__Lﬁ ' ;
. mow qwurtg ptr gs:[rspES],rax : RDX 000000602 6BFFS00 [herd|D
. mov ri0,rcx REP  000000602GEFFDAS 5 -
= = RSP DO0ODDOG02GBFFTDS ContextObject
—_— (imp ra3 | ri3:ZwsSetConte RSI  0000006026BFFS30
. =T RDI  0O00000602EBFFDED
= 0000 add rsp,5580
. mov ris.aword ptr ssifrbpio] RS  0ODODODOFFFFFEFE
=292 g et E] 0000000000000001
: :gﬁ géi'gggﬂguf__]ﬁr ds:[ris] R10  0000000000D00LED L'A"
e boooo mov rdx.2n ap:tot R11  0000DDOE02GEBFF740
® pooo0 mov rs,20 200" ¢ R1Z  00000000000001ED L'A"
® foo00 mov r9,3D2 Rl3 000D07FFD307301D2 ntdl1.00007FFD30731
™ sub rsp,zo0 R14  000000000000018C L'a"
® poo0O lea rax,qword ptr ds:[1C03F56933F] R15  000000602EBFFS00
L] push rax
- mov rax,ris e A e
L] jmp rax < >
L] add rsp,z0
. mov rlg:rax + || Default (x64 fastcall) hd 1 unlod
e D ST s 1: rcx 00000000000001E0 00000000000001E0
2: rdx 0000006026BFFE00 0000006026BFFE00
=ntd11.00007FFD307301D2 3: r& 00000D0OOFFFFFFFF 00000000FFFFFFFF
i -1 - e - 4: r9 0000000000000001 0000000000000001
POlntCr tO Std rt Of lnICCth ShC”COdC E: Trsn+?2R1 OO0 OO0
J0LCO3FSE92FE < >
NI S PR | 0000006026 EJco0007FFD30351051 | kernel32.REtlvirtualun
AllocatedMemory Uy payload 4 Dufip 4 244 Dump 3 U4 Dump 5 EE] 00000060265FF7ED [CODDDD1CO3FS 692FE
— Hex ¥ 7 A | 0000006026BFFTEE [FOO007 FFDODOO00S0
J006026BFF800 [ 00 00 00 00[00 00 00|00 00 0D 0D[00 0D 0O 0O|. ggggﬂgggﬁggﬁ_ig ggggg%ﬁggﬁgﬁgggg
J006026BFF810| 00 00 00 00|00 00 00|00 00 00 00|00 00 00 00|. | nondnaenzesrrsnn || 000DDO000O0000000
J006026BFF820 | 00 00 00 00|00 00 00|00 00 00 00|00 00 00 00|. | oondnaenzesrrans || 00DDO000O0000000
J006026BFF830| 02 00 10 00|00 00 00|00 00 00 00|00 00 00 00|. | nondnaenzesrrain || oo0D0000O0000000
I006026BFF840 | 00 00 00 00 0 00 00|00 00 00 00(00 00 00 00|. [ oac-n2es 2or oy ol 000000000000
I006026BFF850 | 00 00 00 00|0 00 00|00 00 00 00|00 00 00 00|. | nondnaenzesrrazo |l 0ODDOOOOOO0O000D
I006026BFF860 | 00 00 00 00 |0 00 00 0D 00|00 0D DO DO . < oL
e EREE RS0 5 51 6 6|5 Bm ow o 0000006026EFFA2E || 000D00D000000000
ooca eReraen i || ooooooeozeerFaz0 | 0000000000100002
= —_— 000000602 6EFFA3E || 000000D000000000
I006026BFFS90 00 00 0D 00|00 00 DO 00| . i
J006026BFF8AD | 00 00 00 00|00 00 00 00|00 00 OO 00|00 00 00 0O ggggﬂggggggﬁgjg gggggggggggggggg
J006026BFFSB0 | 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00 paa e e | | e e s e e
J006026BFFSCO| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 . < i
WWNAN2?ERFEANIN | N N NN il e e e Nl nne o0 e el nne N e nan ¥ || 0DO0DOED2EBFFS5 8 0000000000000000
> < >

Running execution we finally reach the new thread and code!
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L -:ﬁ:— mimeTools.dll - PID: 5840 - Module: bingmaps.dll 4 Thread: 3480 (switched from 572) - xB4dbg
| File  view Debug Tradng Plugins Favourites Options  Help  Mowv 18 2023 (TitanEnaging)
D8 0l Y 9§ Tl S e @i ALl B
N - e | 4 Log [ 1 Motes ® Breakpoints ™ MemoryMap | [ Call Stack S SEH Je] 1
@ (00007 FFCEGDE923D CC int3 .
@ ((0000FFFCEGDEDIIE CC int3
B 15 53575641 adc eax, 41565753
Pr i DR E] x EFL] Il
@ ([0D00FFFCEGD G946 41:55 push r13
R ® |00OOFFFCEGD G693 48 41:56 push ris
=] @ ((0D0DFFFCEGD &I 4A 41:57 push ris
@ (00007 FFCEGDE9Z4C 48: B9ES mov rbp,rsp
W @ ((0D00FFFCEGD &I 4F 48: B3EC 08 sub rsp,s
W —®& || 00007 FFCEGDRS3E 3 ~ E9 AEBL0100 jmp bingmaps.7FFCEGDB1506
@ (00007 FFCEGDE935 8 ES push rbp
EM ® (00007 FFCEGD G359 53 push rbx
R @ (00007 FFCEGDE93I5A 57 push rdi
® |000OOFFFCEGDGI35E 56 push rsi
28] @ (00007 FFCEBDEIILC 41:54 push riz
R @ (00007 FFCEGDGE93ISE 41:55 push riz
@ (00007 FFCEGDE23 60 41:56 push ri4
=] @ ([0D00FFFCEGD B3 62 41:57 push ris
@ (00007 FFCEGDE93 64 48: B9ES mov rbp,rsp
RY & | 00O0OFFFCEGDEIZET 45:83EC 08 sub rsp,s
W @ (00007 FFCEGDE93 6B 48: 83EC 08 sub rsp,8
® |00OOFFFCEGDGI36F 48:83EC 38 sub rsp,3s8
R @ ((0D00FFFCEGDGEI3T 3 48: B9CE mov rbx,rcx
Ry @ ([0D00FFFCEGDE9ZT 6 48: 31C0 HOF Fax,rax
R @ ((0000FFFCEGDEDZET D 48: B2E2 mov rcx,rbp W
] "l < >
edx=eeD6233 40
RW
- LText: 00007 FFCEGDE9240 bingmaps.dl1:$19340 #18740 <GetBingMapsFactorys>

Anti Debug

From the bingmaps.dll injected code, the malware proceeds with an initial anti debug trick. It seems it has a hash
table hardcoded and checks running processes if they match, if so it proceeds to exit. For this, from the PEB it
fetches the following API:

e CreateToolHelp32SnapShot
e Process32First

e Process32Next

Each name from CreateToolHelp32SnapShot section, is hashed with the same algorithm identified above and then
compared with the hashtable results. I haven't checked all the hashes but for it seems it quit when seeing

x64dbg.exe and pe-bear.exe which I had running.
Example hash of Pe-Bear -> COA4EC617E002F0 -> check performed on 17E002F0 portion.

To avoid this, from Process Hacker I opened the section created by CreateToolHelp32SnapShot and modified the

hex values to match svchost.exe, and it worked, we get to the next stage.

Also, worth noting that there is a specific check for explorer.exe, when it matches it runs another section of code

that saves the PID of the process. This is needed for the next step.

Hashtable:
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W7FFCEGEC9612
W FFFCEBEC9619
W7FFCEGEC961F
W 7FFCEBEC2626
W7 FFCEBEC962C
W7FFCEGEC9633
W rFFCEBEC2639
W7 FFCEGEC 9640
107 FFCEGEC 9646
W7 FFCEGEC 964D
W7FFCEGEC9653
W7 FFCEGEC 2G5 A
W7 FFCEBEC 9660
W7FFCEGEC966T
W7 FFCEBEC 966D
W7FFCEGEC96T 4
07 FFCEGECIGTA
W FFFCEBEC9681
W7FFCEGEC9687
W7 FFCEBEC26BE
W7 FFCEGEC 9694
W7FFCEGEC969B
W7 FFCEGECO6AL
W7 FFCEGEC96AS
107 FFCEGEC 96AE
W7 FFCEBEC96B5
W7 FFCEGEC96EBB
W 7FFCEBECS6C2
W7FFCEGEC96C S
W7FFCEGEC96CF
W7 FFCEBEC96DS5
W7 FFCEGEC 96D
107 FFCEGECIGEZ
W7 FFCEBEC96ES
W7 FFCEGEC96EF
W7 FFCEBEC26FE
W7 FFCEBEC96FC
W7FFCEGECS703
W7 FFCEBEC 9709
W7 FFCEGECS7 10
107 FFCEGECST 16
W FFFCEBECS7 1D
W7/FFCEGEC9723
W7 FFCEGECST 2A
N7 EFCERFC A7 20

41:81FC BI1F3040D
OF&4 4E020000
41:81FC A4B4FAEZ
OF&84 41020000
41:81FC AFDFFDTC
OF84 34020000
41:81FC 0O4C5B9ES8
OF84 27020000
41: 81FC OEGZADED
OF&84 1A020000
41:81FC 4ZEE17&0D
OF &4 0DOZ20000
41:81FC BBFSE3CD
OF84 00020000
41: 81FC S3ESCSCO
OF84 F3010000
41:81FC EOEZ3IBES
OF&4 E&O010000
41:81FC LL5FC9E14
OF&4 D2010000
41:81FC BEALTFF2
OF84 CCOL10000
41: 81FC 47CC4F4B
0OF84 BFOL1O0000
41:81FC 592DD142
OF&4 BZ2010000
41:81FC AADFCLOE
OF&84 ASOQL10000
41:81FC 592DD142
OF84 98010000
41:81FC 152BSFFE
0OF84 SBO1OOOOD
41:81FC GB4ECI1F3
OF&4 FEOLOOOOD
41:81FC 3I26AEBCL
OF&84 71010000
41:81FC BG&BE5591C
OF84 64010000
41: 81FC OF46lES86
OF84 57010000
41: 81FC SDBE4960
OF&4 4A010000
41:81FC BB43BATE
OF &84 3DOL10000
41: R81FC 4071 BNDFF

Call to Process32Next:

cmp rizd,D0O4F381
je bingmaps.7FFCEGEC 986D
cmp rl2d,EIFAS4A4
je bingmaps.7FFCEGEC936D
cmp rlz2d,7CFDD7AF
je bingmaps.7FFCEGECI8ED
cmp rlzd,BSB3C504
je bingmaps.7FFCEGEC986D
cmp rilzd,&940620E
je bingmaps.7FFCEGEC 936D
cmp rl2d,6017EE43
je bingmaps.7FFCEGEC936D
cmp ril2d,CDE3FSBES
je bingmaps.7FFCEGECI8ED
cmp r12d,C0OCSESS3
je bingmaps.7FFCEGEC986D
cmp ri2d,ES3IBEZED
je bingmaps.7FFCEGEC 936D
cmp r12d,149EFCSS
je bingmaps.7FFCEGEC936D
cmp rilzd,F27FALSE
je bingmaps.7FFCEGECI8ED
cmp rlzd,4B4FCC47
je bingmaps.7FFCEGEC986D
cmp rizd,42D12D59
je bingmaps.7FFCEGEC 936D
cmp r12d,ECSD7AA
je bingmaps.7FFCEGEC936D
cmp rlzd,42D12D59
je bingmaps.7FFCEGECI8ED
cmp rl2zd,FESFZB18
je bingmaps.7FFCEGEC986D
cmp rl12d,F3C14EGE
je bingmaps.7FFCEGEC 936D
cmp rl12d,C1ESG6A32
je bingmaps.7FFCEGEC936D
cmp rl2d,l1C5985B6
je bingmaps.7FFCEGECI8ED
cmp rlzd,S61E460F
je bingmaps.7FFCEGEC986D
cmp rilzd,&049BE9D
je bingmaps.7FFCEGEC 936D
cmp rl2d,7G6BA4988
je bingmaps.7FFCEGEC936D
rmn F120_ FFROT 40

mov rdi,rdx
test rdx,rdx

je kernel3z.7FFD303B5392

cmp dword ptr ds:[rdx],130
jb kernel32.7FFD303B5392

Tea rdx,qword ptr ss:Ersp+40]
mov dword ptr ss:[Irsp+40Q,238

call <kernel32.Process32Nextw:

and gword ptr ss:[irsp+38f,0
Tea rcx,qword ptr ds:[rdi+2C]
and gword ptr ss:[@rsp+30f,0
lea r8,qword ptr ss:|[Irsp+6Cl
mov dword ptr ss:ffrsp+23],104
or rad,FFFFFFFF

mov gqword ptr ss:frsp+20f,rcx
mov edx, 400

KO 8CK,28CK

mov ebx,eax

€alll qword ptr ds:[<wideCharTomultiBytex]
nop dword ptr ds: [rax+rax],eax

mov rax,qword ptr ss:Brsp+S0j
mov ecx,dword ptr ss:frspt+44]
mov gword ptr ds: [rdi+l0],rax
mov eax,dword ptr ssiBrsp+SE]
mov dword ptr ds:[rdi+13],eax
mov eax,dword ptr ss:frsp+5C]
mov dword ptr ds: [rdi+1C],eax

mov 2Aw . dword

ntr ==:Brzn+anl

~ Hide FPU
RAX  0000000000000001 "
DO00000G0ZEEFFT24
REF  0DOO0DG0ZEEFFGTE
) RSP 0DO0D0DG0ZGEFF3E0
rex:”[S | RSI  0000000000000000
. sensmnn
000000602 6EFF3EC
[qword R10  0000000000000000
R11  00000000000D00246 L'g*
R1Z  0000000000000000
R1Z  0000000000000000
R14  0D0DO7FFD303E5ZD0 <kernel3z.Process3zNext:
RIS  0000000000000LED L'&*
RIF  0DODO7FFD303B5336 kernel3z.00007FFD303ES 33
L
< >
+ | Default (x64 fasteall) » [5 12| Unlocked

Injecting 3rd shellcode into explorer.exe

Malware from the context of the bingmaps.dll will now proceed to inject other shellcode to explorer.exe. To do

this the following is done:
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ZwOpenProcess -> supplying the PID of explorer.exe

ZwAllocateVirtualMemory -> Allocates two memory buffers inside explorer.exe.

GetModuleFileA -> Get the full path name of the current process running all the malware
ZwWriteVirtualMemory -> Writes the shellcoded and the results of GetModuleFileA to explorer.exe

For the shellcode, a single byte is written at a time. The byte to write is obtained by a single XOR loop before the

call, the result is loaded into R8 which is the 3rd argument for ZwWriteVirtualMemory.

Call to open process:

mov

rax,qwora pTr ss:grop-sg A -
mov gword ptr ds:[r9],rax [DEE FEL
c=:frsp+z
,‘,,53 ﬁi;“‘;grd prr ss:firsp+30l 20:"0" RAX  0000000000000026 — 1
mov qword ptr ds:[rs],rax ’ REX  0000000000000CE4 Syscall 1D
mov rdx,1FFFFF ! RCX  O00DODGOZEEFF480
lea rcx,qgword ptr ss:|[Irspl RTIvirtualunwine RDX 00000000001FFFFF
1ea ril4,qword ptr ss:|frspl RTIvirtualunwinc REF 0000006026EFFET S
sub rsp,20 RSP Q00000602 6EFF45 8 3
mov rax,gword ptr ss:[rbp-40f ss: [rbp-40]]:Rt1 RSI 0000006026EFFELD PlD Of explorer.exe
push rax RDI Q00000602 6EFF4D0
lea rax,qword ptr ds:[7FFCEGECIES1] B .
mov qwur‘dlgtr s5:[@rsp+8l,rax [gword ptr ss:[rsp+08]]:Get RS 000000602 GEFF4B0
sl sl R3 000000602 EEFF4AD
- R10 000000602 6EFF430
mp ri3 r13:Nt02enFr'ocess+1z'
l - R11 00007FFD307F232C "ZwAcceptConnectPort™
add rsp,50 R1Z  0000000000000000
mov ris,gword ptr ds:[ria] El3 O0O07TFFD3072D522 ntdl11.00007FFD30720522
XOPF FCX,rCX R14 0000006802 8EFF 430
sub rsp,z20 R15 0000000000000026 &
mov rax,qword ptr ss:|Irbp-1a0] [gword ptr ss:[rbp-1A0]]:Ge
€all rax RIP QO007FFCEGEC9E4E i ngmaps . 00007 FFCEGECIE4E
add rsp,20
L=l EEiglll=sins . RFLAGS  0000000000000304
mov rdx,C oc: "\F - A Pe a2 ar A
mov r8,17 < :
mov r3,34 34:'4"
sub rsp,20 v | Default (x54 fastcall) - (5 [+ unlor
Taa wrav muanrd nte Ao FrFCCrCcccracor 1
> 1: rcx 0000006026EFF480 0000006026EFF480
2: rdx 00000000001FFFFF OO000000000LFFFFF
SFD3072D522 3: r& 00000060D26EFF4B0 000000E602ZE6EFF4B0
4: r9 0000006026EFF4A0 DO00D0D60ZEEFF4AD
S: [rsn+?RT NOO00O0N0MNN0000 0000000000000
Call to ZwWriteVirtualMemory for current process name:
o 1093 49:C7C1 01000000 mov r9,1 -
o[la09a 41:53 push rii ~ T T
® |[a09C 41:53 push rii RAX 0000000000000034 g0
» [A0A0 eA 00 8{‘.22 3 REX  00000D000D0D1GF28 / Process Handle
o [la0az 48:83EC 20 sub rsp,z0 RCX  0000000O00000LES L'G"
® [a0A6 43:8B45 CO mov rax,qword ptr ss:[frbp-40, [qword ptr ss:[ RDX 0000000002 S0000 s e
o [s0an 5o B G : FIE - ? ~ | rer ooooooenzeerrers Target Buffer
o la0aB 48:8D05 DEQDOODO lea rax,qword ptr_ds: [7FFCEGECAOCO] R _ | rsP  ooooooenzeEFF47S
® (8082 48: 894424 08 mov gword ptr ss:[@rsp+sll,rax [gword ptr ss:[ RSI  00000060ZGEFF518 "Ci v Usersh\Dynami dUIBEERRER \wikiL
® (|A0B7 49: 8 mov rlod,rcx RDI 0000006026EFF4CO
o [a0EA 4C: 83F0 mov rax,ri4 R
_): e :;f;;gi . g’é‘g 23 T ri3:ZwWritevirt RSB 0000006026EFF518 "Ci\\Users\\Dynamic\\Desktop\wikiL
R 2 om0
o lsocs 41:58 pop rii
S (e ptich popfeml R11  00000D00000000D0 Input Buffer
® |a0CC ~ EB AD jmp bingmaps.7FFCEEECADEE R12  000000000ZFS0000
. 49:C7C3 FFFFFFFF mov ril,FFFFFFFFFFFFFFFF BEl3  OODO7FFD3072D7AZ ntd11.00007FFD3072D7A2
o |lA0D5 49:FFC3 inc rii R14  000000000000003IA g0
NE 493:330B cmp rii,rbx R15  00000000000001E4 L's"
--e|[s0D0E | ~ OF84 31000000 je bingmaps.7FFCEGECALTZ
® |[40EL 4C: 89F9 mov rcx,ris RIF  000D07FFCEGECAQED bingmaps . 00007 FFCEGECAOED
®|[20E2 4c mov rdx,riz
® |80ET ac add rdx,ril
o [n0EA 4 00020000 add rdx,200 ;EL’SGSPF gmagngmmnmm
® |A0F1 4C E&040000 lea r3,qword ptr ds:[7FFCEGECASDE] YWUsersyy, OF D SFO DFO
e |[a0F3 4D add ra,ril \Usersih,
® [40FB 4 o HOF rax,rax CFO0 TFL IFL J
® |[A0FE 4 7OFEFFFF mov gword ptr ss:[@rbp-1300,rax
® (4105 4 0 mov al,byte ptr ds:[rs] byte ptr ds:[r8 < >
e |[a108 4 BS 78FEFFFF lea rsi,qword ptr ss:|frbp-153]
o [a10F 48:C7C7 DOODOODO mov Fdi,0 . | Default (64 fasteal) ~ |[5_[2]00 tnlockee
®alle 44: BAOC3E mov rob.bvte ptr ds:lrsi+rdil 1: rcx 00000DDDDDODOLE4 00000D0DDD0D0LE4
< » 2: rdx F80000 FB0000
= 3: r8 CO0D00602Z6EFFS18 DD0000G0ZE6EFFSLE "C:'\\Users\\Dynamicl\D
DUODZEED 20720 242 4: r9 0000000000000001 0000000000000001
5: [rsp+23] 0000000000000000 OO000000000000000
\7TFFCEGECADBD bingmaps.d11:$1A0BD #194ED < >
" " _ pEl 00007FFD30351051 | kernel32.RTIVirtualUnwind+41
iMemory  Wlpayioad @Wpump4  @4Dump3  @oumps @ watch1  x=llocals 000000 00007 FFCEGECADCD | bingmaps . GetBingMapsFactory+D80 g
e E » | 200000 00000DEOZ6EFF4C0
VEFF548| 66 32 64 65|65 33 33 63 39 62 65 37|fzdee33c4zabdbe? N - -
EFF558| 28 21 66 33|64 62 30 20 37 32 32 61|81T3dbo0s9ec722a Hggggi gggg;;gﬁgggﬁgg;s QEEUSUREORb nonap=CGEE RN DR GEO VLT
{EFF568 |65 65 65 32|62 35 34 33 36 33 35 31| eee3b5434c2e635l 000000 0000000000000000
iEFF578| 32 61 36 38|5C 6E 70 70 2E 70 GF 72|z2a68\npp.8.&.por Taaaa 0D SOOI oD E0D
iEFFSB8|74 61 62 60|65 2E 78 36 75 67 69 GE|table.x&4\plugin Taana oD S0 Io oo
JEFF598|73 5C 6D 69|60 65 54 &F 44 4C 4C 4C|s\mimeTools'DLLL Taanat oD OIS oo oD
JEFF5AB| 6F 61 64 65|72 36 34 5F 2E 65 78 65|oaderg4_s573.exe Son000e 0000000000000000
EFF5B8| 00 00 00 00|00 00 00 00 T ) 05 (0] (58050 onBEo e ot o |lessas Rt T o}
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n explorer.exe (3300]) (230000 - O 2f33000)

00000000 43 3a 5c 55 73 65 72 73 5c 44 79 g2 gl &d €9 €3 Ci\Users\Dynamic

00000010 5c 44 65 73 6b 74 6£ T0 5c 57 69 6b 6% 4c 6f €1 \Desktop‘\Wikiloa

00000020 64 &5 T2 5Sc 62 65 66 30 34 €5 33 62 32 62 38 31 derhbefldeibibil

00000030 66 32 €4 €5 65 33 3% 63 34 32 6l &2 3% 62 g5 37 fidee3fcdiabibe’

00000040 38 31 &6 33 64 62 30 30 35 3% 65 €3 37 32 32 6l 51l£3db005%ecT22a

00000050 &5 65 &5 33 62 35 34 33 34 63 32 65 36 33 35 31 eee3bk5434c2es3sl

00000080 32 &1 36 38 5c ge T0 70 2e 38 2e 36 2e 70 &f 72 2aes\npp.Z.6.por

00000070 74 &1 €2 &6c €5 2e T8 36 34 5c 70 &c 75 €7 69 €& table.xéd\plugin

00000080 73 5c 6d 69 64 65 54 6f €f 6c 73 5c 44 4c 4c 4c 3'\mimeTools’\DLLL

00000050 ef &1 €4 &5 72 3@ 34 5L 38 35 37 33 2e €5 T8 ©5 oaderdd 85573.exe

0000000 Q0 Q0 OO0 00 OO0 00 00 00 OO0 OO 00 00 00 00 00 00 ceeeseesannsanans

000000k0 Q0 Q0 00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 i.eeseesannsanans

000000c0 Q0 Q0 00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 ceeessesannsanans

00000040 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 sewesvanemenaana

000000=0 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 sewesvanomenaana

000000£0 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 sewesvanomenaann

00000100 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 sewessansmenaann

00000110 Q0 Q0 Q00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 c.eessesannsanans

00000120 Q0 Q0 Q00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 c.eeseesannsanann

00000130 Q0 Q0 Q00 00 00 00 00 00 OO0 OO 00 00 00 00 00 00 i.eeessesannsanans

00000140 G0 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 sewesvenomenaann

MANnnnTEnR an AN nn o an o an oo an oo on an an an o on o an on nan
Call to ZwWriteVirtualMemory for shellcode:
00007FFCEBECADEA 48:81C2 00020000 gdd gdi:gou LEEE  SEELEEEETRLLLIER) N “
= - © e e T Process Handie
00007 FFCEGECAQFE 48: 8985 7OFEFFFF mov qword ptr ss:[rbp-190f,rax REF  DODOODDOEOZEEFFETS Out buffer
D0O7FECEGECAIDS |  4330BS 78FEFFFE  |lea rsiioword per se:ibp-1ssl RST  000000026EFFFD
EEEEEEEEEEEE;EEE 48ic7c7 00000000 mov rf'l',oh . RDI 0000000000000008
EEEEEEEEEEE:EE " ggiggf:; oe gagbgﬁirﬁgps.nxsssuus Ego ggggggszzoggggﬁ Le’ ey
00007 FFCEGECALZE 48:8985 7OFEFFFF o R1IL 0000000000000

4C: 8D85 7OFEFFFF ss:[irbp-130) 0000000002F 80000

lea rs,qword ptr
"

00007 FFCEGECAL34 491C7C1 01000000 o 00007FFD3072D7A2 ntd11.00007FFD2072D7A2
00007FFCEGECAL3B 41:53 push ril / R14  00000000DO0000ZA ag3
7 3 41:53 push rii R15 00000000000001E4 L'&"
00007FFCEGECAL3F 6A 00 push 0
00007FFCEGECAL4L 6A 00 push o RIFP 00007FFCEBECALSE bingmaps. 00007 FFCEGECALSE
00007FFCEGECAL43 48183EC 20 sub rsp,20
00007FFCEGECALAT 43: 8845 CO mov rax,qword ptr ss:[irbp- [aw
00007FFCEGECAL4B 50 push I’&)} ;;LSGSPF 3002203000000202
00007FFCEGECALAC 4818005 DE000000 Tea rax,qword ptr o FFCEGECALGL] e e oo
00007FFCEGECALS3 481894424 08 S5 palll, rax [aqw
00007FFCEGECALS S 49189CA cF O TFO IFL o]
00007FFCEGECALSE 4C ! 89F0
- 41:FFES FE (< >
00007 FFCEGECALEL 48:83C4 18 =
00007FFCEGECALES 48:83C4 10 v Default (x64 fastcall) < D Unlocked
OD007FFCEGECALED 41:58 pDop ril 1: rcx 0000000000000LE4 0000000000000LES
< > 2: rdx F80200 F80200
- 3: ra OODODOGO2GEFF4ES DDODDOGO2GEFF4ES
OZREDS0Z0IAZ 4: r3 000000000000000L D000O0000000000L
5: [rsp+28] 0000000000000000 0000000000000000
CEGECALSE bingmaps.d 1A15E #1955E < >
i DODODDGO2GEFF4ES | 0000000000D00055
ory B4 payl Woump4  WWDump3  Yhoumps @ watch1  belLocals EIE DUOD00B0Z BEFF 4F0 | 70807 5C8E7 5 AFBEE %
pr AsciT || D00000E0ZEEFF47S | 00007FFCET6SESAC | bingmaps. GetBingMapsFactory+7C556C
000000E02EEFF500 | 00007FFD3072D522 | ntd11. NTtOpenProcess+12
Aol 00 97 00|80 00 OO D083 FB 3A 7| 75 B0 PO i';ﬁ.}a"':ré‘.fSE“ P 000000E02EEFFS 08 | 0000000000000D3A
. o o 0000006026EFFS 10 [ 0000000000000018
508[3A 00 00 0000 00 00 00|18 00 00 00jO0 00 00 O0J:...--.ocnvmnnse DOO000E0ZEEFF5 18| 73726573555C3A43

Memory inside explorer.exe after loop write:
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B explorer.exe (3300) (0x2f80000 - 0x2f38000) - O e

000001e0 OO0 OO0 00 00 OO0 OO0 OO0 00 00 OO0 OO0 00 00 00 00 00 s.eevnvnnnnnnnnn ~
Qoooolen no oo g0 00 f0 00 o0 00 f0 00 00 00 00 00 00 00
l'3'3'3'32'3'3 55 53 57 56 41 54 41 55 41 5& 41 57 48 895 e5 48 USWVATAUAVREWH..H ]

I S ecl el Pl e T res . T UoNVRIRD
00000220 41 56 41 57 45 89 e5 48 83 ec 05 48 81 ec b0 00 RAVAWH..H...H....
00000230 00 00 48 85 cb 48 31 c0 48 59 =9 48 29 1 48 8% ..H..HL.H..H).H.
§ 859 d9 48 5% 4d =0 48 89 55 df 4c 89 ...H..H.M.H.U.L.

00000240 &7 £3 aa
00000250 45
00000280 48
00000270 05
00000280 89
00000290 48
000002a0 00
000002k0 00
000002c0 83
00o0002d0 43
000002=0 <0
000002£0 41
00000300 00
00000310 4%
00000320 c4
00000330 50
00000340 00 LH.
00000350 d0 48 Sb 4d =0 42 8b 55 d8 4c &b 45 bE 4c 8b 44 .H.M.H.U.L.E.L.M
00000360 b0 4d 89 22 4c &b 8d 50 ££ ££ £f 48 83 ec 20 48 .M..L..P...H.. H
00000370 8d 05 66 Oe 00 00 ££f d0 48 83 c4 20 48 89 45 £8 ..f.....H.. H.E.
00000380 48 &b 4d =0 48 b 55 48 4c &5d 45 a0 49 c7 cl 10 H.M.H.U.L.E.I...
00000390 00 00 00 4c 8k 55 b0 4c 8b 5d £0 48 83 ec 20 48 ...L.U.L.].H.. H
00000320 8d 05 23 le 00 00 £f 40 4% 83 c4 20 48 c7 cl ££ ..# H.. H...
000003b0 ££ £f £f 458 31 d2 4d 31 c0 48 &d 75 a0 48 31 d2 ...Hl.Ml.H.u.HL.
000003c0 4d 31 £6 4d 31 ££ 48 83 £9 07 74 la 48 £f cl 66 M1.ML.H...t.H..f
000003d0 8b 04 42 €6 83 £8 00 74 ed 48 39 c2 7f o8 48 89 ..NLf...t.HS...H.
000003e0 c2 49 89 c8 eb e0 45 88 c7 48 31 c0 &6 42 89 04 .I....E..HL.fB..
000003£0 46 48 c7 cl ££ £f £f £f 48 31 d2 4d 31 cO 4% ££f FH...... H1.M1.I.
00000400 cé 49 53 fe 05 74 06 49 cl &7 05 €b b9 48 8d b5 .I...T.I.....H..
00000410 €0 ££f ££ £f 43 89 £0 48 83 c0 40 43 89 =¢ 48 29 ~...H..H..GH..H.
00000420 c4 48 54 05 1e 27 00 00 50 48 &d 05 €3 27 00 00 .H...'..PFH..c'..
00000430 50 48 54 05 b4 27 00 00 50 48 &d 05 05 28 00 00 PH...'..PFH... (.. i
00000440 50 48 54 05 4e 28 00 00 50 48 &d 05 9f 28 00 00 PH..N(..PFH... (..

00000450 50 42 5d 05 e4 28 00 00 50 48 &d 05 35 29 00 00 PH...({..PH..5})..

00000480 50 48 59 £4 45 8d 0d 30 20 00 00 48 &b 55 £0 48 PH..H..0 ..H.U.H e

Write Go to... 16 bytes per row ~ Save... Close

TR

T

End of part 2

So we have found another shellcode inject and the code seems to proceed with some other anti analysis checks as I

saw it loads:

e ZwQueryInformationProcess
o RtlWow64GetCpuArealnfo

But I will look into this next time with part 3!
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