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Emotet returns just in time for Christmas
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Upgrading your edition will add new features to Microsoft Word.
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Some of the malicious emails we collected used COVID-19 as a lure. This tactic was already seen in the spring

but is still being leveraged, perhaps due to the massive second wave observed in the US as well as news about the
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vaccine rollout.

Christmas campaign repeat?

Emotet is most feared for its alliances with other criminals, especially those in the ransomware business. The

Emotet — TrickBot — Ryuk triad wreaked havoc around Christmas time in 2018.

While some threat actors observe holidays, it is also a golden opportunity to launch new attacks when many
companies have limited staff available. This year is even more critical in light of the pandemic and the recent
SolarWinds debacle.

We urge organizations to be particularly vigilant and continue to take steps to secure their networks, especially

around security policies and access control.
Malwarebytes users were already protected against Emotet thanks to our signature-less Anti-Exploit protection.
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Indicators of Compromise

You can downloads indicators of compromise related to Emotet’s infrastructure on our GitHub page.

Emotet is a threat we have been tracking very closely throughout the year thanks to its large email distribution

campaigns. Once again, and for about two months, the botnet stopped its malspam activity only to return days

before Christmas.

In typical Emotet fashion, the threat actors continue to alternate between different phishing lures in order to social
engineer users into enabling macros. However, in this latest iteration the Emotet gang is loading its payload as a

DLL along with a fake error message.
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Some of the malicious emails we collected used COVID-19 as a lure. This tactic was already seen in the spring
but is still being leveraged, perhaps due to the massive second wave observed in the US as well as news about the

vaccine rollout.
Christmas campaign repeat?

Emotet is most feared for its alliances with other criminals, especially those in the ransomware business. The

Emotet — TrickBot — Ryuk triad wreaked havoc around Christmas time in 2018.

While some threat actors observe holidays, it is also a golden opportunity to launch new attacks when many
companies have limited staff available. This year is even more critical in light of the pandemic and the recent
SolarWinds debacle.

Article continues below this ad.

We urge organizations to be particularly vigilant and continue to take steps to secure their networks, especially

around security policies and access control.

Malwarebytes users were already protected against Emotet thanks to our signature-less Anti-Exploit protection.

Page 3 of 4


http://www.threatdown.com/wp-content/uploads/2024/06/emo21.png
http://www.threatdown.com/wp-content/uploads/2024/06/emo21.png
https://twitter.com/MBThreatIntel/status/1341153250876170242?s=20
https://blog.malwarebytes.com/blog/cybercrime/malware/2019/01/ryuk-ransomware-attacks-businesses-over-the-holidays/
https://blog.malwarebytes.com/blog/threat-analysis/2020/12/advanced-cyber-attack-hits-private-and-public-sector-via-supply-chain-software-update/

https://blog.malwarebytes.com /cybercrime/2020/12 /emotet-returns-just-in-time-for-christmas/

Sponsored

_ ®alwarebytes
© corporatecomf.online

hitps:fiwww corporatecomf.online .
CPU-Z - Analvti d Monitori /" Website blocked due to malware
4o And )’TICS an onitoring Learn about malware. If you don't want to block this

Enabling administrators to optimize resource allocatior| website. you can exclude it from website protection b\"'
Slmpllfy the access process, allowing users to access accessing Exclusions.

IP Address: 74.119.192.188

IMore resu Port: 443
Type: Outbound
File: C\Program Files\Goo. plication\chrome exe
[} - From your P address

Manage Exclusions Close

IMore options in Quick settings (i83)

Indicators of Compromise

You can downloads indicators of compromise related to Emotet’s infrastructure on our GitHub page.
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