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BlackWater Malware Abuses Cloudflare Workers for C2

Communication

By Lawrence Abrams
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A new backdoor malware called BlackWater pretending to be COVID-19 information while abusing Cloudflare Workers as
an interface to the malware's command and control (C2) server.

Cloudflare Workers are JavaScript programs that run directly on Cloudflare's edge so that they can interact with connections
from remote web clients. These Workers can be used to modify the output of a web site behind Cloudflare, disable

Cloudflare features, or even act as independent JavaScript programs running on the edge that displays output.

For example, a Cloudflare Worker can be created to search for text in a web server's output and replace words in it or to
simply output data back to a web client.
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BlackWater uses Cloudflare Workers as a C2 interface

Recently MalwareHunterTeam discovered a RAR file being distributed pretending to be information about the Coronavirus

(COVID-19) called "Important - COVID-19.rar".

It is not known at this time how the file is being distributed, but it is most likely being done through phishing emails.

Inside this RAR file is a file called "Important - COVID-19.docx.exe" that uses a Word icon. Unfortunately, as Microsoft

hides file extensions by default, many will simply see this file as a Word document rather than an executable and be more

likely to open it.
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Extracted file with extensions off and on

When opened, the malware will extract a Word document to the %UserProfile%\downloads folder called "Important -
COVID-19.docx.docx" and opens it in Word.

The opened document is a document containing information on the COVID-19 virus and is being used by the malware as a

decoy as it installs the rest of the malware and executes it on the computer.
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ealing with Corona Virus
9th March 2020

We Learn Together!

The Wessex Learning Trust has issued the following statement

The Trust are taking seriously the risk of this virus and wish to reassure its parents, learners and
communities that action is being taken and contingency plans are in place.

® We have issued hygiene instructions to our staff and given our learners advice on how to
avoid catching or spreading the virus

® We have issued instructions to keep cleaning common areas of where infection can be
passed on, eg door handles etc

® We are aware of those learners and staff with underlying health factors and we will be
monitoring and risk assessing the situation for them in the forthcoming weeks

* |f you are a parent or carer that has recently visited one of the high risk areas please can
you let us know via your school. We also would advise not travelling to such areas in the
future, including in the Easter holidays, until the UK government tell us otherwise

* Contingency plans are in place for a spread of the virus in our Trust schools, including the
taking of examinations. We will be following Government advice as it is issued

How to avoid catching or spreading coronavirus

« wash your hands with soap and water often — do this for at least 20 seconds

« always wash your hands when you get home or into school

« use hand sanitiser gel if soap and water are not available

s cover your mouth and nose with a tissue or your sleeve when you cough or sneeze
e put used tissues in the bin straight away and wash your hands afterwards

s Avoid putting your hands directly in your mouth and eyes

s tryto avoid close contact with people who are unwell

s do not touch your eyes, nose or mouth if your hands are not clean

Decoy COVID-19 Information Document

Page 3 of 5

®E - 0 X%
Sign in
#iFind -
3¢ Replace
[% Select -
Editing ~



https://twitter.com/malwrhunterteam/status/1238514675190575108
https://www.bleepingcomputer.com/news/microsoft/hiding-windows-file-extensions-is-a-security-risk-enable-now/

https://www.bleepingcom puter.com /news/security/blackwater-malware-abuses-cloudflare-workers-for-c2-communication/

While victims are reading the COVID-19 document, the malware is also extracting the
%UserProfile%\AppData\Local\Library SQL\bin\version 5.0\sqltuner.exe file.

This is where things get a bit interesting as the malware is then launched using a command line that causes the BlackWater

malware to connect to a Cloudflare Worker that acts as a command and control server or at least a passthrough to one.

sqltuner.exe lively-dream-c871.m7.workers.dev

If visiting this site directly, users will be shown the following 'HellCat' image.

< C @ lively-dream-c871.m7.workers.dev * 6

HELLCAT

Cloudflare worker

Head of SentinelLabs Vitali Kremez told BleepingComputer that this worker is a front end to a ReactJS Strapi App that acts

as a command and control server.

Kremez stated that this C2 will respond with a JSON encoded string that may contain commands to execute when the

malware connects to it with the right authentication parameters.

The BlackWater malware is, by and large, a newer generation malware taking advantage of the ReactJS Strapi App for the
backend checking, leveraging Cloudflare workers resolvers and employing JSON-based parser inside its DLL passing the
server argument directly. The check-ins bear the "blackwater" marker as well passing either email @ black.water or @

black64.water depending on the architecture.

The malware appears to be novel and its JSON-based parser with the newer generation React]S backend server architecture

is indicative of the active development amid the CoronaVirus outbreak.

When we asked why they were using a Cloudflare Worker rather than connecting directly to the C2, Kremez felt it was to

make it harder to for security software to block IP traffic without blocking all of Cloudflare's Worker infrastructure.

"I think this is why they employ as it returns back the legit Cloudflare proxy IP which acts as a reverse proxy passing the
traffic to the C2. It makes blocking the IP traffic impossible given it is Cloudflare (unless the whole Cloudflare worker space

is banned) infrastructure while hiding the actual C2."

While there is still plenty to learn about this new malware and how it operates, it does provide an interesting glimpse of how

malware developers are utilizing legitimate cloud infrastructure in novel ways.
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Using Cloud Workers, traffic to malware command & control servers become harder to block and the malware operation can

be easily scaled as needed.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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