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The hidden C2: Lampion trojan release 212 is on the rise and using a C2 server for

two years.

Lampion trojan is one of the most active banking trojans impacting Portuguese Internet end users since 2019. This
piece of malware is known for the usage of the Portuguese Government Finance & Tax (Autoridade Tributéria e
Aduaneira) email templates to lure victims to install the malicious loader (a VBS file). However, fake templates of
banking organizations in Portugal have been used by criminals to disseminate the threat in the wild, as observed in
Figure 1 below with a malicious PDF (151724540334 Pedidos.pdf).
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Figure 1: Emails templates are delivering malicious PDFs impersonating banking organizations in Portugal to

spread Lampion trojan.

The malware TTP and their capabilities remain_the same observed in 2019, but the trojan loader — the VBS files —

propagated along with the new campaign has significant differences. Also, the C2 server is the same noticed on
the past campaigns since 2020, suggesting, thus, that criminals are using the same server geolocated in Russia for

two years to orchestrate all the malicious operations.

FUD capabilities of the Lampions’ VBS loader

Filename: Comprovativo de pagamento_2866-XRNM_15-02-2022 06-43-54_28.vbs
MD?5: 2e295f9e683296d8d6b627a88ea34583

As expected, the Lampions’ VBS loader has been changed in the last years, and its modus operandi is similar to

other Brazilian trojans, such as Maxtrilha, URSA, Grandoreiro, and so on. In detail, criminals are enlarging the

file size around 56 MB of junk to bypass its detection in contrast to the samples from 2019 with just 13.20 KB.

LAMPION VBS - 20819 (13.208 KB) LAMPION VBS - 20822 (56.44 MB)
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No security vendors and no sandboxes flagged this. file as malicious
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Figure 2: Lampions’ VBS loader file enlarge technique to bypass its detection.

The VBS file contains a lot of junk sequences, and after some rounds of code cleaning and deobfuscation, 31.7
MB of useless lines of code were removed.
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\:./\/‘ | » Comprovativo de pagamento_1434-5QYT_02-2022 3

Organize v @ Open ~ Share with + Print New folder

¥ Favorites Name Date modified Type Size
BB Desktop [3] Comprovativo de pagamento_2866-XRNM_15-02-2022 06-43-54_28 10/24/2021 10:07 ., VBScript Script File 57,793 KB
& Downloads
Q{C:\U \dude\Desktop\C: ivo de _1434-SQVT_02-2022 3\Comprovativo de pagamento_2866-XRNM_15-02-2022 06-43-54_28.vbs - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7
cHEHB B s WiE | Ml 2 BE1 =]

[~ Comprovativo de pagamento_2866-XRNM_15-02-2022 06-43-54_28.vbs E3 I

BEFORE CLEANING AFTER CLEANING
/4| Comprovativo de pagamento 2866-XRNM 15-02-2022 .. [ || Comprovativo de pagamento_2866-XRNM _15-02-2022 ...
Generdl | Script | Securty | Detais | Previous Versions | General | Script | Secuity | Detals | Previous Versions|
% >agamento_2866-XRNM_15-02-2022 06-43-54_28 % sagamento_2866-XRNM_15-02-2022 06-43-54_28
Type of file:  VBScript Script File (vbs) Type of file:  VBScript Script File (vbs)
Openswith:  gp. Microsoft ® Windows B Change... [ Openswith:  gg. Microsoft ® Windows B [ Change...
Location: C:\Users\dude\Desktop“Comprovativo de pagamer Location: C:\Users\dude\Desktop\Comprovativo de pagamer
Size 56.4 MB (59,179,773 bytes) Size: 247 MB (25,980,580 bytes)
Size on disk: 56.4 MB (59,183,104 bytes) Size on disk:  24.7 MB (25,980,928 bytes)

Figure 3: Lampions’ VBS loader size before and after removing the junk sequences.

The final file after the cleaning process has around 24.7 MB, and it is responsible for creating other files,

including:

e a2nd VBS file with a random name (2nd_stage_vbs) that will download the Lampions’ final stage — two

DLLs from AWS S3 buckets
» other VBS file that will execute the previous file by using a scheduled task also created by the 1st VBS

loader.

The next figure presents the structure of the Lampions’ VBS loader after the cleaning and deobfuscation process.
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Dim 2nd stage vbsl
random_n 2
2nd_stage vbsil
a catelbjec cri . ste
target_folder - PRGESTSEEIVDSIASPECIAIEOIGERS(
fs = a te File(target folder,True)
fs.Write RogsSqPnvFoZDtgnifbc = CreateObject(” & WS t.Shel & (34) & ")" & vbCrLf
fs.Write "W o vbCrLf
fs_Write OpSy (34) v e kt, (34) " & vbCrLf
fs.Write & ° 4 & chr(34) Juery(" & ct * from Wind2_OperatingSyst _" & vbCrLf
fs.Write "& 1) & (34) & ")" & vbCrlf
fs_Write b i * & vbCrLf
fs.Write 1 OpSys. Wi 6) vbCrLf
fs.Write “nex vbCrLf
fs.Close

random number

(ByVal

e O T AFTER SOME ROUNDS

aux2 = 1

Ronacnize OF DEOBFUSCATION

For i = 1 To max_value
auxl = auxl id( lookup_table , Int((aux3-aux2+1)*Rnd+aux2), 1 )
Next
gen_random = auxl
End

Private (cipher_text)

If len(cipher text) < 5 Then
get_decrypt =
Exit

End If

Dim final output
cipher_text = (cipher_text,3, (cipher_text)-4)
For i=2 To (cipher_text) Step 2
output (Mid(cipher_text,i,1)) + 10
If output 126 Then
output output 160
End If
final_output = final_output hr(output)

Next

final_output = (final_output, |
final_output = (final_output,
get_decrypt - final_ output

End

Dim Znd_stage vbsl

random_1 = ger
2nd_stage vbsl - t
fs - ("Scrip

2nd_stage vbs - 2 ript i m0 ct & & random 1 & “.vbs"
F57— s T

(11)

Figure 4: Lampion’s VBS loader after some rounds of deobfuscation.

As mentioned, the 1st stage (Comprovativo de pagamento_2866-XRNM_15-02-2022 06-43-54_28.vbs) creates a
new VBS file (2nd_stage_vbs) inside the %AppData%!\Local\Temp folder with a random name (sznyetzkkg.vbs).
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Also, another VBS (jghfszcekwr.vbs) is created with code responsible for executing the previous VBS file

(sznyetzkkg.vbs) via a scheduled task.

A scheduled task is created with the service description and author Administrator user associated. This scheduled
task will execute the second VBS file jghfszcekwr.vbs that contains instructions to finally run

the sznyetzkkg.vbs file (the 2nd VBS stage).

Dim 2nd_stage vbsl
random_1 = g¢ fom(11)
2nd stage vbsl -

Time Process Name PID Operation Path

B WScnpt.exe 2580 [ WrteFie C:\Users\dude'\App Data \Local\Temp \sznyet zkikkg vbs
D WSenpt exe 2580 [3 WiteFie C:\Usars \dude \App Data\Local\Temp \szryet skkkg vbs
B WScnpt exe 2580 [ WikeFie € \Users\dude \AppData’\Local\Temp \szryet zkkkg vbs
B WScript exe 2980 [ WrteFle C\Users\dude \fpp Data'\Local\Temp \sanyet zkidkg vbs
s soon FA oo Al btk A A P\l e T e

G'()'. % Computer » Local Disk(G) » Users b dude » AppData » Local b Temp »
|—_ Organize » Include in ibrary » Share with & New folder
.DisallowStartIfOnBatteries = = 43¢ Favarites Date modified

StopIfGoingOnBatteries = False B Desidop 0381504712104
WakeToRun = True 8 Downloads FXSAPIDebugl ogFile

L, Recent Places 1B jghtszcerionr
new_trigger i U] senyeraiiig
« 4 Librari
new_trigger = new_task.Triggers - U:c::ncnh
trigger B WScript exe 2980 [ WiteFie \Users\dude'\App Data\Local\Temp \szryetzkkkg vbs

trigger = new tripger. (auxl) o W Scrpt exe 2380 [ WrteFie
cl, c2 B WSeript exe 2980 [ WiteFie
arg 1 B W Scrpt exe 2980 [ WreeFie

. - Now) ®Wscriotexe 2980 [ WiteFie

\Users\dude\App Data'\Local\ Temp \szryetzikkdcg vbs
\Users\dude'\App Data'\Local\ Tamp\senyetakkkg vbs
\Users\dude'\App Data'\Local\Temp \sznyetziddg vbs
“WUsers'\dude\App Data\Local\Temp'\sznyetzikkkg vbs

00000

tr‘iggér“

trigger.EndBoundary = c2
trigger.ExecutionTimelimit = "P

(12)

Figure 5: Creation of the 2nd VBS file and the auxiliary VBS file. Also, the scheduled task responsible for creating
the auxiliary VBS file is shown.

After running the initial VBS file, the two additional VBS files are finally prepared to be triggered. That task is
then performed by the scheduled task as presented in Figure 6. The source code of the jghfszcekwr.vbs file is quite
simple and just executes the 2nd VBS file (sznyetzkkg.vbs). We believe this is just a procedure to make hard the
malware analysis as well as difficult its detection — something we confirmed during the analysis, as the AVs don’t

detect properly those files during the malware infection chain.
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Name Status Triggers Next Run Time Last Run Time Last Run Result
@ emgfifgdrws... Ready At7:46 PM on 2/22/2022 - Trigger expires at 2/23/202212:34:05 AM.  2/22/2022 7:46:05 PM  Never
@ guktddjwetg... Ready At7:21 PM on 2/22/2022 - Trigger expires at 2/23/202212:09:50 AM.  2/22/2022 7:21:50 PM  Never
© kmjbotkrhtex Ready At 4:34 PM on 2/22/2022 - Trigger expires at 2/22/2022 5:04:20 PM.

Author Created
Administrator
Administrator
2/22/2022 4:34:25PM  The operation completed successfully. (0x0) Administrator

[ (F) Create Task @
() kmjbmthrhitex Properties (Local Computer) = General | Triggers | Actions | Conditions | Settings
General \_jnggm Actions | Conditians | Settings | History (disabled) | Specify additional settings that affect the behavior of the task.
When you create s task. you must specify the sction that will occur when your task starts
¥l Allow task t
[ASon Fe 1 llow task to be run on demand
Start a program

[7] Run task as soon as possible after a scheduled start is missed
[T] If the task fails, restart every: Lminote

o 3%
-

¥l Stop thetask if it runs longer than: 3days  ~

General | Triggers | Actions | Conditions | Settings | Histo disabled)| [l

= - = = [¥] 1 the running task does not end when requested, force it to stop
Name: kmjbotkrhtex
tocation: % [T If the task is not scheduled to run again, delete it after: Mty
Author: Administrator

I the task is already running, then the following rule applies:

Description:  Administrator

Do not start a new instance X

Figure 6: Schedule task (1) responsible for executing an auxiliary VBS (2) file which in turn runs the second VBS
stage.

After that, the VBS file dubbed sznyetzkkg.vbs is executed. All the steps highlighted in Figure 7 are typically

known from the last Lampions campaigns. This VBS file is quite similar to their predecessors, and it performs
some tasks:

e Deletes all the files from the startup folder with the following extension: Ink, vbs, cmd, exe, bat and js.
e Decrypts the URLSs containing the final stage of Lampion trojan.

o Creates a .cmd file into the Windows startup folder to maintain persistence.
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Name Status Triggers Next Run Time Last Run Time Last Run Result Author
@ emgfifgdrws... Ready At7:46 PM on 2/22/2022 - Trigger expires at 2/23/202212:34:05 AM.  2/22/2022 7:46:05 PM  Never
@ guktddjwetg... Ready At7:21 PM on 2/22/2022 - Trigger expires at 2/23/202212:09:50 AM.  2/22/2022 7:21:50 PM  Never
© kmjbotkrhtex Ready At 4:34 PM on 2/22/2022 - Trigger expires at 2/22/2022 5:04:20 PM.

Created
Administrator
Administrator
2/22/2022 4:34:25PM  The operation completed successfully. (0x0) Administrator

[ (F) Create Task @
() kmjbmthrhitex Properties (Local Computer) = General | Triggers | Actions | Conditions | Settings
General \_jnggm Actions | Conditians | Settings | History (disabled) | Specify additional settings that affect the behavior of the task.
When you create s task. you must specify the sction that will occur when your task starts
¥l Allow task t
[ASon Fe 1 llow task to be run on demand
Start a program

[7] Run task as soon as possible after a scheduled start is missed

0

If the task fails, restart every: LR

" Ed,
-

: ] Stop thetask if it runs longer than: S il =
General | Triggers | Actions | Conditions | Settings | Histol disabled)

J] If the running task does not end when requested, force it to stop

Name: kmjbuodkrhtex

Location:  \

O

If the task is not scheduled to run again, delete it after: My

Author: Administrator I the task is already running, then the following rule applies:

Description:  Administrator

Do not start a new instance X

Figure 7: Source-code of the 2nd VBS file and the encrypted URLs that will download the last stage of the
Lampion trojan banker.

From this point, the modus operandi and TTP are the same observed since 2019. The clear sign is the same

algorithm used in 2019 to decrypt the hardcoded strings with the malicious URLs was used. The script can be
downloaded from GitHub here.
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e / decryption-strings-lampion.vbs Go to file

LV sirpedrotavares Cre scryption-st bs Latest commit a34fd3s on 27 Dec 2019 £9) History

A1 contributor

Plaintext = Plaintext & chr{oldasc)
iext

Decrypt = Plaintext

Writeline(Decrypt)

Figure 8: Lampion trojan VBS decryptor.

After running the script, we obtained the malicious URLs that download the next stage of Lampion trojan. Once

again, the AWS S3 buckets were the criminals’ choice, as observed in the last releases of this malware.

The first DLL (the trojan loader) is a point of interest in this analysis. This file was also enlarged with lots of

random BMP images inside — a well-known technique_that is being used by Latin American gangs in their

malware. This is a clear sign of cooperation between the several groups.

The P-17-4 DLL is then renamed when downloaded and injected into the memory via the DLL injection
technique. The EAT function “mJ8Lf9v0GZnptOVNB2I” is triggered to start the DLL
loader.C:\Windows\System32\rundll32.dl1\”%AppData%\Local\Temp\rand_folder\random_name.dIl”
mJBLfIVOGZnptOVNB2I
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Q hity mypersonalstuffs.s3.us-east-2.amazonaws.com/ - 4 Q 5://mypersonalstuffs.s3.us-east-2.amazonaws.com/sc
Abrir P-17-4 @ Abrir soprateste.zip @
Optou por abrir

Optou por abrir:
P-17-4 1, soprateste.zip
que € um: application/x-www-form-urlencoded (544 MB)

que é um: Compressed (zipped) Folder (8,3 MB)
de: https://myp Istuffs.s3 st-2 N

de: https://myp 3.us-east-2. com

0 que deve o Firefox Tazar o 0 que deve o Firefox fazer com este ficheiro?

i [ M s FE s8N
Abrir com | Brocurar.. | Abrir com | Windows Explorer (predefinigao) -

) :guardarﬂcheiro @ Guardar ficheiro

Memorizaropclo para este HPUEEEEE RS [ Memorizar opgdo para este tipo de ficheiro,

E} ‘ Cancelar , 0K J | Cancelar
TROJAN DLL LOADER EXECUTED BY DLL INJECTION LAMPION DLL (TROJAN ITSELF)

PROTECTED WITH PASSWORD

Figure 9: Lampion DLLs — release 212 (February 2022).

The main goal of the DLL loader is just to unzip the 2nd DLL called “soprateste.zip” which is protected with a

hardcoded password. All the process from this point is the same as the last articles we have published, namely:

o Targeting Portugal: A new trojan ‘Lampion’ has spread using template emails from the Portuguese
Government Finance & Tax - DECEMBER 2019

o Lampion malware origin servers geolocated in Turkey, FEBRUARY 2020

o Lampion malware v2 February 2020, FEBRUARY 2020

e New release of L.ampion trojan spreads in Portugal with some improvements on the VBS
downloader, JULY 2020
o Lampion trojan disseminated in Portugal using COVID-19 template, FEBRUARY 2021

Details of the Lampion release 212

The single task of the first DLL is just to unzip the 2nd one with a hardcoded password. As usual, the DLL

inside soprateste.zip carries a message in Chinese for researchers:

|, soprateste
|| REE, FREH, nHeIivRs, SABIEN IFREENER

ssed (zipp. 8,519 KB
File 8,850 KB

CHINES - DETETADO INGLES PORTUGUES FRANCES v & PORTUGUES INGLES FRANCES v

KiRZE, KRB, hBEEEEEE, RAKEFN X Beautiful day, nice weather, poolside beer and BBQ,
LHRERNER ® family touched my god protect my allies

05

00

00

00 o8
. 2300 2E00 7A00 6300 7(UN
. 4400 6F00 5400 6800 65T
. 6300 €800 7400 0000
=) CX,

00

00

00

D3

00

00

00 08
. 9066DD01 DD P-17-4.01DD6630 00000208

15 DB 15
m

23AKES41D

Figure 10: Message hardcoded inside the soprateste.zip DLL (the Lampion itself) and part of the unzip process.
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As usual, the trojan maintains intact its EAT since 2019. The call “DoThisBicht” is invoked from the DLL loader,

https://securityaffairs.co/wordpress/128975 /malware/hidden-c2-lampion-trojan-release-212.html

and the malware starts its malicious activity. Figure 11 below shows the comparison of the EAT between the

different versions from 2019 to 2022, and no differences were noticed.

dbkFCallWrapperhddr
__dbk fesll_wrapper
TMethodimplementationintercept
CallFormPrincipal
GetFileVersioninfoSizeA
GetFileVersionlnfoA
VerQueryValued

VerQueryValueW
GetfileVersionlnfoW
GetFileVersionlnfoW
GetfileVersionlnfoSieW
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GethMappedFileNameW
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WietGetConnectionW
WiNetCancelConnectionZW
WiletUseConnection
WNetAddConnection2A
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WhetAddConnectionZA 0:D0B464DC ADC 3 T4n848 14D73F GetFileVersioninfol
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VerQuenyValueA x00B4556C 2EEAT4 8 74483C 194E41A VerQueryValueW
TMethodimplementationlntercept  xD04A1B84 2EEA1S 9 T4A830 1940783 GetFileVersieninfoW
SHGetFolderPath OD0B4657C 2EEAIC A 744830 194p797 GetFileVersioninfoW

eNameW B 13330 1940768 GetFileVersionnfoSizeW
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E TAABOC 134D7A8 GetMappedFileNameW
GetFileVersioninfoSizeW 000413330 F 718300 \34E43D WNetAddConnectionZW
GetfileVersioninfoSize 0D0B45560 10 13318 194E458 WNetGetConnectionW
GetFileVersioninfoA 0300846554 1 T4ATFA 14E451 WhNetCancelConnection2W
FilterSendMessage 0400846530 12 T4ATER 14E4TB WNetUseConnectionW
FilterConnectCommunicationPort (00845524 3 T4ATDO 194E420 WhNetAddConnection2A
DoThisBicht DOEAT 4 T4AB6C 194DEFD CryptUIDigCertMgr
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Figure 32: Export Address Table (EAT) from the DLL inside 0.zip.
DECEMBER 2019 JULY 2020

SHGetFolderPathW
DoThisBicht

FEBRUARY 2022

Figure 11: Export Address Table (EAT) from the DLL inside the soprateste.zip file (the Lampion trojan itself).

The target brands are the same observed in the past campaigns, with the focus on Brazilian and Portuguese

banking organizations.

0x5106a0c
0x5106a38
0x5106abc¢
0x5106aa8
0x5106ac8
0x5106ae4
0x5106b18
0x5106b40
0x5106b8c
0x5106bc4
0x5106bfa
0x5106c24
0x5106c48
0x5106c80
0x5106ch4
0x5107118
0x5109568
0x5109586
0x51095b4
0x51095d6
0x5109604
0x510962a
0x510964c
0x510966a
0x5109688

(28):
(16):
(26):
(18):
(14):
(18):
(24):
(42):
(20):
(14):
(16):
(20):
(22):
(18):
(20):
(36):
(14):
(32):
(16):
(32):
(20):
(20):
(14):
(14):
(14):

banco montepio
montepio
millenniumbcp
Santander

BPI Net

Banco BPI
Caixadirecta
Caixadirecta Empresas
NOVO BANCO
EuroBic

Credito Agricola
Login Page

CA Empresas
Bankinter
ActivoBank
itauaplicativo.exe
TravaBB

Banco do Brasil
Traazure

Caixa Economica
Travsantos
Santander
Travsic

Sicred
Travite
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0x51096c0 (18):
0x51096e2 (18):
0x5109704 (22):
0x510972a (18):
0x510974c (20):
0x5109772 (32):
0x51097a0 (14):
0x51097be (18):
0x51097e0 (18):
0x5109802 (30):
0x5109830 (18):
0x5109852 (14):

When started, the trojan collects information about the opened processes on the target machine. If the title of the

pages matches the hardcoded strings presented above, then it starts the malicious overlay process that presents

https://securityaffairs.co/wordpress/128975 /malware/hidden-c2-lampion-trojan-release-212.html

Travdesco
Bradesco
BANRITRAVAR
Banrisul
TravaBitco
Mercado Bitcoin
Travcit
Citibank
Travorigs

Banco Original
SICTRAVAR
Sicoob

fake messages and windows impersonating the target bank to lure the victims.

Millennium

Bk

Nome do Utilizador

Figure 12: Lampion overlay screens (courtesy of MllenniumBCP — Portugal).
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No NOVO BANCO a privacidade e a prote

o dos dados pessoais dos seus chentes & dos demais
titulares de dados pessoais s

o fundamentais. Saiba como tratamos 08 seus dados, com quem

o5 partihamos, durante quanto tempo 05 conservamos, bem como as formas de entrar em
contacto com o NOVO BANCO e de exercer os seus direitos.

O NOVO BANCO apenas recolhe & trata os dados pessoais necess

rios para bhe prestar um

o de qualidade & o mais personalizado poss
wel, enguanto Institui

rio Financeiro & Mediador de Seguros. O NOVO BANCO n

o trata dados pessoais

0 Sejam necess

o de servi

0% acordada ou aos produtos adguindos

escolher o Santander

Somos um Banco de solidez reconhecida e que Ihe oferece condi
es competivas em v

produtos financeiros, assim como descontos para utiizar no dia a dia numa vasta rede de
parceiros. O Banco Santander tem mais de 120 milh
es de Clientes por todo o mundo. Conte

connosco mesmo fora de Portugal Manivemos resuliados positivos, mesmo durante a crse
financeira. e refor

mos sustentadamente ¢ apoio

#conomia. Este ano fomos distinguidos

como o "Banco do Ano em Portugal,"Melhor Banco em Portugal® e "Grande Banco 5 Estrelas™.
mais um momento & n

o desligue seu computador durante este procedmento.

Este ano fomos distinguidos

como o "Banco do Ano &m Portugal,"Methor Banco am Portugal” & "Grande Banco 5 Estralas™,
mais um memento e n

o desligue seu computador duranie este procedimento.

Constitui preocupa

o constante do Millennium bcp a prote

0 adeguada dos seus ativos de

o, de uma forma consistente com a sua import

ncia, valor & sensibilidade, com o

objetivo de garantir a sua confidencialidade, integridade e disponibiidade. Conseguentemente,
o Millennium bcp tem implementado um conjunto de mecanismos e controlos de seguran
baseados nos mehores padr
es nternacionas que he permiitem mitigar, permanentemente, 0s

riscos associados a esta atividade. Lembre-se que a prote

o do seu computador & dos seus
dados depende de si. Aguarde mais um momenio.

Somos um grande Grupo Financeiro privado portugu

5, COM presen
a internacional & provada

Figure 13: Part of the hardcoded messages present on the Delphi forms that are exhibited during the trojan

execution.

As mentioned, Lampion is using the same C2 server geolocated in Russia at least for two years. Figure 14

compares the Lampion release 207 — from 2020 — and the new release 212 — February 2022. As presented, the
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server “5.188.9.28” has been used at least since 2020 by the criminals’ gang in order to orchestrate all the
operations.

LAMPION VERSION: 207 WITH C2 SERVER GEOLOCATED IN RUSSIA: 5.188.9.28
“montepio - mozilla firefox”

1
B Results - rundli32.exe (11044)
. 16 resuits.
Conectar Manuaimente ﬂ Dns: d
Porta: 0 3 Address Length
407, 0x8ffosc 0
J07/20... = —— 0x8ffasd 10
0x8ffo28 10
0xaffb33 10
0x8ffoss 10
0x29f98ec 2
0x290902 2
0x29f9940 1]
0x2a11924 2
0x2212224 2
0x2a524c0 20
[Ox6565fF4 108 FF IR TIINT 1825 248000000000]5. 188.9.28| || -8
0x6580c0 10 5.188.9.28
0x66532bc 2 5.188.9.28
Oxabaedss 10 5.188.9.28
0xc966f22 1936 OJ207]... FF| 25248D00000000]5. 188.9. 28 || @-@Access violation at address 04BCB368 in m

LAMPION VERSION: 212 WITH C2 SERVER GEOLOCATED IN RUSSIA: 5.188.9.28

Usuario: sorte o Modo: Ativado!
Conectar Manuaimente | | Dns: . VersBo: 212 [nder o Remowction | Seme
Porta: 0 5 CdigoPC: 08 !

23002
BI02/2Was icrsrisinis s pAniss shns (rdmais 104 o RS

23/02/2022 23:3%:39.841 -> - santander

Zr— ‘ir:  SAME C2 SERVER SEEN IN 2020
Zra— fn AND GEOLOCATED IN RUSSIA
— e

9378m
s BC2RRNAAZIIEN 11906 7080

Figure 14: Lampion is using the same C2 server observed in 2020 and gelocated in Russia.

Interestingly, the C2 server — a Windows machine — has the Microsoft RPC Endpoint Mapper service exposed,

which allows mapping some of the services running on the machine, associated pipes, hostname, etc.
Through this information, it was possible to obtain the hostname of the remote machine: \WIN-344VU98D3RU.

After a quick search, the hostname seems to have already been associated with other malicious groups operating

different types of malware, such as the bazaar (see the article here), and also LockBit 2.0 ransomware (take a
look here).
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During this event, we believe that the attacker disclosed the remote workstation name WilES4VIOSHSH

Event 4624, Microsoft Windows security auditing.

General Details

[An account was successfully logged on.

Subject:
Security ID: NULLSID
Account Name: -
Aceount Demain: -
Logon ID: 00

Logon Information:
Logon Type: 3
Restricted Admin Mode: -
Virtual Account: o
Elevated Token: Yes

Rien meins que 12 revendications renvoient a un héte nommé 511302146, trois a WIN-

WINS344VU9BDSRU. et seize a WIN-8SOTRFOOD96. Au total, il apparait

Impersonation Level: Impersonation

New Logon:
Security ID: 54521
Account Name: Pour la franchise LackBit 2.0

uvre est double. Tout d"abord la
Account Domain:

0<B2CTOTD

0

s affideés, l'intérét de la

Lagery agon D franchise parait ainsi plus ac! u'en réalité — et donc plu active pour les cybermalfaiteurs.
Network Account Name: -
Network Account Domain:

Legon GUID: {00000000-0000-0000-0000-000000000000}

Proces et HTTPS://WWW .LEMAGIT .FR/ACTUALITES/252510802/RANSOMWARE-COMMENT~

ProcessID; 00 LA-FRANCHISE-LOCKBIT-26-GONFLE-ARTIFICIELLEMENT-SES-CHIFFRES

Process Name:

Network Information:

Workstation Name: WIN-344VU9BDIRU
Source Network Address: 10,
Source Port:

Detailed Authentication Information:
cess LmSsp
Authentication Package:  NTLM
Transited Services: -
Package Name (NTLM only): NTLM V2
Key Length: 128

HTTPS: //THEDFIRREPORT .COM/2621/11/29/CONTINUING-THE-BAZAR-RANSOMWARE-STORY/

Figure 15: IoCs related to the hostname used by Lampions C2 server (\WIN-344VU98D3RU).

Although it is not possible to confirm whether this is a hostname associated with other Cloud machines and used
by legitimate systems, it was possible to identify that there are machines spread all over the world with the same

hostname, and in some situations, only a few machines available per country.

In total, 81.503 machines were identified, with around 45k in The Netherlands, 25k in Russia, 2.5k Turkey, 2K
Ukraine, 1.5k in US, etc.
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Statistics Time Sites
2022-02-24 @ 128

Global Map

Regional Distribution

The Netherlands
Russia
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—
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Informatica

0 10,000

The complete list of hosts can be found below.
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24184
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Belarus o 7
&8
Albania - &3
China - ss8
36
Saudi Arabia - 30
z
Bosnia and Herzegovina | 18
18
Czech {14
1
India - 12
n
Tunisia - 9
]
Republic of Korea { 7
8
Iran { &
s
South Africa | 5
3
Hungary - 2
2
Seychelles - 2
1
Belgium 1
1
Indonesia o 1
1
.
Final Thoughts

Nowadays, we are facing a growing of Brazilian trojans at a very high speed. Each one of them with its
peculiarities, TTPs, etc. With this in mind, criminals achieve a FUD condition that allows them to avoid detection

and impact a large number of users around the world.

In this sense, monitoring these types of IoCs is a crucial point now, as it is expected that in the coming weeks or

months new infections or waves can emerge.

Mitre Att&ck Matrix and Indicators of Compromise (IOCs) are available in the original post published by the

cybersecurity researchers Pedro Tavares:

https://seguranca-informatica.pt/the-hidden-c2-lampion-trojan-release-212-is-on-the-rise-and-using-a-c2-server-

for-two-years/#.Yi32dnrMK5d

About the author Pedro Tavares:

Pedro Tavares is a professional in the field of information security working as an Ethical Hacker, Malware Analyst
and also a Security Evangelist. He is also a founding member and Pentester at CSIRT.UBI and founder of the

security computer blog seguranca—informatica.pt.

Follow me on Twitter: @securityaffairs and Facebook
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