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 Tool: Gazer

Names
Gazer
WhiteBear

Category Malware

Type Backdoor

Description

(Kaspersky) The WhiteBear platform implements an elaborate set of messaging and

injection components to support full presence on victim hosts. A diagram helps to visualize
the reach of injected components on the system.

Information

<https://securelist.com/introducing-whitebear/81638/>
<https://www.welivesecurity.com/2017/08/30/eset-research-cyberespionage-gazer/>
<https://download.bitdefender.com/resources/files/News/CaseStudies/study/115/Bitdefender-

Whitepaper-PAC-A4-en-EN1.pdf>

MITRE ATT&CK <https://attack.mitre.org/software/S0168/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.gazer>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool Gazer

Changed Name Country Observed

APT groups

  Turla, Waterbug, Venomous Bear 1996-2024  

1 group listed (1 APT, 0 other, 0 unknown)
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