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WEEK

It is very unusual for FLARE to analyze a prolifically-used, privately-developed backdoor only to later have the
source code and operator tools fall into our laps. Yet this is the extraordinary circumstance that sets the stage for

CARBANAK Week, a four-part blog series that commences with this post (Part Two, Part Three and Part Four are

out now).

CARBANAK is one of the most full-featured backdoors around. It was used to perpetrate millions of dollars in
financial crimes, largely by the group we track as FIN7. In 2017, Tom Bennett and Barry Vengerik published
Behind the CARBANAK Backdoor, which was the product of a deep and broad analysis of CARBANAK samples

and FIN7 activity across several years. On the heels of that publication, our colleague Nick Carr uncovered a pair
of RAR archives containing CARBANAK source code, builders, and other tools (both available in VirusTotal:
kb3rlp and apwmie).

FLARE malware analysis requests are typically limited to a few dozen files at most. But the CARBANAK source
code was 20MB comprising 755 files, with 39 binaries and 100,000 lines of code. Our goal was to find threat
intelligence we missed in our previous analyses. How does an analyst respond to a request with such breadth and

open-ended scope? And what did we find?

My friend Tom Bennett and I spoke about this briefly in our 2018 FireEye Cyber Defense Summit talk, Hello,
Carbanak! In this blog series, we will expound at length and share a written retrospective on the inferences drawn
in our previous public analysis based on binary code reverse engineering. In this first part, I’ll discuss Russian
language concerns, translated graphical user interfaces of CARBANAK tools, and anti-analysis tactics as seen
from a source code perspective. We will also explain an interesting twist where analyzing the source code

surprisingly proved to be just as difficult as analyzing the binary, if not more. There’s a lot here; buckle up!
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File Encoding and Language Considerations

The objective of this analysis was to discover threat intelligence gaps and better protect our customers. To begin, I

wanted to assemble a cross-reference of source code files and concepts of specific interest.

Reading the source code entailed two steps: displaying the files in the correct encoding, and learning enough

Russian to be dangerous. Figure 1 shows CARBANAK source code in a text editor that is unaware of the correct

encoding.
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Figure 1: File without proper decoding

Two good file encoding guesses are UTF-8 and code page 1251 (Cyrillic). The files were mostly code page 1251

as shown in Figure 2.

% errors.h (~\Desktop\samples\car..\unpack\botep\bot\include) - GVIM& | | [E] -'EE'-I
File Edit Tools Syntax Buffers Window Help

SRRE 2 e R BRI SSA|TRA ? R

fOWMOKKW KOTOpWE EBEO3EpalaceT boT asumHke npU EBbiNOAHEHWHA

namespace TaskErr
I
L

const int Succesfully
const 1nt Wrong
const imt Param = 2; / ;
const 1nmt PluginNotLoad = 3
const int NotCreateDir
const int Runned = 5;
const 1nt OutOfMemory =
const imt NotRunInMem = ;
const int NotExportFunc = 8; Y op yeumpie dyHEUMKW B Ann
const int BadCab = HEe
:set enc=cpl251

Figure 2: Code Page 1251 (Cyrillic) source code
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Figure 2 is a C++ header file defining error values involved in backdoor command execution. Most identifiers
were in English, but some were not particularly descriptive. Ergo, the second and more difficult step was learning

some Russian to benefit from the context offered by the source code comments.

FLARE has fluent Russian speakers, but I took it upon myself to minimize my use of other analysts’ time. To this

end, I wrote a script to tear through files and create a prioritized vocabulary list. The script, which is available in

the Mandiant vocab_scraper GitHub repository, walks source directories finding all character sequences outside
the printable lower ASCII range: decimal values 32 (the space character) through 126 (the tilde character “~)
inclusive. The script adds each word to a Python defaultdict_ and increments its count. Finally, the script orders

this dictionary by frequency of occurrence and dumps it to a file.

The result was a 3,400+ word vocabulary list, partially shown in Figure 3.

692: B

301: AanA
265: He

269: ecnu
224: dpawnn(a)
20: thawune
20: dawnnsl
18: dannos
223: W

203: Ha

189: c

173: TO

145: cepsep(a)
22. cepBepom
10: cepsBepoB
14: cepBepy
140: Bo3BpawaeT
2. BepHynu

134: wmA

Figure 3: Top 19 Cyrillic character sequences from the CARBANAK source code

I spent several hours on Russian language learning websites to study the pronunciation of Cyrillic characters and
Russian words. Then, I looked up the top 600+ words and created a small dictionary. I added Russian language
input to an analysis VM and used Microsoft’s on-screen keyboard (osk.exe) to navigate the Cyrillic keyboard

layout and look up definitions.
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One helpful effect of learning to pronounce Cyrillic characters was my newfound recognition of English loan

words (words that are borrowed from English and transliterated to Cyrillic). My small vocabulary allowed me to

read many comments without looking anything up. Table 1 shows a short sampling of some of the English loan

words I encountered.

Cyrillic
Daiin
cepBep
ajpec
KOMaH[
6ora
TUTaTvH
CepBHC

nporecc

English Phonetic English Occurrences Rank
fahyL file 224 5
server server 145 13
adres address 52 134
komand command 110+ 27
bota bot 130 32
plahgeen plugin 116 39
servees service 70 46
protsess process 130ish 63

Table 1: Sampling of English loan words in the CARBANAK source code

Aside from source code comments, understanding how to read and type in Cyrillic came in handy for translating

the CARBANAK graphical user interfaces I found in the source code dump. Figure 4 shows a Command and
Control (C2) user interface for CARBANAK that I translated.

Filter  pumepe: | 1D: | 1P:

Backconnect server

(E)xxonea cepsep

o Semeruptime | (S I ETJUET)
Bpemn paliote cepsepa:

A GoTos: |
D Mo KommenTapuil MpoSpowetie NOPTHI IP
Info Comment Forwarded ports
L Bot command Comment E:
{| Komarza Gory Ji rﬁummdq i
e — Launch Sockss Port forwarding __ Close ail ports Disable bot Edobytes received 5
Launch RDP [C LaunchVNC — — [ MpwweaTo sanofiadT
IR ) ENIHNR O 1) B SR -
RDP VNC Socks5 nopTa Gor i N
| Copocum norw | '+ Hacpoior
port Mopr: 5500 Reset logs T cepsepa
— < Server settings

Figure 4: Translated C2 graphical user interface
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These user interfaces included video management and playback applications as shown in Figure 5 and Figure 6

respectively. Tom will share some interesting work he did with these in a subsequent part of this blog series.

Recorded video
Add new path Delete current path Delete video E
Path to video  Myms x ssneo: v | OoGasvms mosss nyms | | Yaamms Texpuminyms | | Yaanerwe suaeo |
UlDs: Padnsl:
o uD |IPGora | Vmoaina  Hassarne svaso Hevano senon Kosew sarvon  Mooueot ¢ KoToooro mucant
Bot IP Filename Video title Start of recording End of recording Process from which it was recorded
|| . Video title Header Open by URL Bug video Open
Bots | Boros: Filter Punstp:  UID: Hasearse sineo: Zaronosok: [Dmbmmpo—] | Baremoeo | [_Omi -I
Headings | Jromosen - [_‘.‘h:xmrr::n;-m ] L uc:.ul J
pol ieaders ice
BoTos: 3
Unique bots e Buaeo: ll l]
Video -

Figure 5: Translated video management application user interface

Player
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Figure 6: Translated video playback application user interface

Figure 7 shows the backdoor builder that was contained within the RAR archive of operator tools.
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Figure 7: Translated backdoor builder application user interface

The operator RAR archive also contained an operator’s manual explaining the semantics of all the backdoor

commands. Figure 8 shows the first few commands in this manual, both in Russian and English (translated).
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1. kowanaa video [l. video command
[popwaT xomanaw: video MmaBuoeo [MusMpoueccal lcommand format: video NameVideo [ProcessName]
ecni VMR Npouecca He HO, TO MWMWETCA CO BECEro 3KpaHa i the proce name is not specified, then it is written from i
MM EWAE0 A0NXHO BwTe O aTenbHo he name of the wvideo is reguired

waHpa video off oTknwuaeT Ewaeo zanuch he video off command d bles the video recording
KOMaHAa 3anoummHaeTca W byneT BHOBEL 3anywena nocne pebyra he command is remembered and will be restarted after reboot
2. kowmanaa download . download command
idopuwat womaHaw: download [userS$Wmsilsepal {url | wms nnarwnal command format: download [user § UserName] {url | name of the p
sarpysaeT $ain no ypn woM WMEHW nnarvHa, coxpadseT ero 6o epeumenHf]loads the file by URL or plugin name, saves it in a temporary f]
ecnu yKasaH aprymeHT user, To ecnwn bo nywen nog cucrtemon, To dfhif the user argument ecified, then if the bot is running u
ecnu yxkasano Wusi0sepa, To $ain Oynetr samywen oT wuenn ykasawnoro [T you specify the Us ame, the file will be launched on behall

3. Kowasaa ammyy 3. ammyy command

6Ges napaweTpoE: ecnu nnaruH He Bwn 3arpyxed, To sarpyxaet ammyy.pfwithout parameters: if the plugin was not loaded, it Toads ammy
Mpn MHCTANAWMWM YIHAETCA WA ANA NOAKNMYEHWA W oTcwnaeTca Ha cepeepffwhen installing, e ID is recognized for connection and sent §
napametp install - saHoBo sarpyxaeT nNNarMH U MHCTaNWpyeT ero parameter install - reloads the plugin and installs it
napameTp del - yHMYTOX@eT SanyweHHblid Npouecc ammyy W yaanseT nnarflparameter del - kills the running ammyy process and removes theg
napaueTp stop - OCTAHAENWMEAET aMMA 3 r stops ammyy

napaueTp run - 3 KEET AMMH ammyy

NpY MHCTANAUMKA 2 CTABMTCA KaK CEpPEWC, ECAW 3TO HE yAAnock, TO E: , set up as a service; if it fails, it

4. kowaHaa update . update command

(0CYWECTENAET rOpAYEE WAM oaHoe obrosneHne BoTta Performs hot or cold bot updating

lbopwaT komanaw: update [cold] wus nnaruna (obrnosnenns) ommand format: update [cold] plug-in name (updates)
Ecnu He ykasan cold (ropsvee ofnosnenwe), To 3arpy®aeTcA yrasaHHo)
B Toxe Epems Texyuwii 6oT saEepuwaer paboty

Ecnu ykazad cold (xonogHoe obHoBneHwe), To 3arpyxaeTca ykasauwHoe [JIf col pecified (cold update), the specified update is dow
obHoBneHue BCTyNUT B cuny Tonsko nocne pebyta he update will take effect only after reboot

Figure 8: Operator manual (left: original Russian; right: translated to English)

Down the Rabbit Hole: When Having Source Code Does Not Help

In simpler backdoors, a single function evaluates the command ID received from the C2 server and dispatches
control to the correct function to carry out the command. For example, a backdoor might ask its C2 server for a
command and receive a response bearing the command ID 0x67. The dispatch function in the backdoor will check
the command ID against several different values, including 0x67, which as an example might call a function to
shovel a reverse shell to the C2 server. Figure 9 shows a control flow graph of such a function as viewed in IDA
Pro. Each block of code checks against a command ID and either passes control to the appropriate command

handling code, or moves on to check for the next command ID.
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Figure 9: A control flow graph of a simple command handling function

In this regard, CARBANAK is an entirely different beast. It utilizes a Windows mechanism called named pipes as
a means of communication and coordination across all the threads, processes, and plugins under the backdoor’s
control. When the CARBANAK tasking component receives a command, it forwards the command over a named
pipe where it travels through several different functions that process the message, possibly writing it to one or
more additional named pipes, until it arrives at its destination where the specified command is finally handled.
Command handlers may even specify their own named pipe to request more data from the C2 server. When the C2
server returns the data, CARBANAK writes the result to this auxiliary named pipe and a callback function is
triggered to handle the response data asynchronously. CARBANAK'’s named pipe-based tasking component is
flexible enough to control both inherent command handlers and plugins. It also allows for the possibility of a local
client to dispatch commands to CARBANAK without the use of a network. In fact, not only did we write such a

client to aid in analysis and testing, but such a client, named botcmd.exe, was also present in the source dump.

Tom’s Perspective

Analyzing this command-handling mechanism within CARBANAK from a binary perspective was certainly
challenging. It required maintaining tabs for many different views into the disassembly, and a sort of textual map

of command ids and named pipe names to describe the journey of an inbound command through the various pipes
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and functions before arriving at its destination. Figure 10 shows the control flow graphs for seven of the named
pipe message handling functions. While it was difficult to analyze this from a binary reverse engineering
perspective, having compiled code combined with the features that a good disassembler such as IDA Pro provides
made it less harrowing than Mike’s experience. The binary perspective saved me from having to search across
several source files and deal with ambiguous function names. The disassembler features allowed me to easily

follow cross-references for functions and global variables and to open multiple, related views into the code.

!;!-.!l'-“!-_?llll:l-l_-l- Immmam l

Figure 10: Control flow graphs for the named pipe message handling functions

Mike’s Perspective

Having source code sounds like cheat-mode for malware analysis. Indeed, source code contains much information
that is lost through the compilation and linking process. Even so, CARBANAK’s tasking component (for handling
commands sent by the C2 server) serves as a counter-example. Depending on the C2 protocol used and the
command being processed, control flow may take divergent paths through different functions only to converge
again later and accomplish the same command. Analysis required bouncing around between almost 20 functions
in 5 files, often backtracking to recover information about function pointers and parameters that were passed in
from as many as 18 layers back. Analysis also entailed resolving matters of C++ class inheritance, scope
ambiguity, overloaded functions, and control flow termination upon named pipe usage. The overall effect was that

this was difficult to analyze, even in source code.

I only embarked on this top-to-bottom journey once, to search for any surprises. The effort gave me an
appreciation for the baroque machinery the authors constructed either for the sake of obfuscation or flexibility. I

felt like this was done at least in part to obscure relationships and hinder timely analysis.

Anti-Analysis Mechanisms in Source Code

CARBANAK’s executable code is filled with logic that pushes hexadecimal numbers to the same function,
followed by an indirect call against the returned value. This is easily recognizable as obfuscated function import
resolution, wherein CARBANAK uses a simple string hash known as PJW (named after its author, P.J.
Weinberger) to locate Windows API functions without disclosing their names. A Python implementation of the

PJW hash is shown in Figure 11 for reference.
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def pjw_hash(s):
ctr = 0
for i in range(len(s)):
ctr = Oxffffffff & ((ctr << 4) + ord(s[i]))
if ctr & 0xf0000000:
ctr = (((ctr & 0xf0000000) >> 24) N ctr) & OxOfffffff

return ctr

Figure 11: PJW hash

This is used several hundred times in CARBANAK samples and impedes understanding of the malware’s

functionality. Fortunately, reversers can use the flare-ida scripts to annotate the obfuscated imports, as shown in

Figure 12.
s
1000CEE7
1000CEE7
1808CEE7 ; Attributes: bp-based frame
1000CEE7
1000CEE7 sub_10808CEE7 proc near
1000CEE7
1000CEE7 arg_ 0= dword ptr 8
1000CEE7
1808CEE7 push ebp
1000CEE8 mov ebp, esp
18008CEEA push [ebp+arg_ 0]
1000CEED push BE3685D1h 5 shlwapi.dll*PathFindFileNameR

18008CEF2 push 3
1000CEF4 call resolve_pjuw

1000CEF? pop ecx
1000CEFA pop ecx
1800CEFB call eax
1000CEFD pop ebp

1000CEFE retn
10808CEFE sub_1088CEE?7 endp
108068CEFE

Figure 12: Obfuscated import resolution annotated with FLARE's shellcode hash search

The CARBANAK authors achieved this obfuscated import resolution throughout their backdoor with relative ease
using C preprocessor macros and a pre-compilation source code scanning step to calculate function hashes. Figure

13 shows the definition of the relevant API macro and associated machinery.
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E winapi_s..ore} - GL":!@& winapi.cpp (~\Desktop\samples\carb...59\unpack\botep\core\source) - GVIM4 ﬂ'é]
— P! P P P

[ File Edit Tools Syntax Buffers | Eile Edit Tools Syntax Buffers Window Help |

| Window Help ~ Py 1

ST BBRRISSATAC? 2

SHLWAPI = 3
"

Hdefine KERNEL32 @
#tdefine USER32 1
H#define NTDLL 2
fdefi SHLWAPI 3
IPHLPAPI 4
URLMON 5
s ]

hashPathFindFileNameA = B0x8e3685d1

1_simple.h [+]
= GetApiAddrFunc( int dlil, uint hashFunc

#define C
Hdefine S
Hdefine

int n = haShFURE % SizeHashTable;
while( HashApiFuncsTable[n] )
1f( HashApiFuncsTable[n] == hashFunc ) return AddrApiFuncsTable[n];
<escarbanak_rar_06etdl1354b7418198c66a/8t+3eb68e59 unpack\botep'\core\source\winapi.cpp
ftdefine vo1d* GetApi1Addr( HMODULE module, DWORD hashFunc
Hdefine
#tidefine IMAGEHLP 15
H#define HETAPI32 16
#define WISAPI32 17
5 Hdefine MPR 18
#define WINHTTP 19 - <es\carbanak_rar_06efdl354b7418198c66a7 81T 3e68e59\unpack\botep\core\source\winapi.cpp

if( module == nullptr

1t ( Str::Hash(name

Figure 13: API macro for import resolution

The API macro allows the author to type API(SHLWAPI, PathFindFileNameA)(...) and have it replaced with
GetApiAddrFunc(SHLWAPI, hashPathFindFileNameA)(...). SHLWAPI is a symbolic macro defined to be the
constant 3, and hashPathFindFileNameA is the string hash value 0xE3685D1 as observed in the disassembly. But

how was the hash defined?

The CARBANAK source code has a utility (unimaginatively named tool) that scans source code for invocations
of the API macro to build a header file defining string hashes for all the Windows API function names encountered

in the entire codebase. Figure 14 shows the source code for this utility along with its output file, api_funcs_hash.h.

=)l

collect_api.cpp (~\Desktop...5%\unpack\botep\tool) - GVIMG e

: o - ==
File Edit Tools Syntax Buffers Window Help ﬁaap'-m"“-ha‘h'h acludeicore) - GVIML (=lE
0 @ é B @ B aee é é & T \i al? a File Edit Tools Syntax Buffers Window Help
19 bool C_Cpp_Listcallback( File::FileInfo& fi, void* tag ) (ElCREE=IRCRC B BReHSA

StringBuilderstack<16> ext = Path::GetFileExt( fi.ful / auto ‘
ext.Low
if( ext pp" && ext != ".c" ) return true;
printf( n", fi.fullName->c_str() );

ta data;

eadAl1( *fi.fullName, data );

ngBuilder s(data);

StringArray sa = s.Split( "\r\n", 2 );

#tdefine

ftdefine tHoduleFileNameA 0x@8dfa8b21
#tdeFine GetFolderPathA OxB80fcbib1
#define hashPathFindFileNameA 0x0e3685d1
Fi ensionA 0x8179a741
oryExA Bx0071eal

Collectbata* cd ollectData*)tag;
for( int i = 0; sa.Count(); i++ )
I

) tionA 0x08a80031

stringBuilder& r = sa[i];
int index = 0; 3
for(;;) #tdefine
{ #tdefine
] ftdefine
#define

fidefine

r.Index0f( index, "API(" JH

0xB9bcou18
0x096dF8c1 [

Figure 14: Source code and output from string hash utility

When I reverse engineer obfuscated malware, I can’t help but try to theorize about how authors implement their
obfuscations. The CARBANAK source code gives another data point into how malware authors wield the
powerful C preprocessor along with custom code scanning and code generation tools to obfuscate without
imposing an undue burden on developers. This might provide future perspective in terms of what to expect from

malware authors in the future and may help identify units of potential code reuse in future projects as well as rate
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their significance. It would be trivial to apply this to new projects, but with the source code being on VirusTotal,
this level of code sharing may not represent shared authorship. Also, the source code is accessibly instructive in
why malware would push an integer as well as a hash to resolve functions: because the integer is an index into an

array of module handles that are opened in advance and associated with these pre-defined integers.
Conclusion

The CARBANAK source code is illustrative of how these malware authors addressed some of the practical
concerns of obfuscation. Both the tasking code and the Windows API resolution system represent significant

investments in throwing malware analysts off the scent of this backdoor. Check out Part Two of this series for a

round-up of antivirus evasions, exploits, secrets, key material, authorship artifacts, and network-based indicators.

Part Three and Part Four are available now as well!
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