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Reverse engineering KPOT v2.0 Stealer

KPOT Stealer is a “stealer” malware that focuses on exfiltrating account information and other data from web

browsers, instant messengers, email, VPN, RDP, FTP, cryptocurrency, and gaming software.

Sample:[Virustotal]

At first it is usually good to start with a little recon about this sample. For this purpose, I usually use browser

extension called “Mitaka” [https://github.com/ninoseki/mitaka]. This is very useful browser extension for IOC

OSINT search.
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To be more sure about first assumption that it could be a “kpot” stealer, it is also good to perform a YARA

scanning on this sample. I prefer YARA rules from Malpedia. [https://malpedia.caad.fkie.fraunhofer.de/]

So where to start? Usually one of my first questions is: “Is it packed or somehow encrypted?”
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I would not be covering the whole — not so interesting static analysis of file, but only focusing on the IAT of the

sample and entropy which usually unhide that the sample is packed.

Well in this case it looks like deterministic signatures cannot identify some well-known packer.

s\INVESTIGATOR Desktop \ANALYZE pot2\kpot2.bin S\INVESTIGATOR \Desktop ANALYZE \kpot2kpot2.bin
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You can see that the sample has only 4 imports and the entropy of the .text code section is too high — packed.

So for now we know that we have to deal with sample which is some kind of stealer and it is probably encrypted

or packed.

Let’s start Reversing !!!
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After throwing the sample to IDA, we can clearly see that in the start (entrypoint) there are 4 functions which

should be in our interest.

-
i
i
g
b
|
.
i
g
»

You can see also unresolved calls like “call dword_4151C0” — these calls are pointing to some location in .data

section which is now empty and probably gets filled with addresses later.

rd_4151BC
rd_4151C@
dword_4151C4

dword_4151C8

dword_4151CC

dword_4151D8

So we have almost no imports and plenty of unresolved calls. Let’s start with the 4 interesting functions

mentioned before.

First function is sub_404477 — this function is not interesting at all. It is only clearing 20 bytes in memory for call
LoadUserProfileW.

So let’s continue to another call sub_4042FC. This function is locating PEB exactly ProcessHeap and saving it to
location dword_415224.
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A

sub_4¢

mow

mow

retn

sub_a¢ 6 endp

We can confirm it in windbg where we can easily parse PEB structure.

Move to the next function sub_4058FB. This function is the most interesting where string decryption and API

resolving happens.
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sub_4
sub_4
sub_4
sub_4

sub

sub_4

sub_4
sub

sub 4

sub_4

2B

E8D+128

We can see this function (sub_40C8F5) in the picture below. It looks like some basic xor cipher. It also looks like

that decompiler has some hard time to produce us more pretty code so we help him.
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IDA View-A, Pseudocode-A ] He 1 [ | Structures B B Enums
T8 DA View-A =]

So first of all, we check the arguments to this function and retype it correctly. Function sub_40C8F5 takes 2

arguments, where the first one is some hardcoded unsigned _int8 which looks like some kind of index and the

second one is a pointer to stack address.

sub_48C8F5(¢
sub_48CEFS

sub_4@C8FS

_4BCEFS
sub_48C8FSs
sub_48C8FS5

From the decompiler view we can see that the second argument is actually pointer to BYTE. If we set the types

and names of variables correctly we can see better but not the best results.

int8 INDE

return result;

For better results, we must check also the nullsub_1 which is not a function but address to array of structures.

Let’s undefine the nullsub_1 firstly.
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unk 481288

You can see that the index variable is used for pointing to the specific structure which would be probably 8bytes in
size. We can confirm it when we check the address .text:00401288 where we can see another 183 structures — 8

bytes in size.

When we check the address .text:00401288, it looks like the first BYTE value “C3” is used as xor key, second
BYTE value could be unidentified (undefined), the WORD “0013” looks like length of string which will be xored
and the last DWORD (00403594) is the address where our encrypted string is located. Let’s check that address
(403594) if our assumption is correct and if there is some kind of encrypted string with length 13h (19).

“ Jump to address

Jump address | 00403594

Our first assumption was correct so let’s create a structure and apply it as array of structures.

Struct struc

KEY db ?
Unidentified db ?

Length
Encrypte

To apply our created structure “Decrypt_string_Struct” simply navigate to location 00401288 and press ALT+Q

and choose newly created structure.
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LText: 08481288 stru_ 481288 | Decrypt_string Struct <

db
db
db
db
db
db
db

Convert the structure to array with array size = 183.

Ltext: 00481288 stru_ 491288 | Decrypt_string Struct

Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
e -

T T T T T T T T T T T L T T T Y

And now we are ready to check our better decompiled function String_Decrypt1. Below is comparing of

decompiled function String_Decrypt1 before and after modification.
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~ *(str_curren inter + i++);

So this algorithm is very basic: First argument to this function is index of the structure in array and second

argument is location on stack where the decrypted string is saved.

Key (BYTE) from the structure is xored with each BYTE in the location (Encrypted_string_pointer) from our

indexed structure, till it reaches the length of encrypted string.

Let’s quickly confirm it for the first structure in array with python.
Decrypt_string Struct <

Decrypt_string S
Decrypt_string_
Decrypt_string s
Decrypt_string_
Decrypt_string S
Decrypt_string_
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string Struct
Decrypt_string_

Decrypt_string_
Decrypt_string_
Decrypt_string S
Decrypt_string_
Decrypt s

Decrypt_

Decrypt string S

We were correct and obtained our first IOC.

Before jumping to IDAPython we forgot something. If you remember the function String_Decryptl was

referenced from 69 locations but our array of structures contains 183 members.
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[2] xrefs to String_Decrypt O X
g YP

String_Decrypt1

@ xrefs to stru_401288

Direction | Typ | Address

Line 2 of 2

We were right, there is another one. Quick checking that function (sub_40C929) revealed that it is basically the

same as function String_Decrypt1l. So we rename it to String_Decrypt2.
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r+ i++});

Now when we found both functions referencing our array of structures, we can jump to IDAPython and write a

decryptor.

The final decryptor could be something, what will find all location from where our 2 string-decrypting functions
(String_Decrypt1, String_Decrypt2) are called. After it finds these locations it will grab the first argument as our
“INDEX?” to structure, find and parse the structure[index]. This will serve us for decrypting the current string so

we could insert a comment to location from where the string-decrypt function was called.

During the creating of decryptor, I found one quite tricky problem with locating the first argument value “INDEX”
for our (String_Decryptl, String_Decrypt2) functions. You can see it on the picture below where I let IDA with
little help from IDAPython to print assembly line for all previous instruction before our functions

(String_Decrypt1, String_Decrypt2) get called. The script part is self-explanatory.

Page 11 of 31


https://github.com/Dump-GUY/Malware-analysis-and-Reverse-engineering/blob/main/kpot2/media/ebf8df467337b5221561e51d6d6e1af8.png
https://github.com/Dump-GUY/Malware-analysis-and-Reverse-engineering/blob/main/kpot2/media/ebf8df467337b5221561e51d6d6e1af8.png

https://github.com/Dump-GUY/Malware-analysis-and-Reverse-engineering /blob/main/kpot2 /KPOT.md

B output window

XREF Func String instruction
Func String i uction:
Func Str instruction
Func String_Decryptl instruction
Func String_Decryptl prev instruction: @x4ef i Find_prev_i ring_decrypt_func)
Func String Decryptl instruction e iebp+ string_decrypt_addr = idc.get_name_ea_simple(string_decrypt_func)
Func String_Decryptl instruction 0 X3 ingax ( (string_decrypt_func ecrypt_addr))
Func String_Decryptl instruction F i 6 Xref_decrypt_funcs = []
Func String_Decryptl instruction 0 Sy : index 7 addr in idautils.CodeRefsTo(stri ypt_addr,
Func String Decryptl instruction : i 3 Xref_decrypt_funcs.append(addr)
Func String_Decryptl instruction - 9
Func String Decryptl ruct@on > 20h; i ( % (string_decrypt_func,len(Xref_decrypt_funcs)))
Func String_Decryptl instruction 0 x 2 11]
Func String_Decryptl instruction: ; ind=y 12) addr in Xref_decrypt_funcs
Func String_Decryptl instruction 0a59 x, 90h; inde 13 prev_instr = idc.prev_head(addr)
Func String_Decryptl instruction €' inde 14 (
Func String_Decryptl prev instruction 0be v X, 9 index ing_decrypt_func,prev_instr,idc.generate_disasm_line(prev_instr, 2)))
Func String_Decryptl instruction: @x41 [ebx+13h]; inde: 15
Func String Decryptl instruction obfe x, 94h ; '*'; index 16|Find_prev_ins(
Func String_Decryptl instruction , 8Fh; inde 17|Find_prev_ins(
Func String_Decryptl instruction '~*; inde>
Func String_Decryptl instruction 14 inde

Func String_Decryptl instruction

Func String_Decryptl instruction

Func String Decryptl instruction x; index

Func String_Decryptl instruction 12602 inde;

Func Str e instruction: 0 x; index

Func String_De instruction inde;
instruction x; index

COUNT: 143
Func String instruction x; index
Func Str ypt2 instruction: @x46bb83  pop x; index
Func String instruction bb18  pop inde:
Func String y instruction 0 pop x; index
Func String instruction pop inde:
Func String y instruction ebfa3  pop x; dndex
Func String instruction pop inde
Func Str ypt2 instruction: @x40 pop x; index
Func String 2 instruction: pop ; inde
Func Str ypt2 instruction oc2 pop x; dindex
Func String 2 prev instruction 7 pod inde
Func String ypt2 prev instruction: @x40c40b pop x; index
Func String prev instruction 2 pop inde:
Func String ypt2 prev instruction 0 pop x; index
Func String 2 pr instruction mov 82h ;

index

You can find script “Find_previous_instruction.py” here [Find previous instruction.py].

We must deal with locating the first argument during the string-decryptor implementation. In the picture below is

the string-decryptor script in IDAPython for the “String_Decrypt1” function.
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idautils
idc

6| struct_start =
call_addr)
struct_start + #*inde

ent_struct_start, 2)

, byteorde
1, byteorder
:2], byteor

ring_addr+i))

cfunc = i decompile(call addr)
tl = idaapi.treeloc_t()
call_addr
idaapi.ITP_SEMI
cmt(tl, decrypted_string
_cmts()

)
decrypt_addr))

)
(len(Xref_decrypt_funcs)))

addr 1n Xret_decry s
prev_instr = idc.prev_head(addr)

(prev_instr,idc.generate_disasm_line(prev_instr, 9)))
m = idc.print_in (prev_in:

)

m

(index))

(index))

rev_head(prev.
mnem(prev_instr2)

index))
addr)

(
decryptor(index,addr)

String-decryptor script for the “String_Decrypt2” function is little different only in area of searching and

extracting the first argument VALUE (index) to function String_Decrypt2.

You can find both scripts for decrypting functions (String_Decrypt1, String_Decrypt2) here
[Decrypt KPOT Strings1.py, Decrypt KPOT Strings2.py].

After running these scripts, we get commented all location from where (String_Decrypt1, String_Decrypt2) are

called with decrypted strings in both assembly view and decompile view.
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I8 DA view-A [

] int
int
int
int o
int
int
int vai[a];
int
int
int vas

string_Decrypti(
String_Decrypti(

string_Decrypti(
String_Decrypti(
string Decrypti(
String_Decrypti(
String Decrypti(
String_Decrypti(
string Pecrypti(
string_Decrypti(
String_Decrypti(
string Decrypti(
String_Decrypti(
String Decrypti(

In Output window we could see some information like: String_Decrypt1 function address, count of references and
for each processed reference is shown - current index value, current structure in hex, current xor KEY, length of

encrypted string, address where the encrypted string is located and finally decrypted string.

EummmwmmW

Func String Decryptl address: @x48c8f5

XREF String Decryptl func COUNT: 69

XREF Func String _Decryptl prev instruction: 0x4059@d mov eax, @A6h ; '|"; index
Index value: @xab

b4e 5c2a4800

@xbd @xb Bx482a5c

wininet.dl11

XREF Func String Decryptl prev instruction: @x40591d  mov eax, BA7h ; '§"; index
Index value: Bxa7

0x9f oxb @
winhttp.dll

As we are now able to see decrypted strings we are getting some ideas about functionality of this sample. As you
can see we were able to get 211 locations with decrypted strings. Some of them are referencing the same string.

We can clearly say that this sample is some kind of credential, cryptocurrency stealer...
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Comments List n

Instruction/Data Comment
String_Decrypt?,
ecrypt2
Decrypt?; Software
Decrypt2; monero-project
: wallet_path
Decrypt2; Crypto
String_Decrypt2; walletdat walletdat
ecrypt2; com.liberty. exedDB\file_0.ndexeddb.leveldb\0000031og  com.liberty ndexedDB\file_0.indexeddb leveldb\000002.l0g
Decrypt2; Crypto Crypto
String_Decrypt2; Exodus
rypt2; walletdat
0X40D009
0X40D10D String_Decrypt2; connectio connections
0X40D118 String_Decrypt2; GHISLER\wox_f GHISLER\w
0X40D123 Decrypt2; Host
0X40D12E String_Decrypt2; Username
0X40D139 st Password
0X40D147 ander|% 1TotalCommander]
0X40D2E6 r¢
0X40D2F4

ecrypt2; Host
0X40D318 String_Decrypt2; User
0X40D323 String_Decrypt2; Port
0X40D32E String_Decrypt2; P:
0X40D3: String_Decrypt2; encoding

String_Decrypt2; 1[FileZil

ecrypt2; Softw
0X40D5D7 st y C Martin Prikryl\WinSCP 2\
0X40D5E2 Stri HostN:
0X40DSED

Ipswitch\WS_FTP\Sites\ws_
Hostname
ecrypt2; UID uip
Decrypt2; PWD PWD
String_Decrypt2; 1|WS_FTP| 1IWS_FTP?

Addre
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

So for now strings are decrypted and we can continue to resolve API calls.

We will continue with our string-decrypting and API resolving function sub_4058FB to see what is going on next.
We can see that there will be probably some kind of API name hashing which after matching hash of API name,
the address of the API function will be saved to the hardcoded memory location. In the picture below we can see

the stack preparation for the API name hashing and resolving.

pi.dll

av.d11

urlmon.dll

After the stack is prepared two functions get called. Let’s check the first function sub_406936.
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word_414FF4
word 415028
word_4151A8
word 41514C
word 414FFC
d_41515C

word_4151CC

nhttp_dll);

The function sub_406936 is basically parsing PEB structure and loading base address of the kernel32.dll module.
You can easily confirm it with help of IDA _PEB struct or windbg as in the pictures below. It is finding the PEB
structure, _PEB_LDR_DATA where it finds first member in InLoadOrderModuleList which is our sample
kpot2.exe. After that, it finds a location of the third loaded module (kernel32.dll) and extracts the base address.
This base address of kernel32.dll is passed to the next function sub_4045DC so it will be used to find addresses of

export functions.

B Pseudocode-A

struct LIST ENTRY *find kernel32 base()

turn NtcurrentPeb()->Ldr->InLoadorderModulelist.Flink->Flink->F1ink[3].Flink;

>Ldr->Reserved2[1] + 24);

sub_4o
mov
mov
mov
mov
mov
mov
retn
sub_40:

We can move to the next function sub_4045DC which is responsible for finding address of LoadLibraryA API
function from kernel32.dll module.

call 6936()
mov b_4845DC (b

push
call

This function (sub_4045DC) is not responsible only for finding address of LoadLibraryA but it is able to find API

address via hash value of its name and base address of module as arguments.
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So we can clearly rename it as function “Find_api_via_HASH”. With a little help with tool like PEbear
[https://github.com/hasherezade/pe-bear-releases] we could properly annotate the function sub_4045DC -

“Find_api_via_HASH”. In this case where arguments to the function are kernel32.dll base address and API name
hash 0x822FCOFA (LoadLibraryA), it is parsing kernel32.dll and searching for export function name which hash
is 0x822FCOFA.

-
[}

& A view-A

(_DWORD *)

*(_DWORD *)(

* v19)));

v8 = str_length(
sub_4134FD( [

with IDA

v [ kemnei32.dI Xis 3 80 2 v (@ kemeB2.dIl Xi» 220 2 3
DOS Header -] 012 3 456 7 8 9 ABCDED01234567829." DOS Header -] 012 3 456 7 8 9 ABCDE|01234567839ABA
@ DO stub 3c  [£8100100°60 o= 1F D 0 & DOS stub E8 50 45 00 00 4C 01 04 00 F4 B OE SE 00 00 O
v . NTHeaders © o v [ NT Headers /(%5 0000 00 00 £0 00 0z 21 05 01 03 00 00 00 O
Signature sc Signature 8 00 00 03 00 99 00 00 00 46 33 01 00 00 00 O
6 1ke 00 00 0D 00 00 00 DS 7D 00 00 01 00 00 00 O
File Header 7c e File Header 138 06 00 01 00 06 00 01 00 06 00 01 00 00 00 Of
Optional Header < >|[< > Optional pt€ader < >
Section Headers Disasm  General ~ DOSHIr  RichHdr  FileHdr  OptionalHdr  Section Hdr | | Section jiaders D*asm General  DOSHdr  RichHdr  FileHdr  OptionalHdr  Section Hdrs
v Sections v Sectio
~
% text Offset Name Value 3 text Offfet  Name Value Value
= EP= 13346 A Minimum extra paragraphs needed 0 = Ep = 13346 4C Size of Stack Commit 1000
o+ data [ Maximum extra paragraphs needed FFFF o+ .data %0 Size of Heap Reserve 100000
" E | (relative) SS value 0 1§4  Size of Heap Commit 1000
rsrc ok rsrc
& retoc 10 Initial SPvalue 88 & reloc 1 Loader Flags 0
12 Checksum 0 - - 75F __ Number of RVAs and Sizes 10
14 11P value 0 Exportdirectory address 5 Data Directory Address Size
16 Initial (relative) CS value 0 NT headers + 0x78 160 coacc ASDF
18 File address of relocation table 40 168 Import Directory CACAC 174
1A Overlay number 0 170 Resource Directo; F0000 530
1C Reserved words[4] 0,0,0,0 178 Exception Di 0 0
_ |24 OEMidentifier (for OEM information) 0 . _ 180 Directory 0 0
D |26  OEM information; OEM identifier specific 0 . = ‘Base Relocation Table 100000 ADEC
3 (28 Reserved words[10] 0,0,0, j 190 Debug Directory DOABC 38
§ 3 TiTE address of new exe header £8 © = = = = = =
NT headers = Base + 0x3c s oo @ PE-bearv05.21 [C FIR_GUY\Desktop\ANALYZE\kpot2\dlls\kemel32.dIl] -
] File Settings~¥few Compare Info
v fhel32.dll x| iw 380 20w
~ I3 kemeB2.dil %2 0 80 5 ® DOS Hea. -] 012345678 09ABCDHE
DOS Header @ DOs stup co2Ee |F4 02 OC 00 48 18 0C 00 9C 2D OC 00 2B 34 0.
0/1)2/3/4/5|6/7/8/9/A/B/C|DK v [ NTHead... CO2F 2E A7 OC 00 AF A1 0C 00 DO AL OC 00 80 SE 0,
@ DOos stub cozce (666616660 2C AF 0E SE 00 00 00 00 46 38 of NN 57 Sian C0308 €2 FO 02 00 24 CE 02 00 FE 6D OB 00 94 6D 0 .. .. L
v [ NTHeaders c020C 01 00 00 00 55 05 60 00 55 05 00 00 F4 02 of NSNS an- C0318 EE AL 0C 60 12 51 08 00 80 76 G8 00 85 75 O
Signature CO2EC 48 18 OC 00 SC 2D OC 00 2B 34 01 00 2E A7 O File ... C0328 60 D5 02 00 B7 92 03 00 68 F€ O 00 23 AZ O 5
CO2PC AF AL OC 00 DO AL OC 00 80 SE 01 00 CE FQ opti. < >
File Header C030C 24 CE 02 00 FE €D 0B 00 94 6D 0B 00, T o Sect
Optional Header S . tEE ion . m:.text  General  DOS Hdr  RichHdr  FilleHdr  Optional Hdr
v Sections
Section Headers
Offset N, Val M
v Sections rll  DOSHdr  Rich H Flle Hor  Optional Hdr  SectionHdrs ™ Exports | 4/} v # et <€ ame alue caning
% et D E C020C  Base 1
o P 13346 |Export directory add *DWORGE (28t C02E0 NumberOffunctions 555
= Qﬁ\/ Name Value Mgamy\glbyteSF AddressQiff| o rsrc C02E4  NumberOfNames 555
& data e e — - e C02E8  AddressOffunctions C02F4
ﬁ ore C02D0  TimeDateStamp SEQEAF2C patek, 03.01.2020 03:04:12 UTC CO2EC AddressOfNames C1848
reloc 0204 Majorversion 0 C02F0  AddressOfNameOrdinals ~ C2D9C

Of course we can save some time and let IDA help you with defaultly defined structs for PE. But I personally

think that it is a needed skill to understand and be able to parse PE manually.
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IMAGE_NT_HEADERS = *(IMAGE_NT_HEADERS

EXPORT 4 5 T v3>C cteristic
OfFunctions ~essOfFunctions;

dressOfNameOrdinals;

Names ;

So let’s jump to the function Api_hashing_func (0x403E1C) which you could see in the picture below is

implementing some probably modified version of well-known hashing algorithm.

~_func_name ~ v2) >> 16))) 4

" HIWORD(VO);

g func:13

We could use a little help to find out what hash algorithm is implemented from another excellent tool Capa

[https://github.com/fireeye/capa]. This gives us a hint that it could be hashing algorithm of type murmur3. We will

come back to this hashing algorithm later.
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IDA View-A, FLARE capa explorer
' FLARE capa explorer

File Rules
Tree View MITRE

Il Limit results to current function

Rule Information
B basic block(loc 0040C90A)
M basic block(loc_0040C93F)
M basic block(loc_0040CF8F)
M encrypt data using RC4 PRGA
M function(String_Decrypt2)
M execute anti-VM instructions (7 matches)
B basic block(loc 004016D4)
M basic block(loc_00402AF6)
M basic block(loc_0040329F)
basic block(loc 004032A8)
B basic block(loc 004033C0)
M basic block(loc 00403423)
M basic block(loc_00410B1F)
M execute anti-debugging instructions (2 matches)
function(sub_4033C0)
B function(sub_403423)
B generate random numbers using a Mersenne Twister (2 matches)
B function(sub_4039C0)
M function(sub_403E00)
M hasi: data using SHA1
B functionisub 406FBE)
hash data using murmur3
function(Api_hashing_func) | oo403m1C

or

and
subscope(basic block)
M parse PE header (2 matches)
M function(sub_4044E3)
W function(sub_4103FB)

So for now, we have more information and can come back and continue with function sub_4058FB - picture
below which I populated with all known info. You can see that some another dlls are loaded and also another
function sub_40694A is called.

IDA View-A, Pseudocode-A XV Str -] Enums B = Imports 3 Exports

-
[+

2 = find_kernel32_base();
(int (__stdcall *)(BYTE *))Find_api_via_HASH(ba

addr:

View-k)

Function sub_40694A is parsing PEB where it returns ntdll.dll base address.
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sub_40694A
mov :
mov

mowv
mowv
mowv
retn
sub_40694A endp

So we can continue and finally reach the interesting part.

In the picture below, we can see the last part of sub_4058FB which we can clearly rename now as
“String_Api_Decrypt”. This last part as you can see is responsible for resolving all API functions and saving them
to .data section in memory. All these resolved API functions addresses are later in code referenced. You can see
that there is a loop which is looping through all API name hashes saved on stack before and calling
Find_api_via_HASH.

)LoadLibraryA((LPCSTR)urlmon_d11);

XXX N |

[ ]
[ ]

1t = Find_api_via_HASH(v4, *v5);
ORD 1];

(KX NN

_BYTE *)1;

So now we have more options to obtain and populate all resolved API functions in our code. One of the option is
to implement murmur3 hashing algorithm and with help of IDAPython, find all API function name hashes to
process it with our algorithm. As we did some IDAPython scripting before and I want to show you different

methods you can only see that our assumption about murmur3 hashing algorithm is right in the pictures below:

According to our annotated code — the hash of API function name LoadLibraryA is 0x822FCOFA
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I8 Pseudocode-B

(wininet_d11);

ryA(winhttp_dll); 5

ryA(ws2_32_dll);

We are also able to find out that murmur3 is using Seed value 0x5BCFB733 by examining the code in function
Api_hashing func (0x403E1C).

x>(_DWORD *Exports_function_na >, unsigned int size_of func_nam

-1

)i

* (size of func_name ~ SEED ~ ((size of func_name ~ SEED) >>

return v9 A HIWORD(V9);

Our assumption about hashing algorithm is right so move next.

The another option to obtain and populate all resolved API functions in our code is to debug the sample kpot2 and
after API functions addresses get resolved, apply plugin Scylla to reconstruct IAT — this sometimes does not work

well. Option we will use and which I am finding more interesting and in this case perfectly suitable is to use tool
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When we have all information about how the API resolving works, we could let the sample populate the resolved

API function addresses in debugger, dump the process from memory and after that, we need something what is

able to find in our dumped memory all populated API function addresses and annotate it for us. This is the time

when apiscout comes to save the situation.

One of the feature of apiscout is creating of database of all API functions (exports of module). We can let the

apiscout build the database from all dlls on our system or we can select only some of them. It is basically parsing

all modules exports and creating database with information like name of API function, VA, ASLR offset etc...

Let’s start with dumping our kpot2.exe process from memory in debugger like x64dbg after it populates the

resolved API function addresses. We put a breakpoint after the call sub_4058FB - “String_Api_Decrypt” and

dump the process. To find location of this function in debugger easily, do not forget to disable ASLR in the

optional header of kpot2.exe.

@ PE-bear v0.5.2.3 [C:/Users/INFERNO/Downloads/kpot2 exe]

[ B
File Settings View Compare Info
4 [ kpot2.exe Al ‘s 218 0 2 - J—
DOS Header s P P P B B W B B e e @ compare e g)=]
& DOS stub o 2D 5 09 6D @ G0 G € G G 6 00 B 152 00 6 |c/users/NFERNO/Downloads/kpot2exe ~ | [c/users/nFERNO/Downloads/ocere -]
4 [ NTHeaders 10 52 00 00 00 00 00 00 00 40 00 00 O 00 00 00 00 + 3 kpotz.exe <1 03 oocexe =
Signature 20 00 00 00 00 00 00 00 00 00 00 €O 00 00 00 00 00 005 Header D08 Header
File Header 30 00 00 00 00 00 00 00 00 00 00 €O 00 DO 00 00 00
e e e | Woosan || moosas
Section Headers 50 6973 20 70 72 6F 67 72 61 GD 20 63 61 GE GE GF
4 Sections 60 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 Signature Signature
a B text 70 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 00 00 00 00 File Header File Header
. Optional Header Optional Header
= EP = F782 Disasm | General | DOSHdr | RichHdr | File Hdr | Optional Hr | Section Hars Section Headers Section Headers
& data Offset  Name Value Value 4 Sections 4 4 Sections 4
o reloc 116 Image Ver. (Minor) 0
4 [EH oocexe 118 Subsystem Ver. (Major) 5 Raw v Next Diff Raw M Next Diff
& o e Ve Wit L ci:siscrosancnar- si2545671s 9 ABcD s Em
. =0 0B 01 0A 00 00 2C 01 00 00 1E 00 00 00 00 00 of 1| |E8 08 01 0A 00 00 2C 01 00 00 1E 00 00 00 00 00 0f
“ NT Headers 20 Seefoffimage 1000 F8 82 03 01 00 00 10 00 00 00 40 01 00 00 00 40 Ol o F8 82 03 01 00 00 10 00 00 00 40 01 00 00 00 40 Of =
Signature 124 Size of Headers 400 108 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 0f 108 00 10 00 00 00 02 00 00 05 00 01 00 00 00 00 Of
Optionl escer L e : o 0 I RO || SR
Section Headers ~ OLL con move 13800 00 10 00 00 1900 00 00 00 00 00 10 00 00 0 ||138 00 00 10 00 Q46700 00 00 00 00 00 10 00 00 Of
4 Sections 00 e — 148 0000 00 00 0040 00 00 70 33 0100 50 00 00 O ||148 00 0004700 00 00 00 00 70 33 01 00 50 00 00 Of
4 3 text N 158 00 00 00 00 g6 00 00 00 0O 00 00 00 00 00 0D Of + || 158 00 00 00 00 DO 00 00 00 00 00 00 00 00 00 Of~
[ 8000 grminalServer aware . A ; A ;
130 Size of Stack Reserve 100000
o data 134 Size of Stack Commit 1000
& reloc 138 Size of Heap Reserve 100000
13C  Size of Heap Commit 1000
140 Loader Flags 0 First diffednce at: 0x46
144 Number of RVAs and Sizes 10
4 Data Directory Address Size '/‘/
o 142 Export Directory 0 0
& 150 Import Directory 13970 50 |Changing Dl Characteristics from 8140 to 8100 to disable ASLR (DIl can move). Save as new file
g 158 Resource Directory 0 0
£ 160 Euramtinn Dt n n
~|| otzexe | worexe

Locating our sub_4058FB - “String_Api_Decrypt function.

#% kpot2exe - PID: F14 - Module: kpot2.exe - Thread: Main Thread CC8 - x32dbg [Elevated]

B Notes Breakpoints 7@ MemoryMap W CalStack = SEH N saipt & Symbos Source  ® References ® Threads & Handles

fileInfo
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Dumping the kpot2.exe process from memory with plugin OllyDumpEx.

ebug Trace Plugins Favourtes Options Help Oct 232019

OllyDumpEx v1.70 - kpotZexe =]
o ’ B = Module
% Gaph B Log B Notes 7 MemoryMap ® Galstack ©°§ SEH B scipt & sy Base ©Module | Ci\Users|INFERND\Deskiopikpot?.exe = Dump
t push @ Mermory (00400000 (00001000)/ Imag/ R /Kpotz/ PE -
() Address 00400000 -Cemca\
ListSection: @ Basa Only (ANl Memary )Address Range 00400000 - |03400000
Dump Mode: (@ Rebuild (CBinary(Raw) () Binary (Virtual)
imago Sourcs: @emery O Disk
Search
SearchArea: @ Select *)All Memory (exclude listed module) 5 Format
2 earch Image -
SearchMods: @ Strict *Fuzzy (slow) @FE
- JELF
E 15% Save Dump to File =3
@( <[ s » INFERNO » Downloads [ 4| Search Downloads 2| Need Rescan)
tructure
Organize ~  New folder = @9
= = s
4% Favorites “  Name Date modified Type Size | ImogeBase Changs) &
M Deskiop J. PE-bear_0.5.23 x64_win_vs17 12.12.2020 156 File folder
s Downloads =
B FLARE DeSelectAl
2 Recent Places hod
). Utilities peds
peg
hed
4] Libraries ho
> %, Documents. 5
> & Music e | Ul %
DL alkpot2_dump.exel -
W pymp2 W pump3 M pump4 W@ pumps5 @ watch1 Save as type [B(e(ulableﬁle("‘exe) v]

Confirmation in IDA that all referenced API addresses are already populated in our kpot2 process dump

“kpot2_dump.bin”:

I8 DA View-A

dword_41516@
dword_415164
.data:ee415168 dwo rd74'J]5163
dword_41516C

dword_41517@

dword_415174
dword_415178
dword_41517¢

dword_41518@

dword_415184

dword_415188
dword_41518C

dword_4:

Apiscout is able to work also on system with ASLR enabled but in case we want to choose apiscout option to

ignore ASLR, we must disable the ASLR before we perform the process dump of kpot2.exe — find registry key:
[HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\Session Manager\Memory Management]
Create a new dword value: “Movelmages” = dword:00000000 (without quote)

Restart system.

If we do not want to create database of all dlls from our system, first of all we should find and copy to some

location all dlls which is our sample kpot2.exe loading and processing:
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We can see this information in debugger from where we can copy the whole table to .txt file:

@ ol Br oints

ph B 1og

Module Party
System
9 api-ms-win-downlevel-user32-11-1-8.d1 System
api-ms-win-downlevel-shlwapi-11-1-8.d System
api-ms-win-downlevel-version-11-1-@.d System
kpot2.exe User
api-ms-win-downlevel-normaliz-11-1-8. System
normaliz.dll System
api-ms-win-downlevel-advapi32-11-1-8. System
netutils.d1ll System
wkscli.dll System
api-ms-win-downlevel-o0le32-11-1-8.d11 System
apil-ms-win-downlevel-advapi32-12-1-8. System
api-ms-win-downlevel-shlwapi-12 d System
srvcli.dll System
rpcriremote.dll System
System
System
System
System
System
System
System
System
System
System
System
System
System
System

samcli.dll
napinsp.dll
devobj.dll
ryptsp.dll
rsaenh.dll
winhttp.dll
webio.dll

urlmon.dll
propsys.dll
gdiplus.dll
wshtcpip.dll
wship6.d1l

Memory Map Stack

indows\SysWOWe4\profapi.dll
indows\SysWOWE4\api-ms
indows\SysWOWE4\api-ms n-c
indows\SysWOWeA\api-ms-win-c
\Users\INFERNO\Desktop\kpot2.e
indows\SysWOWE4\api-ms
indows\SysWOW64\normal
indows\SysWOWE4\api-ms-win-¢
indows\SysWOWe4\netutils.d1]
indows\SysWOW64 \wkscli.dll
indows\SysWOWeA\api-ms-win-c
indows\SysWOWE4\api-ms
\Windows\SysWOWE4\api-ms-win-c
indows\SysWOWE4, cli.dll
\Windows\SysWOW64\RpcRtRemote.
indows\SysWOWe4\sechost.d11
Windows\SysWOWe4\samc1i.d1ll
indows\SysWOWE4\NapiNSP.d11l
\Windows\SysWOWe4d\devobj.d1ll
indows\SysWOWNE4, ptsp.dll
\Windows\SysWOW64\rsaenh.dll
indows\SysWOWe4\winhttp.d11l
\Windows\SysWOW64\webio.d11
indows\ Sy sWOk
\Windows\SysWOWe4d\urlmon.dll
indows \SysWOWe4 )\, psys.dll

\Windows\winsxs\x86_microsoft.windows.gdiplus_6595b64144cc- Unloaded
indows\SysWOWE4A\WSHTCPIP.DLL

\Windows\SysWOW64\wship6.d1ll

Extract dlls path with some regex, editors etc...

To copy all dlls from provided paths with powershell:

Q@v\ bo» o »
Organize *  Includeinlibrary *  Share with »  New folder
Favorites flame
M Desktop L dliis
R Downloads dlls_tablext
FLARE
«» Recent Places
Utilities
] Libraries
% Documents
@Qv“ » oo b dlls
Organize > Include inlibrary = Sharewith = New folder
Favorites fame
B Desktop E advapi32.dil
}s Downloads api-ms-win-downlevel-advapi32-11-1-0.
FLARE api-ms-win-downlevel-advapi32-12-1-0.
<» Recent Places api-ms-win-downlevel-normaliz-11-1-0.d
Utilities api-ms-win-downlevel-ole32-11-1-0.dll
api-ms-win-downlevel-shiwapi-I1-1-0.dl
Lihraries = . . P PP
77 items

°R SEH

Wed\cryptbase.dll

B scipp 2 Symbob Source  ® References

Status

Follow in Disassembler Enter
Follow Entry Point in Disassembler

Follow in Memory Map

Download Symbols for This Module
Download Symbols for All Modules

Copy Fie Path

Browse in Explor

Ctrl+C

Search...
Copy Line

Unloaded
Unloaded
Unloaded
Unloaded
Unloaded

Cropped Table

Ful Table

Line, To Log

Cropped Table, To Log

Full Table, To Log
Unloaded Ba
Unloaded ase
Module
Party
Path

Unloaded
Unloaded

txt).count

opy-TItem

Now when we have all our needed dlls we start with apiscout — “DatabaseBuilder.py” to create our database.
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C: \User sS\INFERNO\Desktop\sxx\apiscout-master\apiscoutidb_| I)u11der>py -3 DatabaseBuilder.py
usage: DatabaseBuilder.py [-hl [--filter]l [--autol [--paths P [P ...11

[--outfile OUTPUT_FILEI [--ignore_aslrl

[--aslr_check]

Build a database to be used by apiscout.

optional arguments:

~h, —-help show this help message and exit

——filter {optional) filter DLLs by name (see config. Dy)

--auto Use default configuration (filtered DLLs fro
preconfigured paths (see config.py) and extracl ASLR
offsets.

—-paths P [P ...1 the paths to recursively crawl for DLLs (Mone —> use
default, see config.py).

——outfile OUTPUT_FILE
(optional) filepath where to put the resulting APT DB

1 -
--ignore_aslr Do not perform exlraclion of ASLR offsets.
—-aslr_check Only show ASLR offset

C: \Users\INFERNO\Desktop\xxx\apiscout-masterapiscout\db_builder>py -3 DatabaseBuilder.py --paths C:\Users\INFERNO\Desktop\xxx\dlls ——ignore_aslr --outfile kpot2_DB.json
020-12-13 0251 99 DrOCeSSan C:\Users\INFERNO\Desk top\xxxAdlls advapid2.dll
2020-12-13 02:58:58,355 APIs: 807
2020-12-13 02 1355 processing: C:\Users\INFERNO\Desktop\xxx\d1ls api-ms-win-downlevel-advapid2-11-1-8.d11
2020-12-13 02 0,386 APIs: 145
2020-12-13 62 0,386 processing: C:\Users\INFERNO\Desktop\xxx\dlls api-ms-win-downlevel-advapi32-12-1-8.d11
2020-12-13 02 0,386 APIs: 14
2020-12-13 02 g?gg Eg%cesging: C:\Users\INFERNO\Desk top\xxx\dlls api-ms-win-downlevel-normaliz-11-1-8.d11
) st

'Zg 808 DEgceSi%nJ C:\Users\INFERNONDesk top\xxx\d11s WSHTCPIP.DLL

9.840 PEs examined: 77 (8 duplicates, @ skipped)
P020-12-13 02:51:29,840 Successfully evaluated 77 DLLs with 17609 APIs

Now when we have build our kpot2_DB.json, before we apply it to our previously created process dump file in
IDA “kpot2_dump.bin”, we can verify that apiscout is able to find all API functions in our dump according to

kpot2_DB.json. For this purpose, we use apiscout tool “scout.py” as you can see in the picture below.

We can see that apiscout was successful and there is more — something called “WinApi1024 vector”. Basically

speaking it is something like ImpHash on steroids. You can read more about Apivector here: [https://byte-

atlas.blogspot.com/2018/04/apivectors.html]. As we get WinApi1024 vector of our kpot2_dump.bin calculated,

we can use it against big database maintained on Malpedia which is covering big amount of well-known malware

100% with family “win.kpot_stealer” below.
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—_—
- 7 Fraunhofer
ma id
Inventory Statistics Usage Apivector Login

ApIQR al - =" .
You are looking at the results for: s = " ..l II
- " "

A19BAAQA3gABATEASEAIA1QCAGAGIQASCA4GA3IAACAALAMACAQASGABAAKINQAAIAQIB_gAABAEAAQEAAFAAQAEMYQQAKE
IwIp, ACMkKqyF A*AWNRIgU+COychvic f .I

f .
Process u I
]
nput another Apivector. ]

u
||
| ]
|
On the right side you can see a visualization of this ApiVector as generated by the ApiScout library. Solid

squares indicate the presence of the respective Windows AP function in the vector.

The table below shows the results of matching against the Apivectors of all currently dumped samples
in Malpedia.

ds I

Match Results:
Top 10 Family Matches:

Family Score

win kpot_stealer 100.00¢

win.azorult 50.93%

g (7

To apply all previously annotated names of functions from previous IDA database file to our newly created kpot2
process dump “kpot2_dump.bin”, we could use IDA plugin called “rizzo”

[https://github.com/tacnetsol/ida/tree/master/plugins/rizzo].

After that, previously created IDAPython scripts for decrypting strings must be run again
(Decrypt_KPOT_Strings1.py, Decrypt_KPOT_Strings2.py) [View here]

® DA - kpot2_dumpbin C\Users

Structures Enums 5 Imports B = Exports

tring_Deeryptl
erypt2

StreamOnHGlobal x,call_addr):

[ 5u_re_GetFileAttributesExW o
+ 8*index
e_GetFileAttributesW s . ytes(current_struct_start,

decrypted
(decry

idc.set_cmt(call_addr, decrypted str

cfunc = idaapi.decompile(call_addr)
tl = idaapi.t
Line:1  Column:1

B output wind Seripti o Python v

Export | Import

Now we are almost in the same state with “kpot2_dump.bin” as we were in the original sample.
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Let’s continue to apply our created database kpot2_DB.json to process dump kpot2_dump.bin in context of IDA.
We will use apiscout IDAPython script “ida_scout.py” for that.

g‘ IDA ApiScout

Decryptl
Decryptl
Decryptl
OnHGlobal 617 [ Decrypti
Decrypt1l
Decrypt1l

Information Line 10of 3
ltLangID

or load

W

In the next window choose all of the found APIs and click “Annotate”.

O IDA ApiScout (Results) X

Offset

0x414fb8

14010(

1415FFF | w

After apiscout is done we can check the results — all referenced API addresses are annotated with their names and

type.

DLL
shell32.dll
32.dlI_0x77c60000 (32bit)

kernel32.dlI_
kernel32.dIl_(
GdiPlus.dll_0;

wininet.dll
kernel32.dl11_
ole32.dII_0;
kernel32.dIl_
kernel32.dIl_(
winhttp.dll_0;
winhttp.dll.
shiwapi.dll
kern
kernel32.dlI_
ntdll.dll_( 70000 (32bit)

APl
ShellExecuteW
GetSidSubAuthority
HttpOpenRequestW
WideC oMultiByte
PEN
elmageToStream
WinHttpOpen
andEnvironmentStringsW
irtualAllocEx
eKey
lipCreateBitmapFromHBITMAP
InternetOpenW

WinHttpQueryOption
WinHttpSendRequest
PathFindExtensionA
GetFi

Globallock

RitlGet
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8 DA View-A 18 DA View-8

3 BOOL _ stdcall GetFileAttributesExW(LPCWSTR lpFileName, GET_FILEEX_INFO_L
GetFileAttributesExw dd

H:| _ stdcall GetTokenInformation(HANDLE TokenHandle, TOKEN_INFORM
415138 GetTokenInformation

3 DWORD _ stdcall NetUserEnum(LPCWSTR servername, DWORD level, DWORD filter
NetUserEnum dd

GetPrivateProfileStringW dd

5 HANDLE stdcall CreateFileMappingW(HANDLE hFile, LPSECURITY_ATTRIBUTES I
CreaterileMappingw dd

3 DWORD __ stdcall wNetEnumResourceW(HANDLE hEnum, LPDWORD lpcCount, LPVOID
WNetEnumResourceW dd

BitBlt dd

5 DWORD _ stdcall GetTempPathw(DWORD nBufferLength, LPWSTR lpBuffer)
GetTempPathW dd

GetvolumeInformationw

Pseudocods
81;
&DbnsQuery Aj;
1;
&DnsFree;

25
LoadUserProfilew _o;
3
UnloaduserProfile;
15
WNetOpenENnumlW;

WNetEnumResourcewW;

WNetCloseEnum;

validuRL;
find_kernel32_base();

g
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
[ ]
L
L
L
L
L

11;
LoadllibraryA(winhttp d11);
int) 3

; 1pLibFileNane

LoadLibraryA(ws2_3

Now we are in state were we have all strings decrypted, all API function calls resolved and annotated so we are

ready to benefit from it in analysis.

The analysis of the sample is now a simply task so for brevity, I will show only some of functions. Capabilities of

the functions are now usually self-explanatory.

sub_40CBO02 - is clearly "Namecoin" cryptocurrency stealer:
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1B DA ViewA B i@ comments I8 Pseudocode-A

int _ cdecl Steal Crypto_Namecoin(int al, int a2)
I
3

74h] BYREF

String_Decrypt2(
String_Decrypt2(

String_Decrypt2(
String_Decrypt2(
wvnsprintfi(

re_PathCombinel
r_wvnsprintfi(
ReadFile2(

String Decrypt2( u, (i

String Decrypt2(@xA5u, (int)cC

Wrapper_wvnsprintfW(31e, Parameters
ExpandEnvironmentStringsh(

11t )

= ShellExecuteW(®, ©, cmd, Para

We can also easily rename wrapped functions when we have all API functions resolved:
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1B Pseudocode-B
void * cdecl Wrapper_ReadFilel(LPCWSTR lpFileName, DWORD *a2)

I
s

; 1pFilename

, &NumberOfBytesRead,

Wrapper_RegEnumKeyExW(©, (HKEY)a2, HKCU_WINSC
1t;

LA KN N J

> L"%s DWORD *)(v16 + 4 *
p gQuery2((

per_RegQuery2((

per_RegQuery2( (HKE

20000

, (WCHAR *) ", Use , HostName val

Conclusion:

Kpot?2 stealer is able to exfiltrate account information and other data from web browsers, instant messengers,

email, VPN, RDP, FTP, cryptocurrency, and gaming software.
Most of them:

Firefox, Internet Explorer, cryptocurrency: (Ethereum, Electrum, Namecoin, Monero) Wallets - Jaxx Liberty,
Exodus, Total Commander FTP, FileZilla, WinSCP 2, Ipswitch ws_ftp, Battle.net, Steam, Skype, Telegram,
Discordapp, Pidgin, Psi, Outlook, RDP, NordVPN, EarthVPN.

It is almost impossible to cover all of stealing/exfiltrating functions here and it wasn't even my intention. I wanted

to cover some tricky techniques during reversing and hope that anybody could find something from this analysis
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useful or even interesting.

If you find it useful and want to share it on your blog or somewhere else, you can, just let me know if you would

like to get it in better format for sharing.

Thank you to everybody who was able to read it to the end.
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