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2 Tool: Magecart

Names Magecart
Category Malware
Type Info stealer

(RiskIQ) Magecart is a rapidly growing cybercrime syndicate comprised of dozens of
Description subgroups that specialize in cyberattacks involving digital credit card theft by skimming

online payment forms. Magecart also refers to the JavaScript code those groups inject.

Information <https://www.riskiq.com/what-is-magecart/>
Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/js.magecart>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag:Magecart>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Magecart

Changed Name Country Observed

APT groups

FING6, Skeleton Spider [Unknown] 2015-Oct 2021 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=88d973c6-16d8-4e6d-bba3-1e4c746e8651
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