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The return of Mamba ransomware

By Anton Ivanov

Published: 2017-08-09 - Archived: 2026-04-05 22:53:19 UTC

At the end of 2016, there was a major attack against San Francisco’s Municipal Transportation Agency. The attack
was done using Mamba ransomware. This ransomware uses a legitimate utility called DiskCryptor for full disk

encryption. This month, we noted that the group behind this ransomware has resumed their attacks against
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corporations.
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Attack Geography

We are currently observing attacks against corporations that are located in:

e Brazil
e Saudi Arabia

Attack Vector
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As usual, this group gains access to an organization’s network and uses the psexec utility to execute the
ransomware. Also, it is important to mention that for each machine in the victim’s network, the threat executor

generates a password for the DiskCryptor utility. This password is passed via command line arguments to the

ransomware dropper.

Example of malware execution

Technical Analysis

In a nutshell, the malicious activity can be separated into two stages:
Stage 1 (Preparation):

e Create folder “C:\xampp\http*

e Drop DiskCryptor components into the folder

e Install DiskCryptor driver

» Register system service called DefragmentService

e Reboot victim machine
Stage 2 (Encryption):

» Setup bootloader to MBR and encrypt disk partitions using DiskCryptor software
e Clean up

e Reboot victim machine
Stage 1 (Preparation)

As the trojan uses the DiskCryptor utility, the first stage deals with installing this tool on a victim machine. The

malicious dropper stores DiskCryptor’s modules in their own resources.

32DCAPI.DLL
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DiskCryptor modules

Depending on OS information, the malware is able to choose between 32- or 64-bit DiskCryptor modules. The

necessary modules will be dropped into the “C:\xampp\http” folder.

2207 7 exe 2h38 B\CreateFile C:samppihttpdenypt sys
2207, 7 exe 2h38 B«Wr’rteﬁle C:s@mppihttpdenypt sys
2207... W7 exe 2h38 Bn[]nseFile C:aamppihttphdonpt sys
2207... W7 exe 2538 BnCreateFile C:aamppihittpdoinst exe
2207.... 97 exe 2588 BuWr’rteFiIe C:amppihitpdoinst exe
2207... 7M1 exe 2588 B;Dusel—“lle C:samppihitpdoinst exe
2207... 7 exe 2588 B;Createﬁle C:ampphitptdocon exe
2207 872 exe 2h88 BnWr’rteHIe C:'wamppihttptdocon exe
2207... 872 exe 2h38 B\Duseﬁle C:'wamppihttpdocon exe
Z207... 872 exe 2h38 B«CreateFile C:aamppihitpdeapi dl
2207... W7 exe 2h38 BnWr’rteHIe C:aamppihitpdeapidl
2207... W7 exe 2538 Bn[]nseFile C:wamppihitpdeapi dl
2207.... 97 exe 2588 BuCreateFile C:\Windows \System 32 drivers \donypt sys

The malware drops the necessary modules

After that, it launches the dropped DiskCryptor installer.

= 5 721 exe (3476) Cllzersh ... s e Desktoph 721 exe

""" cinst exe (3668) DiskCryptor installer suppott Cwamppihttpdcinst exe

Description: DiskCryptor installer support
Company:

Fath: C:wamppihtip\ddnst.exe
Command: “C:\xamppihtip'dcinst.exe”™ -setup

The call of the DiskCryptor installer

When DiskCryptor is installed, the malware creates a service that has SERVICE_ALL_ACCESS and
SERVICE_AUTO_START parameters.
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il i =

push
push
push
push
push
push
push
push
pop
push
push
push
push
push
push
call
mou
mou
mou
mou
mou
xor
mou
inc
lea
mou
mou
lea
push
push
push
mou
mou
mou
call
mou

ebp ; lpPassword

ebp ; 1pSEruicEStartHame

ebp ; 1pDEpendencies

ebp ; lpduwTagld

ebp ; lpLoadOrderGroup
[esp+5Bh+1pBinaryPathHame] ; 1pBinaryPathHame
ebp ; dwErrorControl
SERVICE_AUTO_START

ebx

ebx ; dustartType

SERUICE_WIN32_ OWM PROCESS ; deeruicEType
SERUVICE_ALL_RCCESS ; dubesiredAccess

esi ; lpDhisplayHame
edi ; lpServiceHame
eax ; hiCHanager
ds:CreateServicel

esi, eax

[esp+3Ch+var_C], ebx

eax, 2JEEBh

[esp+3Ch+Info], ¥8h
[esp+3Ch+var_24], eax
ECX, ECH
[esp+3Ch+var_1C], eax
ECX

eax, [esp+3Ch+var_28]
[esp+3Ch+var_28], ecx
[esp+3Ch+var_8], eax
eax, [esp+3Ch+Info]

eax ;: 1pInfo
ebx ; duinfolLevel
esi ;: hService

[esp+4Bh+var_28], ecx
[esp+4Bh+var_14], offset unk_13E4A98
[esp+4Bh+uar_18], ebp

ds :ChangeServiceConfig2y

eax, esl

The creation of the malicious service’s function

The last step of Stage 1 is to reboot the system.
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BOOL AdjustTokenPrivileges_ ExitWindowsEx()

{
HAHDLE wv@; ff eax@i
BOOL result; /Ff eax@?
HANDLE TokenHandle; // [esp+8h] [ebp-18h]@1
struct _TOKEM_PRIVILEGES MewState; // [esp+Ch] [ebp-14h]@3
vl = GetCurrentProcess();
if t0penProcessToken{ud, @x28u, &TokenHandle}
|| (LookupPrivilegeUalueW(@®, L"SeShutdownPrivilege”, HMewState.Privileges),
Hewitate . PrivilegeCount = 1,
Hewitate . Privileges[ @] .Attributes = 2,
AdjustTokenPrivileges({TokenHandle, @, &MewState, @, @, @),
GetLastError{}) )
{
result = B8;
H
else
{
result = ExitHiHUDNSEH(EHX_FDHEE|EHX_HEBDDT, DISP_E_MEMBERNOTFOUHD}) t*= @;
H
return result;
H

Force reboot function

Stage 2 (Encryption)

Using the DiskCryptor software, the malware sets up a new bootloader to MBR.

Description:  DiskCryptor consale

Company:
Path: C:\wamppthttpldocon. exe
Command: “C:'wamppihttpdccon.exe” -boot -setmbr hdd

The call for setting up a bootloader to MBR

The bootloader contains the ransom message for the victim.
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= 5 721 exe (3884) Chilsers'___. 0 0 _ . \Desktop 721 exe
"""" docon.exe (3108) DigkCryptor console CMommpphttptdocon.exe
DigkCryptor console Cwamppihttptdocon exe
DiiskCryptor console Cwamppihttptdocon exe
""" “ decon.exe (2232) DiskCryptor console C:'aamppthitpideocon.exe
docon.exe (3976) DiigkCryptor consaole C'wamppihttptdocon exe
dooon.exe (608) DiskCryptor console Cwamppihttptdocon exe
docon.exe (1852) DiskCryptor console CMommppthttphdocon exe
docon exe (2536) DiskCryptor console CMommppihttphdocon exe
docon.exe (1056) DiskCryptor console CMommppthttphdocon.exe
# “dccon.exe (628) DigkCryptor console Cwamppihttptdocon exe
“ drrnon eve (PRA4) DiiskCryptor console Co@amppthttptdocon.exe
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Ransomware note

After the bootloader is set, disk partitions would be encrypted using a password, previously specified as a

command line argument for the dropper.

-1 B 721 exe (3884) Chlsersh___ 00— ADesktop 721 exe
& “docon.exe (3108) DiskCryptor console Cwamppthittptdocon exe
& “docon.exe (1484) DiskCryptor console Cwamppihittptdocon exe
& idocon.exe (22372) DigkCryptor console Coamppthttphdocon.exe
& “docon.exe (3976) DiiskCryptor console Co@amppthttptdocon.exe
i “docon.exe (608) DiigkCryptor console CMo@mppthttptdocon exe
& ‘idocon.exe (1852) DiigkCryptor consaole Co@mmppthttptdocon .exe
& docon.exe (2536) DiskCryptor console Crommppthttptdocon.exe
# “docon.exe (1056) DiskCryptor console Cwamppthittptdocon exe
# docon.exe (628) DiskCryptor console Cwamppihittptdocon exe
& i dernn exe (ZRA4) DiskCryptor console CMommppthttphdocon.exe
it il P ¥nerononece nnecrved W CAWindows'\ Svstem 3P svchnst sve
Description:  DiskCryptor console
Carnpary:
Path: C:\wamppihttpldcocon. exe

Command: "C:\wamppihttpldocon.exe”™ encryptptd p 227 22002 22 I2 LT

The call tree of encryption processes

When the encryption ends, the system will be rebooted, and a victim will see a ransom note on the screen.

Your Data Encrypted,Contact For Key( mcrypt?B817@yandex.com OR citrix?23d@protonm
ail.com ) Your ID : 721 ,Enter Hey:_

Ransom notes
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Kaspersky Lab products detect this threat with the help of the System Watcher component with the following
verdict: PDM:Trojan.Win32.Generic.

Decryption

Unfortunately, there is no way to decrypt data that has been encrypted using the DiskCryptor utility because this

legitimate utility uses strong encryption algorithms.

I0Cs:

79ED93DF3BEC7CD95CEG0EGEE35F46A1
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