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TL;DR

¢ Gootloader malware is delivered to victims in a ZIP archive and the ZIP itself is designed to bypass detection.
e The ZIP archive is deliberately malformed causing many unarching tools to fail in analyzing it.

» However, defenders can take advantage of its unique format and behaviors to build detections.

The Gootloader developer has been involved in ransomware for a long time. Their role within ransomware has been initial

access: getting the foot in the door. Once the malware runs on a system, they hand their access to someone else.

In being responsible for this job, the Gootloader developer has incentive to ensure that their malware receives a low
detection score and can bypass most security tools. They’ve been very successful with this over the years. In years past,

Gootloader malware made up 11% of all malware we saw bypassing other security tools.

As documented by others (Huntress and an independent researcher), Gootloader returned in November 2025 after a hiatus.

According to Huntress, the developer is working again with the threat actor tracked as Vanilla Tempest: an actor currently
leveraging Rhysida ransomware. The aforementioned reports cover how the malware is being dropped and the second stage

of the malware; we’re going to discuss the first stage of the malware.

The first stage of the malware consists of a malformed ZIP archive, which can thwart some automated processes and human

analysis. We’ll take a deep look at the ZIP archive itself and discuss how defenders can take advantage of its shape.
Zip it up

When a user downloads Gootloader malware, they download a JScript file compressed in a ZIP archive. The JScript, when
executed, is responsible for kicking off the infection and spawning a PowerShell process which establishes persistence on

the infected system—but the ZIP archive itself shouldn’t be ignored.

From 2021-2023, we observed the Gootloader developer using a unique ZIP archive. The ZIP archive contained abnormal
characteristics, allowing us to consistently identify it as having been created by the Gootloader developer’s infrastructure. So
when the campaign resumed, we investigated the archive again.
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The characteristics of the latest version of the ZIP archive have changed, but it is again unique to the actor. The actor creates
a malformed archive as an anti-analysis technique. That is, many unarchiving tools are not able to consistently extract it, but
one critical unarchiving tool seems to work consistently and reliably: the default tool built into Windows systems. By being
inaccessible to many specialized tools (such as 7zip and WinRAR) it prevents many automated workflows from analyzing

the contents of the file, but by being accessible to the default Windows unarchiver, it ensures that the actor’s target audience

(potential victims) can open and run the JScript.
Bottom line up front (this is a ZIP archive file format joke)

The following summarizes the abnormal features of Gootloader’s ZIP archive. In the deep dive, we’ll discuss the file format
and illustrate how to observe the malformed features. The deep dive provides an educational resource, shows our findings,

and supports our detection recommendations.
Gootloader’s ZIP archives have the following features:

o The file consists of 500-1,000 ZIP archives concatenated together. Because ZIP archives are read from the end of the
file, the ZIP archive can still function properly. The number of ZIP archives concatenated together is random, and the
Z1P archive itself is generated at the time of download.

o = NOTE: We say the user downloads the malformed ZIP archive for convenience—what actually
happens is a bit more exotic and won’t be analyzed in depth in this post. Essentially, the user receives
an XOR encoded blob of data, which contains one ZIP archive. The blob is decoded and appended to
itself until it meets a set size. This happens on the victim’s hosts via their web browser. This prevents
defenders from detecting the ZIP when it’s passed over the network, but still delivers the hundreds of

Z1IP archives appended together. Randy McEoin discovered this mechanism and discussed it with us

privately.
e The ZIP archive’s “End of Central Directory” file structure is truncated: two critical bytes are missing from the
expected structure. This causes errors when some tools attempt to parse the End of Central Directory.
¢ For each of Gootloader’s ZIP archives generated, values in non-critical fields are randomized: fields such as “Disk
Number” and “Number of Disks” are randomly assigned, causing some unarchiving tools to expect a sequence of ZIP

archives which don’t exist.

The random number of files concatenated together and the randomized values in specific fields are a defense-evasion
technique called “hashbusting.” In practice, every user who downloads a ZIP file from Gootloader’s infrastructure will
receive a unique ZIP file, so looking for that hash in other environments is futile. The Gootloader developer uses

hashbusting for the ZIP archive and for the JScript file contained in the archive.

As aresult of hashbusting, defenders must create more dynamic ways of identifying these abnormal files on disk and
ensuring dynamic detections can identify malicious activity if the file is run, as it’s highly unlikely to get flagged by
antivirus or EDR based on static detection. See the final section of this report for detection methodologies and suggestions

for detection.
Deep dive

What good looks like

In this section, we’ll give an overview of what a normal ZIP archive is and look at a normal archive in analysis tools. We’ll
go into a fair amount of detail since file formats aren’t everyone’s specialty and some readers are most likely new to thinking

about file formats.
The normal ZIP archive

The following is a poster created by Ange Albertini breaking down a simple ZIP archive’s file structure. In his example, the
Z1IP archive under review contains a simple text file that reads “Hello World!” The top left of the poster shows the
hexadecimal content of the ZIP archive and the right side explains the color-coding showing the structures that make up the

file format.
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~$ unzip simple.zip
Archive:

simple.zip
extracting: hello.txt
~$ cat hello.txt

description

value

m——p-1local file header signature

Local File Header

archived file information

version needed to extract

compression method

PK\x03\x04
10 (default value)

compressed size
uncompressed size

Hello World!

© 1 23456 789 ABCDEF
g ﬁle data file data Hello World!\n
P .K 03 04 A 00 00 00 > DD o0 archived file content
D @D 00 00 00 oD 00 00 00 Hle
1.o. MW.o.r.l.d.!l06A.P .Koleo2 - central file header signature PK\x01\x2
: OA 00 4 version needed to extract 10 (default value)
40: 00 00 00 @D 00 00 00 09 . 140D
s0: 00 00 00 00! Central Directory compressed size oxeD
60: .x .t .P .K 05 06 list of local headers uncompressed size oxeD
70: 00 00 2B 00 00 0 r le name lel 9

Ff —

SIMPLE.ZIP

file name file name hello.txt
end of central dir signature PK\x05\x06
file1 Local File Header 1 total number of entries in 1
«file data> E the central directory
nd of ,

size of the central directory  @x3
file N Local File Header N
<file data>

Central Directory e e

Central Directory:
relative offset 1—
<file name>

relative offset N———
<file name>

ANGE ALBERTINI ‘g5

http://www.corkami.com

start = End of central Directory:
offset

/|P ARCHIVE

A visual breakdown of a ZIP archive file’s structure.

The file format contains three main structures: a local file header containing metadata just before each compressed file, a
central directory indicating where the files are located, and a section called “End of Central Directory”, which points to the
where the directory itself can be found. When the archive is read by an unarchiving tool, it starts with the End of Central

Directory as illustrated in the poster in the bottom left corner.

Gootloader’s ZIP, if it were normal

Below, we’ve unzipped the Gootloader JScript file and re-zipped it into an archive. We’ll use two tools to visualize the ZIP
archive’s structure: Malcat and ImHex. This ZIP archive only contains one file, so the structure is very simple and identical

to the file format poster above.

The following is an image of the archive loaded into Malcat. On the left is the layout, where Malcat identifies the Central
Directory and End of Central Directory at the end of the file (simply labeled “directory”) and the singular file within the ZIP
archive: Indiana_Animal_Protection_Laws_Guide.JS. In this image, Malcat also produces a report (highlighted in blue) that

summarizes the details of the ZIP archive’s central directory.
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Layout File information
Indiana_Animal Protection_Laws_Guide_rezip.zip
97828 bytes (95.5 KiB)
0374856c0237bfofe037513e2a022ae
25Fb81bd79cd731bbFA08a6b23F0727eef6cd862
d37769656ca9565ad3cf77f2b1049981d1e279a377cF156c25befB6029C5F38
T: 313aS6ecelese £f 7b842441948269d4bF9
Metadata
Yara signatures
Kesakode
Indiana_Ani @ malware hits (offline made)
(95.4 KiB)
Anomalies
Report
Archive
Number of Files: 1 Disk number: #0
Encrypted: no Zip6d: no
Comment: -
Files
Indiana_animal_Protection_Laws_Guide.Js
File size: 287.0 KiB Compressed size: 95.3 KiB bytes (ratio 301%)
| Compression: deflated(s)
TS Header offset: [ Attributes: 0x20
PKZip version: . PKZIP version needed: 2.
Modification time: 1985-05-25 ©0:40:38+00:00 OperatingSystem: FAT filesystem (MS-DOS, 0S/2, NT/Win32)(e)
Legend: Flags: e
Comment : -
R .. Hdr
W .. Code
R .. Data
RX .. Index
RWX .. Rsrc
n- . Dbg
.ol

High entropy

Low entropy

Malcat’s summary view of the normal ZIP archive.

The directory indicates that the archive contains one file, is not encrypted, has no comments, isn’t separated across floppy

disks, and isn’t using Zip64.

Within Malcat, we can view the Central Directory in the “structure view” which explains the values based on documented

standards for the file format.

* CentralDirectory:

<directo|@eee17d95: Signature: @x2014b50

<directo|@eee17d99: Version: ax1f

<directo|@@0e17d9a: OperatingSystem: FAT filesystem (MS-DOS, 05/2, NT/Win32) (@xe)

<directo|@e@e17dob: VersionNeeded: ex14

<directo|@oe017d9d: Flags:

<directo|@eoe17dof: CompressionMethod: deflated (ox8)

<directo|@e@e17dal: ModificationTime: 1985-05-25 94:48:38 (Bx0ab9p513)

<directo|@eee17das: Crc32: @x46b25cf4

<directo|@eee17dad: CompressedSize: @x17dse

<directo|@e@e17dad: UncompressedSize: ax47c26

<directo|@e0e17dbl: FileNameLen: ox27

<directo|@eee17db3: ExtraFieldLen: ex24

<directo|@00017db5: CommentLen: oxe

<directo|@eeel7db7: Diskstart: oxe

<directo|88@e17db9: InternalAttributes:

<directo|@eee17dbb: ExternalAttributes: ax2e

<directo|@eee17dbf: LocalFileOffset: #oxa

<directo|@e@e17dc3: FileName: "Indiana_Animal_Protection_Laws_Guide.js"

e ExtraField:

<directo|@ee@el7dea: FieldId: @xa

<directo|@00017dec: FieldSize: ax20

<directo|eeeal7dee: FieldData: ® 1 ${u-0q 9k|s{ngesiu~0gq
* EndOfCentralDirectory:

<directo|@e@017ede: Signature: ax6854b58

<directo|@eeel7e12: DiskNumber: exe

|<djrectu 8eee17el4: Diskstart: axe

<directo|000017e16: DiskEntries: ax1 (_[EndOfCentralDirectory

<directo|@eee17els: TotalEntries: ax1

<directo|@o@0l17ela: CentralDirectorySize: ax79

<directo|@egel7ele: CentralDirectoryStartOffset: #0x17d95

<directo|80@017e22: CommentLen: axa

Malcat’s structural view of a well-formed ZIP file’s Central Directory and End of Central Directory.

These high level views and the structural view are valuable for readability. However, it’s important to know and understand

that these values are just a series of hexadecimal values. The image below is the hexadecimal values as they appear from

Malcat. In this view, Malcat highlights the Central Directory and End of Central Directory structures as defined by the

standards.
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Indiana_|@eee17d85: B2 DB C8 AB D3 7C D3 92 A4 DB D8 Al 9B 2B FF @2 e | AL+ @
<directo|@eee17d95: 50 4B @1 @2 1F @9 14 06 60 00 @8 @@ 13 o5 B9 @A PKeey 9 [ 4=
<directo|@eee17da5: F4 SC B2 46 50 7D @1 0@ 26 7C 94 00 27 00 24 ea  [\JFP}e &|+ ‘' ¢
<directo|@@e@17db5: @0 20 62 80 @0 PO 20 @0 90 29 90 0D 90 P8 49 6E In
<directo|908017dc5: 64 69 61 BE 61 %ZH;};TB;:;;?B:’ 6C 5F 58 72 b6F diana_Animal_Pro
<directo|@@e@17dd5: 74 65 63 74 69 73 5F 47 75 69  tection_Laws_Gui
<directo|908017de5: 64 65 2E BA 73 OA B0 20 90 90 90 00 8. 91 e 18 de.js= art
<directo|@eee17df5: @0 24 BS A3 10 4F 71 @8 00 14 4B B4 oF B9 6E DC  ${ie0q IK{ofng
<directo|808017e085: 81 24 B5 A3 10 4F 71 08 988 58 4B 05 86 00 80 e8 @${&-Oq PK##

<directo|@e@@17el5: @@ @1 @@ @1 | EndofCentralDirectory | 8@ @8 8@ @eay o}e

Malcat’s hexadecimal view of a well-formed ZIP file’s Central Directory and End of Central Directory.

When analyzing files at this level we also use dedicated hex editing tools. Tools like ImHex and 010 Editor allow the user to
set a pattern to identify the major sections, as well as the individual components of those sections. In the image below, a
pattern based on the ZIP archive standard is used in ImHex. With the pattern, ImHex highlights each part of the structure.
The pattern also generates a table with the parts broken down. In the image, the Central Directory is selected and highlighted

in the hexadecimal view.

01 File Eait view Workspace Extras Help Indiana_Animal_P. rezip.zip (x
0O E

[@ Hex editor X CH Data Inspector X O
Address 00 01 02 B3 04 05 06 67 08 09 OA 0B

F6 6A 98 AB 71 ED 20 7D D8 FE B8 E6 j..0.-} Name Value
2€ 17 55 20 4 &7 2F SF OE &5 2E .U Binary 8001018800
e uinm 8
A F4 5C B2 46 56 7D 01 00 26 7C B4 inté_t
20 $ vintlé_t
E 64 69 6E 61 SF 41 6E 69 6D 61| | . Indiana_Anima int16_t
3 74 69 &F 6F SF 4C 61 77| [L_Protection_Lan
6A 73 BA 00 20 5_Guide.js
A3 10 4F 71
BS A3 10 4F 71 B |..n._$

1331776
13

B pattern Data x

Main

h'd

Hame 1 Start

BXOBO17EQE  Ox008 3 22 bytes Endofcentral { ..
BxBOB17EGE
BxBoB17|
BxXBBB17|

Central Di : i BxBOO17ELS
Total Ci 2 y es BxB0017E18
ntral BXBBO17ELA

ntral ory 0x0O017ELE
entLength 0x080017

BXBBO17095 y
0x00017095 yte CentralDirec
0x00017095
BXBB017099
0x00017098 9 Tl 20
0x00017090. 7 7 neralPur { compressionOption
BXBBO1709F ¥ CompressionMet Compr nMethod
6xBB0170A1 7DA: 2 t 00:48
0X00017DA3
0xBBO17DAS
0x000170A9
0x000170A0
0x000170B1
6xB001708
0x00017085
0x8001708
0xB8817DB9
0x000170BB  0xB6017DBE

0x17095 - Ox17EGD (Bx79 | 121 b

The well-formed ZIP archive loaded and parsed by a pattern in ImHex.
Based on these tools we can summarize some of the following key features of this ZIP archive:

o The ZIP archive contains one file.
¢ The file is 287 KB uncompressed.

¢ When compressed, the one file is 95.3 KB in size.

In these examples, the ZIP archive follows the standard. Next we’ll look at the ZIP a user downloads from websites infected

by the Gootloader developer.

What bad looks like

The following ZIP archive is the original ZIP that contained the JScript file “Indiana_Animal_Protection_Laws_Guide.js”.
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(34.7 miB)

gap
<directory>

overlay
(41.3 MiB)
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File information

File name: Indiana_Animal_Protection_Laws_Guide.zip
File size 79808564 bytes (76.1 MiB)
MD5 ablca65e2a76a831b4badcF23813c4

SH 93f3191736126f@a9%b8abc3b3cafc51c2a8bdcle
a9badeRe71c225ba71ffc795ececf29323d9d966c5f6408ba3ff7d8f1bacas39

Tiifese. abl189e5f327688Fdf d4ab2bd96ale955fe27efcc5co0d375bb3es

Metadata
Yara signatures

Kesakode

@ malware hits (offline mode)

Anomalies

entropy: UnknownOverlayMediumToHighEntropy

headers: LocalFileAndCentralDirectoryFieldDifferent(12)
strings: BigStringHiScore(256)

Report
Archive
Number of Files: 1 Disk number: #8
Encrypted: no 7ip6d: no
Comment: 04 0 |pE;8\?F0 v-Ull  /ayywOF9/®+§0) ASIISU-q<%m; 8aVEOIIE 4 j%~5-5@PIn0bwxz}HE Psildoile

1AS|A"LIA. 8¢ pAIUK gliSUU20£R551MIE2ER/ IPUNAUIHL " VEATAOXIGECS ,K2pEI4126" | &Y N3 | KcPbgQizim {w- v VP; 8°+apl+315A8GL } 3%RAEGOTTDGY:

" ,EFGoECI20 uSr 0 yivzéaUnknown tag name

Z1P archive containing the “Indiana_Animal_Protection_Laws_Guide.js” JScript file.

Immediately, we notice a lot of anomalies. First, the total size of the ZIP is 76.1MB in size: 819 times larger than the normal

ZIP archive we just reviewed. Yet, if the file is extracted from the archive, the file is only 287KB.

Second, we also see a very different structure in Malcat’s layout diagram, as pictured above. According to it, the file consists
of 34.7MB of compressed data, followed by a gap, the Central Directory, and then an overlay—essentially data appended to
the end of a file outside of the file’s normal structure. This is all abnormal. This is indicative of Malcat struggling to make

sense of the file.

In investigating the parsing failure, we find the End of Central Directory is malformed in this ZIP file. When we compare

just the raw bytes between the ZIP files we see an immediate problem: they aren’t the same length, and not all parts of the

structure are accounted for.

Well-formed

Malformed

The End of Central Directory has fields that must exist and be the expected number of bytes, even if they’re empty. In this

case, the “Comment Length” field is missing. By adding these back in using a hex editor, the parser can now identify the

504B0506000000000100010079000000957D01000000

504B05060000000000000100F2050000F8810100

End of Central Directory. However, this doesn’t solve all the problems.
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08 01 82 ©

4D 77 61
4n

20
4B 05 @
80 01

o

B Pattern Data >
Main

v

¢ Number
Central Directory Di
Central Directory Entr
Total Central Directory Entries
Central Directo
Central Directory Of

Number

; Size

08 09 GA 6B BC 6D OE BF

B8xB3B1CBCH

ASCII

Value
B8b00EAEERE

. 6 Name
0DtBykM
Ufn NL

Binary

half float
bfloatls

F Point
sLEB128

ul FR1

alue
End0fCentral { .
101818256
8

2

Size
22 byte:

Type

BxB3B1C8CT

ImHex with the two bytes added to the end of the file. The Pattern Data also shows the color coding
identifying the End of Central Directory’s fields, but doesn’t highlight other structures of the file.

Malcat’s anomaly engine highlighted one of the other issues with the ZIP archives: multiple elements of the local file’s

metadata differ from what’s in the central directory. That is, both the local file header and the central directory should

contain identical information about the file, but in this file, that’s not the case.

In this example, the following fields mismatch:

v " Virtal File System
Indiana_Animal_Protection_Laws_Guide js
v K4 carved Files

92.9 MiB

*~

A local file header field is different than the corresponding central
directory field

LocalFileAndCentralDirectoryFieldDifferent headers M keep

type error

category headers
LocalFileAndCentralDirecto)
12 location(s)

0x0008601e (<LocalFiles+le) 1 bytes

ex022c8fee (<Centralbirectory>+2e39 bytes

x0000000a (<LocalFiler+a) 4 bytes

ex022c8fcc (<CentralDirectory>+c) 4 bytes

0x00086012 (<LocalFile>+12) 4 bytes

x022c8fda (<Centralbirectory>+144 bytes

0x00000016 (<Localfile>+16) 4 bytes

0x022c8Fd8 (<Centralbirectory>+184 bytes

0x00000004 (<LocalFile>+4) 2 bytes

x022c8fc6 (<Centralbirectory>+6) 2 bytes

exoe0aea0e (<LocalFiler+e) 4 bytes

0x022c8fde_(<Centralbirectory>+104 bytes

Layout File information
Indiana_Animal_Protection_Laws_Guide.zip
79808566 bytes (76.1 MiB)
216acfa612f6e227e469chb8b994a736
16 1
123a6b391chbebe3
TL
(3.7 nig) Metadata
Yara signatures.
Kesakode
gap © malware hits
Anomalies
entropy: UnknownOverlayMediumToHighEntrop:
headers: LocalfileAndCentralDirectoryFieldDifferent(12)
Report
ey Archive
(a1.3 HiB) Number of Files: 1 Disk number:
Encrypted: no zipea: no
Comment : W4 0 jpl;0\*Fl+ v-Ull  /&yywOF9/®:§9) ASOISU-q<%m;aaVSOITE & %~6-§
R.0biUK glu§Ui20ER0a10IE2ER/IVNAUL ' VEATAUXIGECO ,X2pElXi20" |&5 NI | ¥cpbgQlzan {w-waVP; ¢°+ap]
%", EfGOECI20}uSr 0" yivzeaUnknown tag name
Legend:
R .. Hdr
W .. Code

Malcat analysis of file highlighting the mismatches between the Local File Header and Central Directories.

Version to extract

Modification time

CRC32 (cyclic redundancy check; that is, a hashing method to help detect errors)

Compressed size
Uncompressed size
File name length in bytes

File name

The following table shows the mismatches in this file. We observed these fields mismatch consistently across files we

reviewed—and some values such as “version to extract” and “modification time” are seemingly randomized.

Structure

Version  Modification

to time

CRC32

Compressed Uncompressed File File name

size size name
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extract

Local file 2010-02-13
0x34

header 19:05:12

Central 2024-05-06
0x14

Directory 20:15:38

https://expel.com /blog/gootloaders-malformed-zip/

36 KB 89 KB
0x34
(0x22b1390)  (0x555b776)
21 KB 97 KB
0x1a20400c
(0x1425f8c) (0x5ceb041)

length
0x1 /
0x27 Indiana_Animal_Protection_Law

For most unarchivers, the mismatch of the CRC32 would be enough to indicate corruption of the file contents and cause

decompression to fail, so it’s unclear which specific elements cause specific unarchivers to fail.

More than one

By creating a YARA rule looking for static features of the Local File header and End of Central Directory, we find that the

two structures aren’t each occurring one time in this file as expected. They both occurred 803 times.

fles (2.+.0)
v “3 Virtual Fie System
Indiana_Animal_Protection_Laws_Guide s
Files

v 14 Carved.

tags mabuare
find_structures
find_structures

929 M8

odd packaging
50100

matching
4803 occurences) (50 48 03 04 34 00 00 00 08 00}
1 (803 occurences) 50 4B 05 06 00 00 00 00 00 00 01 00 F2 05 00 00 F8 81 01 00 )

® indana
00000000

4 70 Ce 35 74 5C-62 46 9¢ LocalFile J6 87 55 05 01 00 00 00 2F E&

20,

i F2 SE 3C 7F F8 B0 SE BF BE 6 26 29 16 49 EQ CE-AL F9 3C 99 79 4F DE BE A6 FD FE E6 C9 D1 BB C6

~ |7 Hoxadecimal (F2)

> sy ek
131720108 Fcleruz /26 Wit
5" 168aTVxeGE< (5,082 [oivl12eT 08
mrl\‘(hummmwdl:' =apo
<FafPraGIC e 148610700 Rixfatd
az-7y9A a7 : 4o

xaeybosazain
houfasiAc Bajel) b 7(..;!)‘@‘-:
SmeXoudd3{ HH GPhCag] 30/ ‘J;'
L ~8oA=5S12IQN2 e Amenbs, N 10Gow LT
(5225 3ughk-onise] e srerie
Jaeo]. 7 ok

[ 711 Auﬂ:l!‘lyewcv.h
Jraaroyagnanoutid-ertick aah

iVBim, 10

ot theos
z )=pats- Oyol ey

Malcat’s identification of 10 bytes of the Local File Header flagged by the YARA rule. The results on the left
indicate that each pattern has matched 803 times.

Since the actor appends identical ZIP archives together, the End of Central Directory always points to the same hard-coded

address for the Central Directory, allowing the directory to point to the expected file. This allows the ZIP to function despite

the random size.

From anti-analysis to action

There is much more that could be said about the ZIP archive, but there’s an important question to answer first. What can we

do with what we know already?

Detecting the ZIP archive

We can use what we know to detect Gootloader’s malformed ZIP archives. The following YARA rule can consistently

identify the current ZIP archives (November 11 to the time of this publication; however, the methodology for creating these

archives may change once this report is public). The YARA rule looks for specific ZIP characteristics in the local file header

at the start of the file, more than 100 occurrences of the same local file header, and more than 100 occurrences of the End of

Central Directory with specific characteristics.

rule gootloader_zip_archive_2025_11_17 : malware {

meta:

— «

name = “gootloader_zip_archive”

description = “Detects unique ZIP archive format used by Gootloader”

created = “2025-11-17”

reliability = 100
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tlp = “TLP:CLEAR”
sample = “b05eb7a367b5b86{8527af7b14e97b311580a8ff73f27eaalfb793abb902dc6e”
strings:

$zip_record_and_attacker_zip_parameters_hex = { 50 4B 03 04 ?? 00 00 00 08 00 } // check file header
$end_of_central_directory = { 50 4B 05 06 0? 00 0? 00 00 00 01 00 ?? ?? 00 00 ?? ?? ?? 00 }

condition:

$zip_record_and_attacker_zip_parameters_hex at 0
and #zip_record_and_attacker_zip_parameters_hex > 100

and #end_of_central_directory > 100

}
This YARA rule is on our GitHub.

We chose to use a YARA rule for this because it helps you when investigating to know for certain this tactic was used. The
malicious JScript is more complex to detect: similar to the ZIP archive, it has a large deal of randomness, and it’s also
disguised to look benign. The Gootloader developer uses a benign JScript file, which is usually 10,000 lines long and hides
100 lines of malicious code within it. Reviewing the script manually—or even in a sandbox environment—may not easily
expose its functionality. However, detecting the ZIP file provides analysts a pivot point to identify the malware in the

environment and start investigating further.

Running from the ZIP

After a user downloads the ZIP archive, they’re likely to double-click it. If the Windows unarchiver is their default
unarchiver, it’ll open the ZIP folder in File Explorer. Most users will double-click the JScript file, which by default will run
the JScript using Windows Script Host (WScript). Since the file isn’t explicitly extracted from the ZIP and saved to disk,

WScript will execute the JScript from a temporary folder. The process tree will look as follows:

¥  explorer.exe CAWINDOWS\Explorer.EXE
is wscript.exe "C\Windows\System32\WScript.exe" "C:\Users\Admin\AppData\Local\Temp'

The process tree for the JScript execution via WScript.

This happens because when a ZIP archive is opened, a temporary folder is created containing the ZIP archive contents.
However, this provides a detection opportunity because the majority of users shouldn’t be running JScript files from a ZIP

archive. The detection should look for Wscript executing a JScript file from the “AppData\Local\Temp” folder.

This also raises the question, should your users be running JScript files directly at all? Over the years, we’ve consistently
seen malware bypass other security defenses by being delivered as a JScript file. They can do this because the JScript file
itself is just a text file. However, by default, if a user double-clicks a JScript file, it’ll be executed with WScript. This is due
to a Windows setting indicating that the default program to open JScript files is WScript. This default setting can be
changed with a Group Policy Object (GPO). We recommend changing the default program to Notepad, which

prevents execution of the file when double-clicked.
Note: If the default is changed, power users can still execute JScript files if they need to.
Beyond the ZIP archive

As documented in the Gootloader is Back post, the current JScript does the following:

e Creates an .LNK file in the user’s Startup folder (C:\Users\<username>\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup). Files in this directory are run when the computer starts up.

¢ The .LNK points to another .LNK in a random directory chosen by the JScript.

e A second JScript file is dropped in that same random directory and is pointed at by the .LNK file.

After the user double-clicks the JScript—and after every computer restart—the .LNK will execute the second .LNK, which

in turn executes the second JScript file. This is another detection opportunity.
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When the .LNK file executes the JScript file, it does so with CScript and it runs from the same directory as the JScript file.
As a result, the JScript is run with no directory specified. The JScript is also executed using a NTFS shortname. NTFS was
developed in 1993 as part of Windows NT, and the short name is used for legacy systems that can’t handle longer file
names, shortening them to six characters, followed by ‘~1’ in most circumstances. Features like NTFS shortnames have
been with Windows for a long time, but their appearance is fairly rare, which gives us a detection opportunity. We

recommend having a detection for CScript executing a JS file using a NTFS shortname.

Process tree
~ cscript.exe

Process Command \Device\HarddiskVolume3\Windows\System32\cscript.exe "WORKWI~1.JS "

Process SHA256 9521fchb41599fbee8f44182f77e19f0fca97d4e8199b1e8d97fcad66b5abbdb2 + 370/ 71
Started At 2025-12-16T17:49:03Z

File Name cscript.exe

Commandline execution as surfaced by Workbench.

When executed, the CScript will spawn PowerShell, which is also highly unusual and worth a detection. The PowerShell in
turn spawns a second PowerShell instance containing a heavily obfuscated command. We recommend a detection focusing

on the process genealogy of Cscript spawning PowerShell.

Process tree
v cscript.exe

v powershell.exe

v powershell.exe

The process genealogy resulting from execution of CScript executing the JScript file.
Goot-bye and goot-riddance

Looking at the first stage of a Gootloader infection allows us to detect and prevent Gootloader at its earliest point. Over the
years, we’ve seen the Gootloader developer change their malware time and time again, but by understanding the details of

their campaign, we’re able to prevent them from getting a foothold within environments.

Copies of the first stage ZIP file can be found on MalwareBazaar with the Gootloader tag.

Gootloader defense summary

1. Prevention and hardening
1. Reassociate JScript extensions:
1. Use Group Policy Objects (GPO) to change the default “Open with” association for .js and .jse files
from the Windows Script Host (WScript.exe) to Notepad. This ensures that if a user double-clicks a
malicious script, it opens as a text file rather than executing.
2. Attack surface reduction:
1. If JScript is not required for business operations, consider blocking wscript.exe and cscript.exe from
executing downloaded content or restricting them entirely.
2. Detection opportunities
1. Detection should focus on the abnormal behavior of the ZIP archives and the subsequent process execution
chain.
1. Monitor for wscript.exe executing a .js file located within the AppData\Local\Temp directory.
2. Monitor for the creation of .LNK files in the user’s Startup folder pointing to scripts in non-standard
directories.
3. Flag instances where cscript.exe executes a .js file using legacy NTFS shortnames (e.g.,
FILENA~1.js).

4. Alert on the specific process tree: cscript.exe — powershell.exe
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Source: https://expel.com/blog/gootloaders-malformed-zip/
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