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The Lazarus Group has splintered off a group whose mission is to attack banks and steal money in order to fund

its operations.

SINT MAARTEN—The Lazarus Group, a nation-state level of attacker tied to the 2014 attacks on Sony Pictures

Entertainment, has splintered off a portion of its operation to concentrate on stealing money to fund itself.

The group, widely believed to be North Korean, has been linked to a February 2016 attack against the Bangladesh
Central bank that resulted in more than $850 million in fraudulent SWIFT network transactions, $80 million of

which still has not been recovered.

At the Security Analyst Summit, researchers from Kaspersky Lab and BAE Systems explained how the splinter
group, known as Bluenoroff, has almost exclusively hit financial institutions, casinos, financial trade software

development companies and cryptocurrency businesses. The group has also been connected to an attack earlier
this year against banks in Poland, based on code strings and wiper malware discovered and known to be part of

Lazarus’ arsenal.

Tactics, techniques and procedures of financial attacks
attributed to the Lazarus group

Lazarus is widely considered to be the group behind multiple, devastating cyberattacks
including the $81 million heist of Central Bank of Bangladesh, at the beginning of 2016,
and several other attacks against banks worldwide. While conducting their operations,
hackers follow a set of tactics, techniques and procedures which allow them to quietly
penetrate targeted systems and gain access to critical ones.
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While investigating Lazarus’ financial attacks, Kaspersky Lab researchers were able to identify 150+ different
malware samples related to recent group’s activity.

Kaspersky Lab products successfully detect and block all known malware used by the Lazarus group.
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Vitaly Kamluk of Kaspersky Lab and Adrian Nish and Sergey Shevchenko of BAE Systems today published an

update on Lazarus and Bluenoroff, pinning to them their unique interest in SWIFT software. SWIFT is a global

network supporting financial transactions and messaging between institutions. The attackers, researchers said,
aren’t looking for smash-and-grab bank robberies. They learn the inner workings of SWIFT software and develop
and implement patches that allow the attackers to steal significant amounts of money without leaving a trace

behind on the hacked systems.

Dries Watteyne, SWIFT head of customer security intelligence, also appeared at SAS and said the attackers had
intimate knowledge of how the SWIFT network processes transactions and messages between financial

institutions.

“They had sophisticated knowledge on a business level,” Watteyne said. “They were able to make sure all

messages sent from the bank and statements from the U.S. bank were hidden.”

Watteyne explained that with an international transaction of U.S. dollars, emitters send payment instructions to a

U.S. bank, which remits an acknowledgement before sending funds to an offshore bank.

The attackers used stolen credentials to inject custom malware at the bank that was able to delete all payment
instructions from the targeted database, modify SWIFT messages, including start- and end-of-day statements, and

also bypass integrity verification checks built into the system.

The Lazarus Group is alleged to have leaked mountains of sensitive data from Sony Pictures Entertainment in
2014, including emails, movie scripts and other confidential information. Following the Sony hack in January

2015, the U.S. levied sanctions against North Korean defense agencies, two other government agencies and 10

individuals. The Executive Order explaining the sanctions came two weeks after North Korea suffered a DDoS

attack that disconnected much of the country from the Internet.

Lazarus Group’s interest in profit is relatively new, the researchers said. They’ve adopted a number of tactics
preferred by cybercriminals, including watering hole attacks to compromise financial targets. In these attacks, a
website of common interest to the target is attacked and spiked with malicious code designed to exploit a

vulnerable browser or piece of third-party software.

BAE’s Nish said they used iframes to redirect browsers to sites hosting scripts that check for vulnerabilities,
deliver exploits and payloads. Most of the Bluenoroff attacks were initially focused on Southeast Asia and

developing countries. Starting with the Poland attacks, their bravado grew and was much more global.

The link between Bluenoroff, North Korea and Lazarus gained steam, Kamluk said, from an analysis of a
command and control server in Europe used in attacks. The researchers determined how the attackers connected to
the server and tested their backdoors using multiple IPs from around the world. One short connection, however,

was made from an IP range in North Korea.
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LATEST OPSEC FAILURE

From the server logs of a C2 in Europe:

2017-01-18 02:54: Apache Tomcat started on port 8080
2017-01-18 04:10: HTTP GET view.jsp (via VPN in France)
2017-01-18 04:10: Testing bot (via VPN in France)

2017-01-18 08:12: Testing bot (via VPN in Korea)

2017-01-18 11:12: Testing bot (from IP in North Korea)

inetnum: 175.45.176.0 - 175.45.179.255
netname: STAR-KP

descr: Ryugyong-dong

descr: Potong-gang District

role: STAR JOINT VENTURE CO LTD
address: Ryugyong-dong Potong-gang District
country: KP

Kamluk said the attackers’ installation of cryptocurrency mining software crashed the server and likely kept the
attackers from properly wiping their traces. While none of the researchers would commit fully to attributing North

Korea to these attacks, the evidence does indicate some involvement.

“If it is North Korea,” Kamluk said, “we know very little about its current motivation and use of offensive

capabilities.”
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