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 Tool: SslMM

Names SslMM

Category Malware

Type Backdoor, Info stealer

Description SslMM is a full-featured backdoor used by Naikon that has multiple variants.

Information
<https://securelist.com/the-naikon-apt-and-the-msnmm-campaigns/70029/>

<https://securelist.com/analysis/publications/69953/the-naikon-apt/>

MITRE ATT&CK <https://attack.mitre.org/software/S0058/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.sslmm>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:sslMM>

Last change to this tool card: 14 May 2020

Download this tool card in JSON format

All groups using tool SslMM

Changed Name Country Observed

APT groups

  Naikon, Lotus Panda 2010-Apr 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b1730405-072e-4ccf-bc0d-38f543bfa1ec

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b1730405-072e-4ccf-bc0d-38f543bfa1ec
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