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 Tool: RaidBase

Names RaidBase

Category Malware

Type Loader

Description (Palo Alto) A loader Trojan that Scarlet Mimic has used to execute FakeM.

Information
<https://unit42.paloaltonetworks.com/scarlet-mimic-years-long-espionage-targets-

minority-activists/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:RaidBase>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool RaidBase

Changed Name Country Observed

APT groups

  Scarlet Mimic 2015-Aug 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a80f05cc-9d93-40a9-9f33-258e8a7fda69
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