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Locky Ransomware switches to the Lukitus extension for Encrypted
Files

By Lawrence Abrams
Published: 2017-08-16 - Archived: 2026-04-05 15:03:52 UTC

Today a new Locky Ransomware variant was discovered by Rommel Joven that switches to the .lukitus extension for
encrypted files. It is important to note that if you are infected with this ransomware, you are not infected with the Lukitus
Ransomware, as some sites may call it. You are instead infected by Locky, which is using the .lukitus extension. There is a

difference.

According to Derek Knight, this variant is currently being distributed via spam emails that have subject lines of < No
Subject > or Emailing - CSI-034183_MB_S_7727518b6bab2, which contain zip or rar attachments with JS files. When

these JS files are executed, they will download the Locky executable from a remote site.
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To Barbara1985@dirca.at

Message | | | July-August2017.5ar (4 KB)

Good Day,

Please see attached email bill request from July-August 2017,

Yours Sincerely,
Teresa
D35481

€ 5ee more about 3 I:' ~

Spam Email

Once the file is downloaded and executed, it will scan the computer for files and encrypt them. When this Locky variant
encrypts a file it will modify the file name and then append the .lukitus. When renaming the file, it uses the format
[first_8_hexadecimal_chars_of_id]-[next_4_hexadecimal_chars_of_id]-[next_4_hexadecimal_chars_of_id]-

[4_hexadecimal_chars]-[12_hexadecimal_chars].lukitus.

This means that a file named 1.png would be encrypted and named something like as E87091F1-D24A-922B-00F6B112-
72BB7EAGEADF.lukitus.
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Files encrypted with the Lukitus Locky Ransomware Variant

When Locky has finished encrypting the computer, it will remove the downloaded executable and then display a ransom
note that provides information on how to pay the ransom. The names of these ransom notes have changed for this version

to lukitus.htm and lukitus.bmp.
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111 IMPORTANT INFORMATION 1!

All of vour files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
Lt ikipedi ikiRSA_(crvptosystem

ikipedia.org/v
http://en wikipedia org'wiki/Advanced Encryption Standard

Decrypting of your files is only possible with the private key and decrypt program. which is on our secret server.
To receive your private key follow one of the links:

If all of this addresses are not available follow these steps:
1. Download and install Tor Browser: https:/www torproject.org/download/download-sasy html
2. After a successful installation. run the browser and wait for initialization.
3. Type in the address bar: g46mbrrzpfszonuk onion/ES7091F1D24A920B
4. Follow the instructions on the site.

1! Your personal identification ID: E&7091F1D24A922B 1!
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Locky Lukitus Ransom Note

At the time of this writing, the Locky Decryptor TOR payment site has the ransom set to .49 BTC or approximately $2,000
USD.
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We present a special software - Locky Decryptor™ -
which allows to decrypt and retum control to all vour encrypted files.

Lang

How to buy Locky Decryptor™?

m

You can make a payment with BitCoins, there are many methods to get them

‘You should register BitCoin wallet:

Simplest online wallet or Some other methods of creating wallet

Purchasing Bitcoins, although it's not yet easy to buy bitcoins, it's getting simpler every day.

nendations

localbitcoins.com (WU) Buy Bitcoins with Westem Union
coincafe com Recommended for fast, simple service
Payment Methods: Western Union, Bank of America, Cash by FedEx, Moneyagram, Money Order. In
NYC: Bitcoin ATM, in person
localbitcoins.com Service allows you to search for people in your community willing to sell bitcoins to you directly,
cex.io Buy Bitcoins with VISA/MASTERCARD or wire transfer.
btedirect.eu The best for Europe.
bitguick.co Buy Bitcoins instantly for cash
howtobuvhitcoinsinfo An interational directory of bitcoin exchanges
cashintocoins.com Bitcoin for cash
coiniarcom Coinjar allows direct bitcoin purchases on their site
anxpro.com
bittvlicious.com

Send 0.4948 BTC to Bitcoin address:

Locky Decryptor Payment Site

It is not possible to decrypt the Locky Ransomware Lukitus Variant
Unfortunately, at this time it is still not possible to decrypt .lukitus files encrypted by the Locky Ransomware for free.

The only way to recover encrypted files is via a backup, or if you are incredibly lucky, through Shadow Volume Copies.
Though Locky does attempt to remove Shadow Volume Copies, in rare cases ransomware infections fail to do so for
whatever reason. Due to this, if you do not have a viable backup, I always suggest people try as a last resort to restore

encrypted files from Shadow Volume Copies as well.

For those who wish to discuss the Locky ransomware or need support, you can use our dedicated Locky Ransomware Help

& Support Topic.

How to protect yourself from the Locky Ransomware

In order to protect yourself from Locky, or from any ransomware, it is important that you use good computing habits and
security software. First and foremost, you should always have a reliable and tested backup of your data that can be restored

in the case of an emergency, such as a ransomware attack.

You should also have security software that contains behavioral detections such as Emsisoft Anti-Malware or Malwarebytes.

I also recommend trying a dedicated ransomware protection program like RansomFree.

Last, but not least, make sure you practice the following good online security habits, which in many cases are the most

important steps of all:

¢ Backup, Backup, Backup!

¢ Do not open attachments if you do not know who sent them.

» Do not open attachments until you confirm that the person actually sent you them,

¢ Scan attachments with tools like VirusTotal.

¢ Make sure all Windows updates are installed as soon as they come out! Also make sure you update all programs,
especially Java, Flash, and Adobe Reader. Older programs contain security vulnerabilities that are commonly

exploited by malware distributors. Therefore it is important to keep them updated.
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» Make sure you use have some sort of security software installed.

e Use hard passwords and never reuse the same password at multiple sites.

For a complete guide on ransomware protection, you visit our How to Protect and Harden a Computer against

Ransomware article.

Update 8/16/17 7:21 PM - Updated with information about spam distribution.
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Hash:

SHA256: 29fc7875aac4e84fcbb5f76cIbb5T1ebadbb19eb4398cha5505050809b088035
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The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/locky-ransomware-switches-to-the-lukitus-extension-for-encrypted-files

Page 5 of 5


https://www.bleepingcomputer.com/news/security/how-to-protect-and-harden-a-computer-against-ransomware/
https://www.bleepingcomputer.com/news/security/how-to-protect-and-harden-a-computer-against-ransomware/
https://hubs.li/Q048zztN0
https://hubs.li/Q048zztN0
https://hubs.li/Q048zztN0

