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Threat actors usually depend on some sort of a first stager to drop their malware, one good candidate for this
mission is AutoIT scripts because of their capabilities of interacting with COM objects, calling DLLs’ functions,

and simulating user interactions.

In this story, we’ll discuss some important tips for analyzing AutolT malware and we’ll apply those tips to a real-
world sample from the wild. We’ll also write a couple of python scripts to automate the analysis and to extract and

decrypt the config of the Remcos agent.

Delivery

AutolT scripts can be delivered in two ways:

1. An au3 script, which requires AutolT to be either installed on the system or it could be shipped with the
script.
2. The script could be compiled with the interpreter itself as a standalone executable. In this case, we’d need

to extract the script from the exe file using either Exe2Aut or MyAut2Exe .

Important Functions

Like any other scripting language, there are some specific functions and macros that malware authors could use to

perform their nefarious tasks, the following is a list of the functions that are prone to be abused by malware
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authors:

D1lCall()
D11StructCreate()
D11StructGetPtr()
D11CallAddress()
IsAdmin()
ObjCreate()
ObjectGet()
BinaryToString()
StringToBinary()
Binary()
BinaryLen()
AutoItSetOption()
EnvGet()

Eval()

Execute()
InetGet()
ProcessList()
RegRead()
ReglWirite()
FileRead()
FileWrite()
ShellExecute()
ShellExecuteWait()
Run()

RunAs()

Sleep()
StringReverse()
TCPSend()
TCPRecv()
UDPSend()
UDPRecv()

And here is a list of macros that could be abused by malware authors:

@AppDataCommonDir
@AppDataDir
QAutoItExe
@AutoItPID
@AutoItX64
@CommonFilesDir
@ComputerName
@ComSpec

@CPUArch
@DesktopCommonDir
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@DesktopDir
@DocumentsCommonDir
OFavoritesCommonDir
@FavoritesDir
@HomeDrive
@HomePath
@HomeShare
@LocalAppDataDir
©@0SArch
OProgramFilesDir
@ProgramsCommonDir
@ProgramsDir
@ScriptDir
@ScriptFullPath
@ScriptName
@StartMenuCommonDir
@StartMenuDir
@StartupCommonDir
@StartupDir
@SystemDir

@TempDir

@UserName
@UserProfileDir
@WindowsDir

Refer to the AutoIT documentation to understand what each function and macro does, links in the references

section.

Example From The Wild

During one of the incidents that I have engaged with, I found a Remcos agent that has been delivered as a UPX

packed binary wrapped inside an AutolT script. The script has been delivered separately from the interpreter

alongside a batch script that glues everything together and executes the script.

Sogni.tmp

This script starts by adding MZ to a file named Mia.exe.com then, it copies the contents of another file called

Dai.tmp to the same file, the Dai.tmp file contains the AutoIT interpreter without MZ at the beginning. This

trick usually being done to bypass the security controls that inspect the files with the MZ header.

Press enter or click to view image in full size

[=] Sognitmp E3 |

Set qrrERvIAVNVWIJvgiQUWUZZYchpligp=ping localhost -n 30
2  Set SpOnPAwFwpguvakQuusKbxXAoTpEVMCTDAngllG=M
3  <nul set /p = ":EpOnDhw
¢ findstr /V /R "~PlRpRvL]
5 copy Arteria.tmp ¥
6 start Mia.exe.com ¥

CtDANGl1CE2" > Mia.exe.com

Sogni.tmp Contents
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Then a file named Arteria.tmp will be passed to the interpreter to be run. The Arteria.tmp is the file that

contains the malicious AutolT script.

Arteria.tmp
By examining that script, we can see that it is being obfuscated with four techniques:

1. A custom-written obfuscator has been applied.
2. Declaring switch cases inside a loop that will only be executed once.
3. Wired variable and function names.

4. Declaring functions and variables that are never being used.
Identifying the De-obfuscation Function

De-obfuscating the malware is very crucial to have a successful analysis, mostly, the de-obfuscation function is
the function that is being called the most, in this case, a function called faBwnHc is the function that is being

called the most and it’s not an AutoIT function (custom written) so this is the most suspected function.

To make it harder for analysts, the function itself applies the same obfuscation techniques 2, 3, and 4 that have
been mentioned previously so, we need to defeat them in order to understand how to deobfuscate the rest of the

script.

Defeating unnecessary loops and switch cases:

The loops and the switch cases always have the same pattern as follows:

<variablel1> = number1 ;@ number that determines the switch case
<variable2> = number? ; a not used variable

Do ; the start of the loop

switch variablel ; start of the switch cases

case numberX
statements

case numberY

statements

case number ; the case that contains the statements
statements ; that will get executed.
ExitLoop ; to exit the loop so, it runs only once

case number?Z

statements
EndSwitch
Until numberW
Next

So, for defeating this technique, we have to remove the unnecessary code. The following python function has been

written for that purpose:
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After running this function and saving the returned semi de-obfuscated script, we’ll get a clearer view of the

script’s deobfuscation function.

HPonc faBwnHe (SFRIzSkwlHom, SXkKcaI)
SvenfigoebChb =

Sapp¥invm = Execute (StringReverse(")2 ,'."' ,moHUwkSzIWWS (tilpSgnirti5™))

HPor SJRsbg = 3447-3447 To UBound{Szpp¥Onvm) - 1

SvGEnfjgoblhb &= Execute (StringReverse (") IacEkXs - [QbsRJS [mvnQYppas (wrhC"))
Hext
“Beturn SvGnfjgoblhb

EndFunc

Deobfuscation function

Defeating a custom written obfuscator:

By manually going through the function to further understand what it does, we can see the following:

ElPone faBwnHe (Snumbers string, Ssub number)

Sdeochfuscated string =
Snumbers list = Execute (StringSplit (Snumbers string, ".', 2))
HPor Sindex = 8447-8447 Teo UBound (Snumbers list) - 1
fdeocbfuscated string & Execute (Chrw(Sfnumbsrs list[findex] - Ssub number})
Hext
-Beturn Sdeebfusseteq_striﬂg
EndFunc

The deobfuscation function deobfuscated

It accepts two arguments, the first one is a string of numbers separated by dots however, the second argument is
just a number. The function splits the first string then it loops over the numbers list and subtracts the second
argument from each number, then it converts the result to a character and concatenates those characters into a

string, that string will be the de-obfuscated string.
A python function has been written to follow the same de-obfuscation technique.

And another function that automates the deobfuscation by looping over all the function calls and replacing them

with the deobfuscated string

Once the script gets de-obfuscated, we can have a clearer idea of what is going on.
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Press enter or click to view image in full size

= DliCAll("atdll.dll™, "int", "R sttess, ", 2, "pur~, DLIStuctGeLPLr{3pHRcKiINIGKE), =dword™, DLISTructBessize(SphhoxilxjgBkE), "ptc", DLISUructSetPts (STEMsCHYNIVIUGE),

Logal $puilwdlnifl = DMlStructCreste(“byse(” & SPRasSUVRACKYl€] & *1°, DilStruceGetPur(SplihcxiIxIoGkEN)

Semi de-obfuscated script

Defeating the unnecessary declared variables and functions:
The malware author has stuffed the script with so many unused functions and variables, to defeat this obfuscation
technique, a python script has been written to tokenize the script and remove the unused declared functions and

variables as follows:

Defeating the weird named variables and functions:
Now, we need to manually go through the script to understand what it does so we can rename the variables and the

functions with meaningful names.

Buffer Decompression
The function that is originally called ZsMuinqgKkZyNasdzfRZygWqdvdbo is responsible for decompressing a buffer

that was originally being compressed with an inflating compression,

Press enter or click to view image in full size

» DilStructSetPrz|SpRcrilxjgOkE}, "dword”, DLiStructlecSize(SpiRexilxjg@iE), "prr”, DI1StruccGerPrr{STEMcOpNHYvfucE), "dword"

Buffer decompression

Killing Switches

For evading AV sandboxes, the malware checks the computer name and halts if the computer name is one of the

known names that AV products use, for example: tz which is being used by Bitdefender , NfZtFbPfH which

is being used by Kaspersky , and ELICZ which is being used by AVG . It also halts if it found a file named
aaa_TouchMeNot_.txt underthe C:\ directory, mostly is trick is being used to avoid self-infection and to evade

Defender AV Emulators.

Press enter or click to view image in full size
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If {(Execute ("EnvGert ('COMFUTERNAME')") = "tz") Then Execute ("WinClose (AutoltWinGetTicle () 1
If {(Execute("EnviGet ("COMPUTERMAME")}"™) = "NEfZtFBPIfH") Then Execute{"WinClose (AutoltWinGetTitle()) ")
If (Execute ("EnvGet ('COMFUTERMAME')}") = "ELICZ™)} Then Execute("WinClose (AutaltWinGecTitle())"™)
If {(FileExists("C:\aaa TouchMeMor .ctxc")) Then Execute ["WinClose (AuctoltWinGerTicle ()} "}
Kill Switches
Anti Analysis

The function that is originally named YINhpDElbjgxIsNhKUV , applies an anti-analysis technique where it gets the
number of milliseconds that have elapsed since the system was started then it sleeps for a number of milliseconds
and it recalculates the number of milliseconds that have elapsed again, then it calculates that delta and exits if the

difference is either bigger than the delta + 500 or smaller than the delta - 500 .
Press enter or click to view image in full size

E Fane anti analysis(fslesp count)

ftick count 01 = D11Cell ("kernel32.dll™, "long™, "GetTickCount"}) [O]
D11Call{"kernel32.411™, "DWORD", "Sleep™, "dword", Sslesp count)
Stick count 02 = D11Call ("kernel32
Stick delta = ftick
If Hot -:{_S':isk_dei:a+5_':):‘=55i-35p_:c-'-_'-:': and (s:i:k_cie":a—fiI){=$sieep_c-9unt) Then Exit
_Stisk_coi;n':_cz = D11Call ({"kernel32.dl1l"™, "long", "GetTickCount", "GecTickCount"[0]
Stick delta = §tick count 02 - Stick count 01

~If Hot {{5ti-:k_deita+£:Z}):Ssleep_:ou:’.': and (SZiSk_dE‘ltE—E::}{=$Si&'£‘p_s-9ijﬁt) Then Exit
EndFunc

Anti Analysis

Process Hollowing
The function that is originally called wJKkYYrSKDWGKUxnJpLSngpYQJY takes a binary buffer and a command line

that points to the path of the same process to be spawned by passing the command line to CreateProcessW .

Press enter or click to view image in full size

IPung ¥ IKKYYSKDKGKURRIPLIRTRYOTY

Local SCMMbTAL = DI1Struct

18cructIechata (SONMDTRL, 1, Sbinary buffes)

]

- Dliges

Spawning itself

It calls the function that was originally named iIGEjbvuSPKbstetiETZTXUzxISkJG for calling

NtUnmapViewOfSection to hollow out the contents of the spawned process then it calls the functions that were
originally named oRnvqSVbsowWGStGmLInlz and YRZhNmLxfZ to call VirtualAllocExNuma to allocate a new
memory region inside the hollowed process.

Press enter or click to view image in full size
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SviNPascpBM += 2

Local S17¥MiD
Local Shumxriffovy
Bl If 5SS Ev Then

SbvmxriTEOVD = VirtualAllocExNuma (§ProcessHandle, §G5gldefEFR)
il If @error Then
FovmuriTFOVD = VircualAllocExNuma at_addresa(fProcsssHandle, $fbzjLJZKpUXAKS, $GggldegEF)
If @error Then
HuUnmapViewOfSection(SProcessiandie, 3bzilJZipUXAKS)
FEbvmurilfOVU = VirtualAllocExNuma at address(fProcessHandle, FbzjLJIEpUKAKE, FEggldelEF)
F EndIf
EndIf
s £i1j¥MID = Troe
| Else
SpvmxriTEOVU = VircuslAllocExNuma at_address(SProcessiandle, SbriLJSKpUXARS, $GggldeCEFR)
Bl If Gerror Then
SoNDLvyxgbk = NtUnmapViewDfSection($ProcessHandle, SbzjLJZKpUXAKS)
SLvmrriTIOVU = VircualAllocExNume at_szddress (§fProcessHandle, Sb2)LJINpUXAKS, SGggldefEF)

= EndIf
EndIf

Hollowing
Then, it calls WriteProcessMemory to write the binary buffer.
Press enter or click to view image in full size

SVREST = D11Call{"kernel32.dll", "bool", "WriteProcessMemory®,handle", $ProssssHandle,"prr", ShvmxriTfOVU,"ptz®, SUXLL

“duord_prrt, $CggldeQEF,"duord_ptest, 0)

Writing the buffer
It calls VirtualProtectEx to add the execution permission to the newly created region.

Press enter or click to view image in full size

SVREST = D11Call {"k

", $ProcessHandle, "ptr", SbvmxriTfOVU

", S$GggldeQEF,

Adding execution permissions

Then, it calls SetThreadContext to point the thread’s entry point to the newly created section, finally, it calls

NtAlertResumeThread to resume the suspended thread.
Press enter or click to view image in full size

SVRAEST = D11Call{"k

GIEyFFa, "por", D11STrucGGersPLr{SLIEgic))

SVREST = D1lCall ("atdll.d1l®

SWgm¥nGFfEYFFa, "long=*"™, 0)
Resume thread

Dynamically dumping the injected buffer
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After we understood how it injects the buffer, let’s dynamically dump it out to continue our analysis.

Get Amged Wageh'’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
Firstly, let’s hollow out the contents of the anti-analysis function so it wouldn’t bother us.
% Func Y1NhpDE1bjjgxT=NhEOV {SglgnayEBdE)
EndFunc

Defeating the anti-analysis function

Now, let's open the AutoIT interpreter in x32dbg and adjust the command line to pass the script as an argument

and reload.

Press enter or click to view image in full size
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, B (5 \® Change Command Line -
BEAS 0O = LasiError 00000000 (ERRDR_SUCCESS)
1180 S8 FERGEEFD |81 | "c:isersiaL ot Machine De sk ing e\ CEPO0 L TMF s exe. com” Arteria. gy LastStatus 0000000 [STATUS.SUCCESS)
|
« ED SROL0000 l; [ 6% 0038 F5 0053 -
- 4 |e| & n ¥
b BETD 08 | e — - - =1
. GFRTOF |Bavzx eix,wird pEr dis[edi] 1" g = | Defaur (stdeal) 5 L Unlecked
= S IF [E5p+3] DGOU0GO0
I — & L__'3t lespes] noooooon C
dword pTr 55:[eEp=4]=[0046FEI0] =0 3: [esp+l] FFFDEGDD
esiaFFFFFFFE 4 [es3p+10] DOABECFD =
4 I.cn.u MOZREEAR T g8
_EewrsTOF11047 ATd11.d11:fa104T 91487 b m v

=re, Weoumoz | S4Due3 | Geouwd | doums | 8 weh1 [ eellocs | st |
|_r_|ldd'us ek |

ASCTY
IDESO000 (BB 44 24 04|CE €2 04 O0|CC 90 €3 S0|CC C3 90 90| LOS.IN.. 1 LIX
TDEEQ0LO £B 40 24 mlrs 4% 04 06|74 05 EE AL|D 02 00 BB|.LE.G
7DE80020|01 0O 00 O0(C2 20 00 90|60 84 234 DC|O2 0O 00 G4 ..
FDESONID| 4 o0 0 o050 00 BA 10fo0 E8 70 8308 &5 12 04,
DEEQDA0| 64 A3 00 00|00 00 58 BD|7C F|oD 85 8F £ Bi
7DESO0ED| 07 00 0C 64|E9 0O 00 90|00 o -:o :A 01 57 KB BE FE|..
IDEED06| 00 00 B8 FO|SE EE 23 IB|OT cO EE FB[C2 20 00 90|..
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TDEEQ0R0 FF 74 24 K |FF 74 74 a8 €8 B8 n'a 92|00 8K 00 90 y[i ,-
e | e L E |
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Command: ) Defair =]
e e——— Teras Wanted Detugoing: 0:0:42:31

SHAAFCFO

COABFEOS | “KER "

OIOF4ELE

GHAAFCFO &
TREEACID ntﬂn 'UiEll'KD

IDIUF 1697

43FCBO
DEFOFF3|Fetusn To Atdll, TDEFOFFI frés atdll, TOFRI07A ™
¥

x32dbg command line
Set a breakpoint on IsDebuggerPresent , WriteProcessMemory , and NtAlertResumeThread .

Since it is an AutolT script, it will call IsDebuggerPresent to check whether the script is being debugged or not.
Once the breakpoint hits, follow the instructions until you get to the memory location where it holds the

BeingDebugged flag in the PEB then, change the flag to @ so if by any chance there is any other check it fails.
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B cPu | _ilog | [liNotes | @ Breakponts | B memoryMap | [J collstack | Smsen | lof saipt |
®| FDB6394B 64:A1 15000000 mov eax,dword ptr Il [15] [C
®| 7D8632951 BE40 30 mov eax,dword ptr ds -

EIF g OFBG40 02 movzx eax,byte ptr d
®( 70863358 c32 ret
®| FDBE3959 CC int3
®| FDBE3I95A CcC int3
®| 7DBG395E B int3
®| FDEG395C CC ints
®| FDB6395D CcC int3
®| 7D86395E BEFF mov edi,edi oL
®| 7DB&3960 55 push ebp
®| 7D863361 BBEC mov ebp,esp
®| FDB6Z9G3 B3EC 10 sub esp,10
®| 7TDE8G39G6 56 push esi
®| 7D863967 57 push edi
®| 7DB&33685 FF75 08 push dword ptr ss:[[ebp+&]
L ?D|SESE|E-EI 23C0 XOr edx.edx
'l I

eax=FFFDEODO
byte ptr ds: [eax+2]=[FFFDEQO2]=0

.text:7DB63954 kernelbase.d11:$13954 #12D54

&

24 Dump 1 | &Y% Dump 2 | 244 Dump 3 B4 Dump 4 B4 Dump 5 8 watch 1 | lx=] Locals | 4 struct |
Address L=y
FFFDEOOE (DO ®0 FF FF|FF FF 00 00|80 00D D0 O2|F7 7D 00 1E(|L.¥V¥VW....ua<Fus
FFFDEO1?=®=30 OO0 00|00 OO0 0D 00|98 00 OO0 21(F7 7D OO0 OO
FFFDEDQ22 (00 OO OO0 OO0(0Q0 QO OO 00|00 0O 10 BA(C& 7D 00 00D =
FFFDEDQ3Z2 (00 OO OO0 OO(0QD QO OO 00|04 0O OO OO(00 OO 50 42|. Oiea o oot C cicin (2
|=|=||=|1|-_I'Id.'.' E7 7N FE _FFIFFE 2TF N _nnlnn i nn ol EEFE N0 nind =Tsmne?

4 T
Command:
| Paused | Dump: FFFDEOOZ -> FFFDEOD2 (0x00000001 bytes)

BeingDebugged flag

Once the CreateProcessW ’s breakpoint hits, change the arguments of the function to change the create flag to 4

to create the process in a suspended mode.

Press enter or click to view image in full size
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" :
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CreateProcessn

3 Ll Hide FPU
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FF75 18 EST  QiD4A050 L s Wiuser s\ aLORMachi ne
FE7S 14 . 01  008C7EHO egnr
FETE 10 [ebpe10] 1230 "
bl EIF  7CO7I030 <kernel32,CreaterTacerin
A 00

EFLAGS 0000233
Eg HIe0100 ZF 1 PF 1L AF O
o3 2800 OF 0 SF O OF O
95 Ra TR IR
a6
30 LastErrar 00800000 (ERROR.SUCCESS) =
5 f— == v
BEFF mow edi,edi CreateProcesss HE
& e - | et (sicealy w8 12 ] uriocked

[esmeaT Goouoeon F
{esp+8] DIDAIFAR LUCIHAUSErs ALDLMEChE M )
LESReC ]| 00000000

— e
ed1=0QECTIL0 THER”

SAextrTODTI00 kernel32.d17:514030 #11030 ofreatefrocessio '

o1 | Wloum2 | $Uoumd | e | G5 0wms
Address

Hex
FFFREQD2 QI 00 FF FF|FF FF
FEFORQLZ | 36 00 00 O0(00 o0

B8 wiatch 1 | 1oeltoces | st |

AIO4IFAB| LUC1 W \USEr S ALOLMACNT e’ \DESKTOPY LT emp \ IXP

00 00| B0 00 00 O2|F7 7D OO

285

FFFOEQ22 (00 00 00 O0[0d 00 | T
DTOHADSD L7CH WIUSEF S\ ALDAM RS re VD e SKT SR\ T ema\, \EXP
DOHEFCCD

FFFDEO22| 00 00 00 00|00 00
FEFOEQHZ|F7 70 FF FF|FE 3F
FRTOEOL2 G0 00 90 QA |FE 7L

5
e

lgzzs

FFFDEOE2 | FO FF 04 0|00 00 7O O o0 0D

FrrmEss % or @ ga|Es e 5 5o 0 50 5o = bt e 7
o o i [ o v
‘Command: l&fu“ -
[ Pused |[mea at {7207 10001 | Time Wersted Debugong: 0:10:56:32

Create in suspended mode

Then, attach another debugger to the newly created process. make sure that the same breakpoints are being set and

resume the process.

Once resumed, it will hit on the CreatePricessW with a creation flag of 4 .
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Press enter or click to view image in full size
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T ) Gosa0eE 7 =
oot | doumo2 | BHowwos | ehoum e [ doumes | %mﬂn [ eiiocats [ & struct | ,.M EES| ¥ exUT o N1S, exe, BOA0RES Yrom T
Address | Hex T 02(68180] L"Ci\ \users\\aL0LMachine\\Desktog'\ Temp\ ) EXPO0L, TMPY \i1a, exe. con = |
00801000 (83 31 61 6C|00 £8 7 A4]03 00 65 89|87 8% Da. E 3
00801010 5¢ 1= 02 00|59 o300 5 335753 58 by jgcogooco
onaninza | E4 c
00801030 |00 £8 34 1 o 28000003 |
Az les 2 T
v i '
peair =] [
[ Paused | msbreakoint ot skemels2 CreateProcessW> (O700) | Time Wasted Debugging: 0: 1:45:21

Suspended process creation

After running the debugger again, it’ll hit on the VirtualAllocExNuma , by checking the first parameter which is a

handle to the process in which it allocates a region of memory, we can see it’s a handle to the lastly created

process.

Press enter or click to view image in full size

T P P PPV U — P
EtvwRegstration {FFFFaE0-0000-0000-0000-0000 280 .. D 1d0 [ 540
Etwlegirbason  (IMHRS0-0000-0000-00000000200...  Dxidd
EtwRegstraton  (fFFa20-0000-0000-0000-0000200... Owid3 Lo 1% D5
o Etwflegstraton  [FFSB0-0000-0000-0000-000260,.,  wlde conheil e EL
TO[87 § EtwRegstraton  [fHas0-0000 0000-000000002¢0...  nled bnlcgontae a8
€6 (8% & Etvfegstraton  [fFFa0-0000-0000-0000-0000200...  Ow1F0 plorerexe =00 048
b Erefegatasen  (1HHB50-00000000-00000000300. .. Dwitd Bl || vBosTray.ene % 003
L Fe Bevce i 200 | ProcassHackenen 165 DL
Teread B, e 18k D3l T e
::m M ot oom (2364) () rbepads +. e 0%
(7oDFeF) ¥ 0 | o (- —
i ; KEy HﬂMI,SCFI"\\.!&.E xwarmw [ 1] = i B

Process handle

The second parameter reveals that it allocates the memory in the 0x400000 base address.

4: [esp+i0o]
L: Teso+141
F «wirtualallocExNumas 1|

mp 4 B4 Dump 5 | @Watd'lililﬂ

ASCII

return to mia.

]

00400000

8 89|B7 83 00 E8|fDa..ecH..F
o 68|23 B7 83 00 x...w.ﬁn..l_l 00001000
1 00(68 99 BF B3| EK...YAB.N. 00000000

7 83|00 E8 2E 1F|.e:...YAh. . _
=2 RTIRZ NN FR AN WA B ¥

[ 3

O0BC7210(mid. exe.00BCT3

Base Address

By inspecting the allocated memory via Process Hacker and we can see it’s empty as of now.
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I | Mia.exe.com (2964) (0400000 - 0x47a000) (o &=

00000000 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeevennnnnnnnas -
00000010 00 00 00 00 00 Q0 00 OO0 00 00 00 00 00 00 00 00 seweeissnennnaaas (W
00000020 00 00 00 00 00 Q0 00 00 00 OO0 00 00 00 00 00 00 seweeiwsneannaaas
00000030 00 00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 seweessnsasnaaas
00000040 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeevvennnnnnnas
00000050 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 .&.eeeeenennnanan
00000060 00 OO 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 seweeissnoannaaas
00000070 00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 seweeissneannaaas
00000080 00 0O 00 0O 00 QO 00 00 00 OO 00 00 00 00 00 00 sewsessnsannaaas
00000090 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeeveennnnnanas
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .&.eeeeenennnanan
000000k0 00 OO 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 seweeissncannaaas i
000000c0 00 00 00 00 00 Q0 00 OO0 00 00 00 00 00 00 00 00 seweeissncannaaas E
00000040 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeeveennnnnanas [
000000e0 00 OO0 00 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 seeevennnnnnnnas
000000£0 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 ..eeeieenennnanan
00000100 00 00 00 00 00 Q0 00 00 00 OO0 00 00 00 00 00 00 seweeissneaannaaas
00000110 00 0O 00 00 00 Q0 00 OO0 00 00 00 00 00 00 00 00 seweeissseannaaas
00000120 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeevennnnnnnnas
00000130 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeevevnnnnnanas
00000140 00 0O 00 00 00 Q0 00 OO0 00 OO0 00 00 00 00 00 00 .s.eeeeieenennnaaas
00000150 00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 seweeissncannaaas
00000160 00 OO OO0 00 00 Q0 00 OO0 00 00 00 00 00 00 00 00 seweeissncannaaas
00000170 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeeveennnnnnnas
00000180 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 seeeveennnnnnnas
00000190 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 ... eeeeeneananan
00000120 00 OO 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 seweeissncannanas

L TaTaTa R B "N

[ Re-read ][ Write ” Go to... ][mbytespermw v] [ Save... ][ Close ]
————————————————————————————————————

Allocated memory

AN AN An AN an AN AN an o an o an an an o an

Once we let the WriteProcessMemory function runs, it will write the buffer into that region of memory, which

appears to be an executable.
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P

7 |Mia.exe.com (2964) (0x400000 - 0:472000) o B S

00000000 44 5a 90 00 03 00 00 00 04 00 00 00 ££ ££ 00 00
00000010 B& 00 00 00 OO0 00 00 00 40 00 OO0 00 00 OO0 00 00f.eeeuan.. Bsan s
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q00f.eeeeesenannnanas
00000030 00 00 00 00 00 00 OO0 00 00 00 00 00 08 01 00 O0f.eeeeesenannnanas
00000040 0e 1£ ba O 00 b4 09 cd 21 bE 01 4c cd 21 54 68)........ I..L.!'Th
00000050 &9 73 20 70 72 &€ &7 72 &1 &d 20 &3 61 6e Ge &f|is program canno
00000060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20§t be run in DOS
00000070 64 6L 64 65 2e 04 Oz 24 00 00 00 00 00 QO 00 S T R
00000080 76 34 44 aé& 32 5c f5 32 5c 2a £5 32 S5c
00000090 86 cO db £5 20 5c f5 86 c0 49 £5 93 Sc
000000&a0 26 cO d& £5 2c 5c f5 3b 24 ae £5 33 5c
000000k0 ac fc ed £5 30 5Sc £5 09 02 29 £4 2b 5c
000000c0 09 02 2 £4 08 5c £5 09 02 2e £4 10 5c
00000040 3b 24 b3 £5 27 5c £f5 32 5c 2b £5 39 5d
000000e0 a5 02 23 £4 &d 5c £5 a0 02 d5 £5 33 5c
000000£0 a5 02 28 £4 33 5c 2a £5 52 69 63 &8 32 5c
00000100 00 00 00 00 00 00 00 00 50 45 00 00 4c 01
00000110 45 14 99 &1 00 00 00 00 00 00 00 00 =0 00
00000120 Ob 01 Oe 00 OO0 OO O3 00O 00 50 00 OO0 00 40
00000130 40 3£ 07 00 00 50 04 00 00 30 O7F 00 00 00
00000140 00 10 00 00 OO0 02 00 00 05 00 01 00 00 00
00000150 05 00 01 00 00 a0 00 00 00 a0 07 00 00 10
00000160 OO0 00 00 00 02 00 00 B0 00 00 10 00 00 10
00000170 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 weeessesanaaanas
00000180 00 00 Q0 00 OO0 00 00 00 20 96 O7 00 50 02 00 00 .ewwun.. e [ TS
00000190 00 50 07 00 20 46 00 00 00 00 00 OO0 00 00 00 00 .P.. Fevewansnas
000001a0 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 weveesesanananas

AAAAATTA A0 A0 AN A8 AN Aaf A Aan Aa Aan Aan An Aan AN

Re-read ] [ Write ] [ Go to... ”16 bytes per row v] [ Save... l [ Close i

ro

[
=N

L b b b b

[ U~ U L ~ LR U 1]
h
ey
-~
#*
-~
*
T

21

[ T S % N I L )
[ T R T N I

[ e T v e |
(=== SRR TR TR T TR TR TR -1
[ ]
=
g
i

[
L)
[
L]

Written buffer
Now, we can hit the save button to dump the buffer on the disk.

By checking dumped file via PE-Bear, it appears to be a UPX packed binary and the Section headers need to be
fixed.

Press enter or click to view image in full size

@ PE-bear 05.3.2 [C:\Users\ALDLMachine\Desktop\wiiteup\Miz.exe.com_0:400000-0:72000.bin) (== =)
File Settings View Compare Info
4 [ Mizexecom 0x400000-0x7a0... ~| X ‘o 51 5] W &

DOS Header alr

® 1 2(3 485 6783 ABCDETE 01234567835 ABCDEF
2F3D0 00 00 00 00 00 04 00 00 00 00 A0 00 09 00 00 0B
2F3E0 00 00 0O 00 0O 0 00 00 00 0O 00 0D 02 00 00 OO

@l 005 stub
- NT Headers

Sigaature 2FSF0 00 00 00 00 00 0O Q0 00 00 0O 00 00 00 00 00 00

File Header 2F400 00 00 09 G0 09 00 90 00 OF 0O 90 00 99 00 00 00
Optional Header 2410 00 00 00 90 00 00 90 00 0O 00 G0 0D 00 00 00 40
Section Headers 2F420 00 00 00 00 00 0O 90 00 08 DG 00 00 08 00 00 00
Tectons SEAZ6__AA_OA_AAAA_BA_BA_AN AL BA_AA_AR_AK_ GO0 AR A

£ vpxo Disasm: UPKL | Generol | DOSHdr | RichHdr | FileHdr | Optional Hér | SectionMors | M Imports | M Resources |  TLS | ™ LoadConfi |
4 8 v T+ =
= EP = 2F3D0 - - —
& e lame  Raw Addr. Rawsize Virtual Addr. Virtuzl Size| Characteristics Ptrto Reloc.  Mum. of Reloc. Mum. of Linenum,
Overly UPXD 400 o 1000 44000 EDO00030 o 0 L]
il . UPKL 400 0 45000 000 |ewooo o ] 0
> asic 2FE00 4400 75000 5000 0000040 o L] o

£ | Raw & % Virtual & %
£ |4 2000
,’_: [UPxa] [UPX0]
§ ZEE0D
3 Tsec]
= 45000
£ TOPXI]
g
5 ehm |
b — e
heck for updates

PE-Bear inspection

Page 13 of 21



https://medium.com /@amgedwageh/analysis-of-an-autoit-script-that-wraps-a-remcos-rat-6b5b66075b87

For fixing the headers, we need to make the raw addresses point to the same location as the virtual addresses, and

we need to recalculate the raw size respectively.

Press enter or click to view image in full size

4 Sections P TP PP TIPTP T — |
£ uP | Disassm:upiy | General | DOSHar | RichHar | FileHdr | OptionalHdr | SectionHdrs | Imports | # Resources
+ 5 uent + @
=p EP = T3FD0
't - Mame  Raw Addr. Rawsize Wirtual Addr.  Virtual Size |Characténstics Ptrto Reloe.  Mum. of Reloc.  Mum. of Linénum.
Overlay B UBXD 1000 000 1000 44000 E0000080 0 o 0
bUPXL 45000 30000 45000 30000 E0000040 i L] a
bosrc TSOOD 5000 75000 5000 CO000040 0 0 0
=IF =
ﬁ Raw F x| Virtual
2
Z
2
=
=
=z 45000
E [UPKL]
z
W
,E,- 75608 73608
- [I= frsre]

Fixing the section headers

We also need to make sure that the base image points to the same base where we dumped the binary, which is

correct in this case.

[T BT L] T T O 1 O T O 1N O 1 O W O Y o N W L S R I

Disasm: UPX1 General DOS Hdr Rich Hdr File Hdr Optional Hdr | Section Hdrs | ™
Offzet Mame Value Value
120 Magic 10B MT32
122 Linker Ver. (Major) E
123 Linker Ver, (Minor) ]
124 Size of Code 30000
128 Size of Initialized Data 5000
12C Size of Uninitialized Data 44000
130 Entry Point T3FD0
134 Base of Code 45000
- 132 Pﬁ of [lata 75000
: 13C Image Base 400000
o || ST o
H 144 File Alignment 200
148 05 Ver. (Major) 5 Windows XP
144 05 Ver. (Minar) 1
i 14C Image Ver, (Major) 0
;' 14E Image Ver, (Minor) ]
: 150 Subsystem Ver. (Major) 5
i 152 Subsystem Ver. Minor) 1
il 154 Win32 Version Value 0
Checking the Image Base

Once we fix the headers, the import table will be fixed and populated automatically.

Press enter or click to view image in full size
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| pisasmeupi | General | DosHar | michwar [ Filerar | optionsitar | Sectionars | ® Impons | 8 Resources | 8 7Ls | # LoadConfig

+* + B
Ofest Harne Fune. Count Bound? OriginalfirstThun TimeDsteStamp  Forwarder MarmeRMA Furzt Thunk -
T2 ADVAPEZ. Il 1 FALSE L o 0 9755 TEFC
Tah GORLdN 1 FALSE 0 o e} 19765 9704 =3
o648 goiplus.dll 1 FALSE L o '} T57GF HC T
Ta55C KERWELIZDLL 4 FALSE 0 o o T977E 79714
76T SHELL3Z.dIl i FALSE L1} o a 19788 9T
a5 SHLWAPLAI 1 FALSE L] (] 0 10784 4730
o508 urlman.dll 1 FALSE 0 o [} 19740 9738 15}
urlmen.dil [1 entry ]
Callvis Hame Qrdinal Oniginal Thunk  Thunk Farwarder Hint
Ta738 UALDownload ... - - 79844 - a

The import table

As an anti-packing technique, the author has set the optional header’s checksum to @ , so we can’t unpack it

using the UPX binary, however, we still can unpack it manually.

Disasm: UPX0 | General | DOSHdr | RichHdr | FileHdr | Optional Hdr | Section Hdrs | ® Imports | ™ Resou
Offset Marme WValue Walue
130 Entry Point 1000
134 Base of Code 45000
138 Base of Data 75000
13C Image Base 400000
140 Section Alignment 1000
144 File Alignment 200
148 05 Ver, (Major) 5 Windows XP
144 05 Ver. (Minor) 1
14C Image Ver. (Major) 0
14E Image Ver. (Minor) i]
150 Subsystem Ver. (Major) 5
152 Subsystem Ver. Minor) 1
154 Win32 Version Value 0
158 Size of Image TA000
15C Size of Headers 400
160 Checksum _
164 Subsystem 2 Windows GUI
4 166 DLL Characteristics 8000
8000 TerminalServer aware

Checksum set to 0

The UPX packed binaries have two sections, UPX@ , AND UPX1 .The UPX1 section has the unpacking routine
and once it runs, it writes the unpacked binary into the UPX@ section so, we can add an execution hardware
breakpoint on the UPX@ section, once this breakpoint hits, that means that the binary has been fully unpacked and

the execution flow has been transferred to the newly unpacked binary.

Press enter or click to view image in full size
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gl Memony map

Type Memory map
PE32 Offset Address Size
PE Header 00000000 00400000 00001000
Section(0)['UPXD’] 00001000 00401000 00044000
Lo ELLLL Section(L)['UPX1] 00045000 00445000 00030000
virtual address 00001000 section(2)[' 00075000 00475000 00005000

File offset 00001000

Endianness Architecturs

LE

UPXO0 is empty

Open the UPX packed binary in x32dbg, get to the UPX@ section in the memory map, and follow that section in

dump.
10050000 | 00033000 | Reserved PRV
10089000 | 00007 000 PRV
10090000 | 000FDO00 | Reserved PRV
10180000 | 00003000 | Thread 8D0 Stack _— PRV
10190000 | 00004000 E LT MAP
I01AD000 | 00001000 Wl Follow in Cum PRV
WO1B0000 | 00067000 | \Device\Harddiskvo i W i MAP
11220000 | 00007000 R Memory ko Fil PRV
10227000 | 00073000 |Reserved (00220000) IEI# 4 ¥ PRV
102A0000 | 00001000 | api-ms-win-downlewvel-advi . IMG
I02A1000 | DOOD3000| . text” A ||[Domenent ! IMG
HI2A4000 | 00001000 | ".rsrc” Bl | B IMG
10ZB0000 | 00001000 | api-ms-win-downlevel-usef < Find Pattern... Ctrl-+8 IMG
102E1000 | 00001000 ".text"” 1L : IMG
I02E2000 | 00001000 ".rsrc” il (FmkEch Mo IMG
102E3000 | 00001000 “.reloc” Fi ; IMG
2 : ind references to region

WIZ2C 0000 | 00001000 | api-ms-win-downlevel-ver; H g IMG
102C1000 | 00001000 . text” IMG
102C2000 | 00001000| ".rsrc” B Allocate memary IMG
W)2C3000 | 00001000 ".reloc” IMG
102D0000 | 00001000 | api-ms-win-downlevel-norr B8 oo ey IMG
10201000 | 00001000 | ™. text"” IMG
02D2000 | 00001000 | T.rsrc” g Go to 3 IMG
10ZEOQ0OO | 00001000 | normaliz.d11 IMG
WIZEL000 | 00001000 | ".text" - IMG
WZ2EZ2000 | 00001000| ".rsrc” w SetPage Memory Rights IMG
102F0000 | 00001000 | profapi.dll IMG
I02F1000 | 00007000 . text” ) IMG
W02ES000 | 00001000| ".data” ®  Memory Breakpoint 4 IMG
WZF9000 | 00001000 ".rsrc” IMG
I0ZFADDO r - S ™ G ' IMG
10400000 mia.exe. com_ox400000-upx 1 “OPY IMG
10401000 "UPXD" | MG
10445000 | 00— r—— IMG
0475000 | 00005000 | T.rsrc” Resources IMG
104F 0000 | 00009000 PRV
H4F 9000 | 000F7000 | Reserved (004F0000) PRV
| 1

ammand;

Following UPXO0 in the dump

Then, set an execution hardware breakpoint on that section.
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B cpo e i Memary Map | [Jcalstack | =
[Ff— lii| Binary r mov dword ptr s=:[ebp-.
__ jmp ntdll.7DF110BA
U] Copy + XOr eax,eax
o inC eax
ﬁ Follow in Disassembler ret
i . mov esp,dword ptr ss:|f
@ Follow in Memory Map FFFFEF mov dword ptr ss:[[ebp--
- F call ntdll1.7DESDFF1
#% Label Current Address - Fet
nop
@ watch DWORD fsias
. nop
f Maodify Value Space nop
®  Breakpoint i ®. Hardware, Access r
/2l Find Pattern... Ctrl+B | @ Hardware, Write »
ff Find References Ctrl+R | @, Hardware, Execute “FED;
‘:_'" Sync with expression > ss: |l
. "i'f Memory, Access r ds: [eax+i
& Allocate Memary
ak r!_ Memory, Read b Fiizro
> 3
e Goto
"If Memaory, Write L
ptr ss:|j
B Hex s '1;, Memary, Execute P Fd ptr ds:|
Az Text Ll S———
dword
esi=f B Integer k
.text| () Float r
iy kel Address Dump 4 | 4y Dump 5 | 5 watch 1 | [x=
Addre BB Disassembly ASCII
00401 T O O o o o oo o 00 00|00 00 0D 00 M. s s e e s e e a e
=1 oo o0 OO OQO|Q0 OO0 OO0 OO|O0 OO0 OO0 OO|00 OO0 O0 O0) @eseeecaannnnns
oo o0 OO0 00|00 OO0 OO OO|00 OO OO0 OO|00 00 OO O00) @ .eeeeeaeeaens
oo 00 OO0 00|00 OO0 OO OO|O0O OO0 OO0 Q0|00 OO0 00 O00) @ e eeaeennns
_ oo 00 OO0 00|00 OO0 OO OO|0O OO OO0 00|00 OO0 00 DO0) @eeceecnannnans
00401050 00 00 OO OO|0O0 OO OO OO|C0 OO0 OO0 OO0 |00 00 00 00| «@. e eeeaennes
00401060 |00 00 00 OO(00 OO0 OO0 00|00 00 00 00|00 00 00 00| ccceee e
oo401070| 00 00 OO0 QOO0 OO OO0 OO|00 OO0 OO0 OO0|00 OO0 00 00| «@. e e eeneennes
00401080 00 00 OO0 OO)00 OO OO OO|00 OO0 OO0 O0|00 00 OO0 00| «@. e e eeeaeenes
4| ]

Commanid;

| Paused |:ria.fme.mn_ﬂx4ﬂﬂﬂﬂﬂ-tpx_padmd.ﬁl: 00401000 -= 00401000 (0x00000001 bytes)

Setting an execution hardware breakpoint

Once the breakpoint hits, we can check the strings, and we can see that it’s a Remcos RAT agent version 3.3.2
Light.

LLIS

* Remcos v"

"3.3.2 Light"

"“n * BreakingSecurity.netyn™

e e e e = YAt
"TLS5_AES_125_GCM_SHAZ56™

Remcos strings
Let’s use Scylla plugin to dump the unpacked binary.

Press enter or click to view image in full size
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e oo

=,

writes  Oplions Help Apr 17 20208

%8 & 2w @ fr | B5oylaes0s
D4600 MOV ECK,mia.)
20100 call mia.exs
44400 push mia. exd
E0Z200 EETT mia.exsd

pop ecx

ret

push 0
04800 mov ecx,mia.l
40000 EATT mia. exsd
44400 push m1a.exd
EQ200 call mia.exg

pop ecx

ret )
04600 mowv ecx,mia.|
10000 CETT mia.exd
44400 push mia.exsg
EQ200 call mia.exs

pop ecx

ret
9 1aT found 5
4
E

an IU\TfDund:

| da g

Start: 00448000
Size: (n410 (1040)

Il &
H
=

—ME-DIE File Imports Trace Misc Help

Attach to an active process
(3384 - Mia.exe.com_0x400000-upx_packed.bin - C: \Users|ALOLMachine \Deskioplwriteupia. v | | Pick DLL |

Imports
IAT Info Actions
OEP 00401000 IAT Autoseard Autotrace
VA 00448000
Get Imports
Size  D00D0410
Log

Loading modules done,

Imagebase: 00400000 Size: 0007A000

IAT Search Adv: Found 245 (OxFS) possible IAT enfries.

TAT Search Adv: Possible IAT first 0044B000 last 0044840C entry.
IAT Search Adwv: IAT VA 00448000 RVA 00048000 Size 0x0410 (1040
IAT Search Nor: TAT not found at OEP 004010001

d.bin: 00401000 -> 0040 100F (0x0000%

Imports: 0 + Invalid: 0 Imagebase: 00400000 Mia.exe.com_0x400000-ug

40

po4

px_
po4

alEl

R — D o |

Dumping with Scylla

Then, use the Scylla plugin again to fix the dumped binary.
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. =

B solaxe6 w098 = =]

File Imports Trace Misc Help

=

|

Attach to an active process Ll

L1 | Ssyrwy |

[3364—Mia.Exe.mm_ﬂx%ﬂﬂﬂﬂ—upx}adﬁd.bin - CiYUsers\ALOLMachine \Desktop writeup Mia. v] [ Pick DLL ]

Imports

advapi32.dll {33) FThunk: 00048000
gdi32.dll (9) FThunk: 00048083
kernel32.dll (137) FThunk: 00048080
shell32.dll (4) FThunk: 00048208 o
shiwapi.dll {3) FThunk: 000482EC
user32.dil (32) FThunk: 000482FC
winmm.dll (3) FThunk: 00048330
ws2_32.dll (17) FThunk: 00048390
GdiPlus.dll (3) FThunk: 00048308 i
urlmen.dll (2) FThunk: 00048400 L
7 (1) FThunk: 00048400

Show Invalid ] [ Show Suspect ] lr

7 IAT Info Actions Dump

OEF 00401000 IAT Autosearch Autotrace [ Dump ] [ PE Rebuild ]

VA 00448000
Fix Dump ]

IAT Search Adv: IAT VA 00448000 RYVA 00048000 Size 0x0410 (1040) "
/ IAT Search Mor: IAT not found at OEP 00401000!
1 Mothing to rebuild

¥ getApiByVirtualaddress :: Mo Api found 00404389
i IAT parsing finished, found 249 valid APIs, missed 1 APIs [
] DIRECT IMPORTS - Found 0

X$4848%8%84

=

(]

Sige 00000410

Log

ERT

i Imports: 250 ¥ Invalid: 1 Imagebase: 00400000 Mia.exe.com_0x400000-ug

. —
T l laca | [

Fixing the dump

I s 11

It’1l show you a box to select the dumped file, and it will create another file with the same name prefixed with
SCY .

Remcos agents store its config file in the resources in a file called SETTINGS , that file is encrypted with RC4, so

let’s open the remcos agent in PEStudio and dump out the config file.

Press enter or click to view image in full size
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Dumping the config file

Remcos configs have the following pattern, the first byte is the key length followed by the key itself, then the

encrypted data which is the agent’s configuration.

So, by opening the configuration file in a hex editor, we can see that the key length here is 14 bytes.

Press enter or click to view image in full size
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RC4 Key length
Finally, we can use CyberChef for decrypting the configuration file and get the C2 address.
Press enter or click to view image in full size
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The config file

A python script has been written to automate the config extraction and decryption.
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Thanks for reading, I’d appreciate your comments and feedback. (&
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