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Summary

Deep Instinct recently prevented a targeted Bumblebee malware attack in one of our clients’ environments. The
attack, which was detected and prevented before execution, involved an obfuscated PowerShell script, a .VHD file

(a type of disk image file similar to .ISO), a DLL, and spear phishing correspondence.

Currently, the relevant IoCs (indicators of compromise) are not detected by most security vendors. This blog will
provide a detailed review of these IoCs and provide technical details of the stages of the full Bumblebee malware

attack.

Spear Phishing and Delivery

Phishing attacks have become threat actors’ tool of choice for malware delivery. The concept is quite simple: an
attacker crafts a dropper and attaches it to an email with a compelling message meant to fool the target into
opening the file. However, greater awareness and training on how to spot and avoid these attacks is leading threat

actors to employ more sophisticated means to launch spear phishing attacks.

The most successful spear phishing campaigns rely on deception to gain a potential victim’s trust — often including
personal details about the recipient in the phishing note or sending the harmful email from a domain that is very
similar to one that the recipient trusts. Threat actors also commonly impersonate close friends and colleagues to

trick their targets into opening compromised messages.

Deep Instinct prevented an infection that started with a clever spear phishing attack where the malicious actor
pretended to be someone from a well-known organization, using a domain with an almost identical name,

impersonating an employee, and using a highly relevant subject line to trick the target into opening the note.

To further establish trust, the attacker did not include any attachments or requests to download files from a remote
location in their first email — they only introduced themselves as the person they were impersonating and used the

promise of a new business opportunity to increase their odds of getting a response.

After the initial contact had been established and “trust” earned, the threat actor invited the recipient to a meeting
with them. Files were sent to be reviewed before the meeting, and the recipient was informed that another email

with a link to the file sharing platform “Smash” would also be sent.
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From:
Sent: Monday, August 15, 2022 9:31 AM
To:

subject: NN
Hello !

Thanks for your response! | will be available on Tuesday. Can we schedule a call at midday?
In order to give you an indication of our plans and needs, | will send you the upcoming project details via SMASH in a couple of minutes
It would be greatly appreciated if you could take a quick look through it before conversation, in order to understand more of the high level project specifics.

Thank you again for your time.

Phone: I

Email:

Figure 1 — The second email.
The attacker used a domain “hognosel” registered with porkbun.com, with Postfix smtpd.

The “Smash” link was provided in a separate email leading to a .VHD file. The file contained an .LNK (shortcut

file), which executes a hidden PowerShell script that resides in the disk image file as well.

VHD container

The malicious VHD contains a shortcut file which runs a hidden PowerShell script when executed.
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Figure 2 - VHD container, as seen when mounted.
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Figure 3 — VHD container, hidden files shown.
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Figure 4 - Shortcut file runs hidden PowerShell script.

Following Microsoft’s default disablement of Office Macro and requiring a few more steps to enable it, the
combination of a disk image file (.ISO/.VHD, etc.) and shortcut file has been gaining in popularity as a

“replacement” to Office Macros in the threat landscape.
Price Quote for PowerShell Loader

“quoutefile.ps1” - 15 Stage PowerShell loader

Once executed by the .LNK file, “quoutefile.ps1” will hide the open PowerShell window and continue running.
This is likely a measure to avoid using the “-windowstyle hidden” PowerShell command line parameter, which can

lead to an increased chance of detection.
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$maraDizo =
$maraDizo +=
$maraDizo +

$ifkule = '[D11 ( L")
$ifkule += ' public static exte S ndow(int handle, int state);'
amespace Native
$cPr : ::$maraDizo;
SwndHndl Pr ) .MainWindowHandle
F B> ot
($wndHndl, @)

Figure 5 - PowerShell code snippet to hide open window.

An interesting point of note: the code employs light, but effective, obfuscation intended to break up suspicious

strings and evade static scanning.

Having hidden the active PowerShell window, the code continues to de-obfuscate a series of more than 100
“elem” variables which contain Gzip compressed data streams by replacing the first character in the stream with
the character “H” and forming a Gzip stream header by using “insert” and “remove” instead of the much more

common “replace” method; the valid Gzip stream is then appended to an array.

This is another example of how cybercriminals use simple and very effective measures to evade static scanning.

$casda
Gcasda -

NPR5vt 1K1GHDMLgYPwnmMK

$eleml =
$eleml
$eleml=$
$acdukLom +=
$elem2 ="C4sI/

GacdukLom += §
$elem3 ="C4sI/
selem3=$elem3
selem3=%elem3. $c
sacdukLo

selemd =

Figure 6 - "Obfuscated" Gzip streams.
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2I1d

The code then iterates through the array of Gzip compressed streams, decompresses them, and forms the stage

code block which will then be executed by “Invoke-Expression.”

: :Decompress

$acdukLom) {
: :FromBase64String($element)

(¢data, 0, $data )
(0,0)
$somObj = System.IO.Compression.GZipStream($ms, $tp)
$drD = System.I0.StreamReader($somObj)
$vWar = $drD.$ftcl ()
$dtPrEr += $vVar
}

$scriptPath on
Prer
ejE" -Value "LeKHW"

Figure 7 — 2nd stage is de-compressed and executed.

2" Stage PowerShell loader

The 2" stage of the PowerShell loader is composed of a very large, very well written (even commented) code
block which loads an embedded 64-bit .DLL to memory.

This stage also continues the theme of simple, effective obfuscation intended to evade static analysis.

svname "WVirtu"
svname += "alAlloc’

$Cpname "mem’
SCpname

Figures 8-9 — Suspicious string “breakup.”

The loader validates the embedded file and performs multiple checks to ensure the file is loaded properly on the

executing system.
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$e _magic ($Lerhapooal®..1] {[Char] $ })

($e_magic -ne 'MZ')

'PE is not a valid PE file.

EffectivePEHandle ;PEHandle

($PEHandle) ([Int64]$vwOTVR )

If PE is not ASLR compatible, y running the sc a new cess (the new PowerShell process
address the PE wants might be fr !

Figures 10-11 — file validation and check.

# Local load
if (($vwOTVvR "DLL") I ($RemoteProcHandle [Ir
{
tr]$lskadx PEHandle $PEHandle -FunctionName '
rl$PathToSelf PEHandle $PEHandle -FunctionName

Figure 12 — References to the payload .DLL exported functions.
Finally, the loader sleeps for five seconds and calls its main function in order to load the payload .DLL to memory.

Note the “replacement trick” used here to conceal the executable MZ header; similar in fashion to the Gzip stream

“obfuscation” used in the 1% stage.

g 5
5 J

$IUdmTr = [Byte[]](e0xff,0x5a,0x90,0x00,0x03,0x00,0x00,0x00,0x04,0x00,0x00,0x00,0xff,0xff,0x00,0x00,0xb8
$IUdmTr[e] Bx4d

Lerhapooa $IUdmTr

Figure 13 — Main function called to load payload .DLL

Link to Bumblebee Malware

The final DLL is a 64-bit Bumblebee payload.

It is protected by what appears to be a unique private crypter that is present in all Bumblebee binaries. The crypter

uses an export function named “setPath:”
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file help

W x B 9
=7 chusers\ieuser\desktophout.dll ordinal (2) name (2) lacation

L.l indicators (2/37) 1 POBQKzQJybB text:0000000180001000

b} virustotal (warning
2 Lext:0000000180001040
dos-header (64 bytes) setitath

i [@H dos-stub (160 bytes)
i file-header (time-stamp)
optional-header (file-checksum)

i.-B directories (time-stamp)
sections (99.91%)

ool libraries (2)

L. imports (5/22)

5 e
----- =0 tlz-callbacks
L resources (manifest)
L.-gbe strings (374/14416)

Figure 14 — Crypter export function “setPath.”

Even before unpacking the sample (simply by looking at the strings of the file) it is clear that no major changes

are made.

The “stolen” open-source code for the anti-vm is still present:

tle  help
e x T
37 chuserseuserdeskioplontdl | gepe ) siew firptem) ol Blacelist (374)  hint (378)  group (13] BATRE-Tec hnigue (1) velue [I441E) -
i incicatars (27) - .
T I Feervot : e M
> dar-hescher 054 bt} jead 1 00 IRRR z o b
. unirade
B dos-shubs {160 yees) anitede 1 D40ICIEAG x il hitess
N unlode 16 L0ICIEC ® |BbossanEr
unicode 17 DB CIBF2 ® |peb o ork ol e
unicode in Dl00C3C1 ® ilidbg.ee
unicode 18 RE00CICI = EesourceHacker eve
i irpurts 5022 umicade 1L DEOOCICE = Fiddleseee
[ et () amivade m 0000306 x el
|t ths-calfunchs infa anicode 1 D00 CICE x il ebuggenee
|-l resources ranitest) unicode 4 CIRIC IS = i=HEY
-k unicade mn RCODC3003 = WIETLUA BCIE
-4k dibug [brne-aamg) anirade 4 T CAFFR x SOFTIMARE Drar et Vit ualfne Gums Aelditin
|- K manitest (asinvaker) anicade @0 neII0CA1EF ® Syshern2Eediversyy BeaMuwse o
{~[E verion (n'e) anicade o) T00CALFC x SystendidiversyBossF. s
|-Gl cetticane in/a unicade m hEOCaRI? x vzt ivers W BowGuest svs
-1 eraurlary (nfa) unicode mn C0DCa287 = Svstem Al fearsi v Dowdices. sug
unicode 24 TROC G x L —
unicade # 2L00CA551 = el EREL T o T
unicsde a D000 CASEG = Sten3dh ekt das
unicode 13 el et v ] = R Dt
unicade 17 0CaA = KR, Tl
umicode 15 DCAST = et Ve Tran 2
amircrdde 7 D00 CA5AG x i W EcreMiniReil R
o | .8 | v e — e m S 0
shaiSh: BIITIRER2C2 2TR3FFAT ASGN 282 TA0D2ARSE TARICA CESRE ERRCOTE LN OFER; cpur B-nE file-bype dynemic-ink-library  subegesbern: GUIT et ry-poinks (000 000

Figure 15 — Strings associated with Anti-VM Code.

The code is a huge collection of various techniques used to identify if a program is executed in a virtual machine

or using emulation and if debuggers and sandboxes indicators are present in the running environment.
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Figure 16 — Open-source code used for Anti-VM.

There are checks for processes of known malware analysis and debugging tools as well as processes related to

virtualization.

Specific registry keys are queried to identify whether the system is virtual. In addition, there are checks for DLL

and SYS files and specific folders that will exist only in a virtual machine.

The MAC address is also checked as virtual network cards can be easily identified by the name of their

virtualization vendor.

Various WMI queries are done for system information, such as fan information.
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T.Cext: 0000 /FFOL9251BEE
.text:00007FFOC92518EE loc_7FF9C92518EE:
Ltext:eeeev7FFIC92518EE call cs:GetCurrentThreadId
LLext:eeee7FFOC92518F4 mov cs:dword_7FF2C9361058, eax ; TID
Jtext:BBBATFFAC92518FA lea rdx, aZwmapviewofsec ; "ZwMapViewOfSection”
Ltext:80807FFIC92519681 mov rex, cs:qword 7FF9C9361030 ; hModule
Ltext:@8687FFIC9251968 call cs:GetProchddress
Ltext:@0B07FFICI25190E mov cs:qword FFFOC9361D78, rax
.text:00007FFIC9251915 lea rdx, aZwopensection ; "ZwlpenSection”
text ; BBBOTFFACI25191C mov rcx, cs:iqword_7FF9C936103@ ; hModule
text:90007FFIC9251923 call cs:GetProcAddress
Lext:@BeaVFFIC3251929 mov cs:qword_7FF3C9361090, rax
Ltext:0eea7FFAC9251938 lea rdx, aZwcreatesectio ; "IwCreateSection”
.text:80807FFIC9251937 mov rex, cs:qword 7FF9C9361030 ; hModule
text:@808087FFIC925193E call cs:GetProcAddress
Ltext:@8887FFIC9251944 mov C!‘.:qmrd_?FFECBBElDEB, rax
text :0BB67FFOCI251948 lea rdx, aZwopenfile ; "ZwlpenFile"
text:@@RB7YFFIC9251952 mov rex, cs:gqword YFF9C936103@ ; hModule
Ltext:@eRRTFFIC9251959 call cs:GatPraciddress
Ltext: 00887 FFICI25195F mov cs:qword_7FF3C9361D68, rax
LJtext:@eea7FFAC9251966 lea rdx, afwclose ;3 "ZwClose™
Ltext:B8867FFICA251960 mov rex, cs:qword 7FF9C9361036 ; hModule
Ltext:88887FFIC9251974 call cs:0etProcAddress
LEext: 38887 FFICI25197A mov Cstqwﬂrd_?FFECEﬂElDﬂE, rax
.text 00007FFIC9251981 lea rdx, aRtlcompareunic ; "RtlCompareUnicodeString"”
Ltext :@PBOTFFICI251988 mov rcx, cs:qword_YFF9C9261030 ; hModule
text:eeeevFFIC925198F call cs:GetProciAddress

Figure 17 — Bumblebee hooking various Windows functions.

A full, detailed overview of Bumblebee malware can be found here.

Link to the Threat Actor

The observed attack chain is consistent with EXOTIC LILY activity.

The attackers registered a visually similar domain, using a lowercase “L” instead of a lowercase “I” which

spoofed a legitimate U.S.-based cybersecurity company.
The attackers created an email box impersonating an employee of the company and sent business proposal leads.

The mails are written in proper English, including an email signature which looks very similar to the signature

used by the company. The domain in the email signature is changed to the fake domain created by the attackers.

Although it might be coincidental, the attackers chose to send the mails around the time of Black Hat USA; this
might be because many sales teams are out of office and attend the conference and we speculate that they may
have less security measures outside the office and are constantly networking, making it more realistic that a

business proposal email would be sent, received, and read during the show.

One notable change in EXOTIC LILY’s activity is the addition of the “Smash” file transfer platform to deliver
Bumblebee.

As noted by Google’s TAG, “EXOTIC LILY seems to operate as a separate entity, focusing on acquiring initial
access through email campaigns, with follow-up activities that include deployment of Conti and Diavol

ransomware, which are performed by a different set of actors.”
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IBM found connections and code similarities between Bumblebee, Ramnit, and Trickbot malware which seem to

be developed by the same group that developed the Conti ransomware.

However, “Conti” no longer exists, and as noted by IBM, Bumblebee has been linked to Quantum ransomware.

Deep Instinct Prevention of Bumblebee Attack

While Deep Instinct prevented the attack pre-execution the detection rate of the PowerShell payload was zero on

VT when first seen, and even a few days after only three more generic detections were added.

) No security vendors and no sandboxes flagged this file as maliclous

dEecIaciinindhS0ed TI0hGfAcah 1454027 34ahEd0 1ecdaT 11230997 Sr9hfd 20
quotsfila. ps1

deteci-debug-anvironmand  dirgci-cpu-clock-accass  powershell  nunBma-modules

Figure 18 — Malicious PowerShell zero detection on first seen in VT.
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Figure 19 — VirusTotal detection evolution for the malicious PowerShell.

The below prevention notification proves once again that a signature-based detection is not effective against new

or modified attack flows.
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Threat Prevented
"CAWindows...otefile.ps1
was identified as a trojan and is now blocked.

Security Engine Behavioral Analysis

Malicious PowerShell
Command Execution

Figure 20 — Prevention by Deep Instinct.

If you’d like to learn more about our malware, ransomware, and zero-day prevention capabilities — including our

industry-best $3M no-ransomware guarantee — we’d be delighted to give you a demo.

I0Cs

container.vhd (sha256)
Quote.lnk (sha256)
quotefile.ps1 (sha256)
stage2.ps1 (sha256)

payload.dll (sha256)

91d29cfe549d8c7ade35f681eab0ce73a48e00c2f6d55a608f86b6f17f494d0d

940182dd2eaf42327457d249f781274b07e7978b62dcalae4077b438a8e13937

d6cc3ac995484b99ed790b6{8ceb145492794eb5d01ec4a71123b9975e9bfd20

5d000af554dcd96efa066301b234265892b8bf37bf134f21184096bdc3d7230b

0b0a5f3592df7b538b8d8db4ba621b03896f27c9f112b88d56761972b03e6e58

https://www.youtube.com/watch?v=M93qXQWaBdE
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