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&2 Teol: CXCLNT

Names

Category

Type

Description

Information

CXCLNT

Malware

Reconnaissance, Downloader, Exfiltration

(Trend Micro) CXCLNT has basic upload and download file capabilities, along with features
for clearing traces, collecting victim information such as file listings and computer names, and

downloading additional portable executable (PE) files for execution.

<https://www.trendmicro.com/en us/research/24/i/tidrone-targets-military-and-satellite-

industries-in-taiwan.html>

Last change to this tool card: 23 October 2024

Download this tool card in JSON format

All groups using tool CXCLNT

Changed

Name Country Observed

APT groups

TIDRONE [Unknown] 2024-2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=83f2fbc7-8931-4469-b595-5805ef0edbdf
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