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[QuickNote] Techniques for decrypting BazarL oader strings
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1. Overview

Usually, to make it more difficult for analysts, malware authors will hide important strings and only decrypt these

strings during runtime. The famous malwares like Emotet, QakBot or TrickBot often use the one or some

functions to perform decrypting strings when needed.

However, on researching and analyzing some other malwares such as Conti, BlackMatter and BazarLoader,
instead of using a separate function to decrypt strings, these malwares make it more difficult by saving the
encrypted strings on the stack as stack strings. Then, strings are decrypted by XOR-ing with a key value (this

value may not be fixed) or through quite complex computation. This technique consumes time of the analyst.

The images below are the pseudocode of the Conti and BlackMatter malware.

This article uses the BazarL.oader samples as an example to demonstrate how to decrypt strings with:

e Automate resolving with IDAPython script.
e Emulate code with IDA uEmu plugin.
e Debugging with IDA Bochs plugin.

2. BazarL oader samples

BazarLoader was first discovered in April 2020. The malware loader has been continuously evolving, allowing

attackers to install additional malware, often used for ransomware attacks, dropping Cobalt Strike, and stealing
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sensitive data. The common assumption is that the distribution and post-exploitation activities of the loader are

akin to the Trickbot malware.
These samples are all 64-bit Windows executable.

e Unpacked sample 1: cc522400b3fed1d2c4dccal6666ddcff
e Unpacked sample 2: 63c4bb3f1044£36632ce1759b62296dc

3. Decrypt strings

3.1. Using IDApython script

Analyzing the first sample of BazarLoader, we will see that it uses the same stack strings decryption technique as

in BlackMatter ransomware:

*))f_bazar_dyn_resolve_API(1i6u,

Loc_18400A65F
nov
xor
mov
add
cnp
jb

To decrypt these strings, you can use x64dbg to debug or extract the above values and use CyberChef to perform

the following:

Recipe Ama Input
i @x3BBDBATS

Swap endianness @x67CCR3ITR

o lom e 6x39938B30

Hex 4 Pad incomplete words ~ @x55FFEF1E
From Hex

o Qutput

Auto kernel3z.dll....
XOR

Oxleefffs5 HET

-S-tahnd-ar d [J Null preserving

However, debugging with x64dbg or using CyberChef as above will take more time, to make static analysis

easier, I will use IDAPython script to decrypt the strings. The code I use is as follows:
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import idc, idaapi, struct

def bazarloader_decrypt_str(start_ea, end ea, xor_key ea):
enc_buf = []
xor_key = []

xor_key_val = struct.pack("<I", idc.get_operand_value{xor_key_ea, 1})
r i1 in bytearray(xor_key_val): xor_key.append(1i)

\f start_ea 1s None or end ea 1s None or xor_key ea 1s None:
print ( 'Not enough information to decrypt')
return

curr = start_ea
ile curr <= end _ea:
enc_val = struct.pack("<I", idc.get_operand_value(curr, 1))

)r 1 in bytearray(enc_val): enc_buf.append(1i)

curr = idc.next_head(curr)

for 1 in range(len(enc_buf})
enc_buf[i] = (xor_key[1 len({xor_key)])

return "' .join[{|[chr{c) for c in enc_buf]ﬂ

end addr

Finally, by using the above script, the analysis process will be much more convenient:
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char v5 sp+Duh] [rbp+2Bh]
int s 4 1[u]; [rsp+D8h] [rbp+2Fh]

( !'byte_18e01D330 )

{
byte_18001D330 = 1;

z_kernel32.d1l1[2]
132.d11[3]
(1i=oei64; i

rnel32.dl1[1i]

LstrcpyA (LPSTR (_stdcall *=)(LPSTR, LPCSTR))f_bazar_dyn_resolve_API(1i64,
( lstrcpyA )

{

'LlstrcpyA(g_sz_kern9132_dlll (LPCSTR)sz_kernel32.dll);
\
J

piz2.dlile] =
i32.d11[1]
pi32.dl1[2]
i32.d11[3]

i32.d11[j]

LstrepyA = (LPSTR (__stdcall #)(LPSTR, LPCSTR))f_bazar_dyn_resolve_API(1i64,
( LlstrcpyA )

3.2. Using uEmu plugin

In the second sample of BazarL.oader, the code that decrypt the stack strings is similar to the Conti ransomware

and quite complicated:

:000000020414E986 char v13; [rsp+sBh] [rbp-2Dh]
:000000020414E9BA
:0eeRE0L20414EIIY +enc_buf], *EHEJJIH; ©x1De1443ELSTSUFe3164 ;
:000000020414E999 )
:80000002041UE9IC +dec_buf] v ;
:90000002041UEIAL *&enc_buf
:000000026414EIAL r_u1] ; 3| *senc_buf
:000800020414EIA9 e

100000002041L4EIAE
:000000020414E9B1
:000000020414E9BY
:6600000020414E9B9
:90000002041UEIBE
:900006020414EICE
:80080002641UEICE
1000000020414E9D3
1000000020414ESDA
[eTeleleleleTemle] L=Ia T

: 000020414FY1C
:000000020414FU20

:080000020414FY23
:0006000020414FU29
:00000002041UFU33
:000000020414FU38
:000000020414FU42
:000000020414FU47 movups
:000000020414FUUC mov
:000000026U1UFUS53 movups
:00000002041UFUS58
:080000020414FU5D i :
:080000020414FU5D v2 = sub_20414AB1A(al, dec_buf);
:600660026414FU6Y v20);

:000000020414FY6Y loc_204ldFued: CODE XREF: sub_2§

With the code as shown in the figure, the implementation of using IDApython script will be difficult and not
feasible. The most suitable solution for this case is to use an emulator to emulate the code. Here, I will use uEmu,

a tiny cute emulator plugin for IDA based on unicorn engine.
Very easy to emulate the decoding code with uEmu:

 First, set a breakpoint at the address after the string has been decrypted.
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¥
1

:000000020414E9DC

-000EEEE20U1I4EZEL

:000000020U14E9E

1060006060204 14E9E

-000000020U1UESE

:060000620U1LEYEB

:00000RO20U1UESE

:000000020U14E9EF

10000800264 14E9F2

:000EBEO20U1UESF6

:000000020U14E9F9 rcx,
:00000RO20U1LESFD short loc_20414E9DC
- ARAARAAIALIIESED

:000BEBB26BUILESFF D +dec_buf]
:0000ReE20UIUEADY 1 1
:000000020U1UEABT +var_668],

1
1
1
1
1
1
L}
1
1
1
1
L}
1
1
1
1
L}
1
1
1
1
L

» Go to the beginning of the function and select the starting address of the function, then start uEmu. The
CPU Context Edit window will appear, click OK to continue. uEmu will now initialize the emulator.

Check the CPU context to see if the address of the EIP/RIP register is pointed at the beginning of the

function:
:000000020U14E980 !
:000000020U14E980
:600008020U1UEIBE 3 ptr Value
:000000020414E980 ptr 0x0
:0000E0E20U1UEIBE yte ptr 0x0
:000000020414E980 0x0
<t : 000600020U1UEIEE b 00
:666860020U14E98B2 o0
:600008820414EIBY o0
:00080002041UEIB5 s
:000000020U14E986 0
t :000000020U1UEIBA 0
t :000000020414EIIL o0
t :000000020414EII9 50
990800020414E99C o0
99900002041UEIAL 8 o0
88800002041UEIAL , o0
988800020414EIAY q o0
Xt : 0000000204 1UEIAE 0
t :00000002041UEIBL o0 [
t :0060O0020U1UEIBL ||
¢t :000000020U1UEIBY 2
t : 0000000204 14EIBE
xt :000000020414EICE oK Cancel Search Help
xt:0000800020U14EICE Line 10f 18 I
fiew-A (=0 = Pseudocode-A E UEMU CPU Context

CPU context at [ push ri3

.text:000000020414E982
.text:000000020414E98Y
.text:000000020414E985
.text:00000002041UE986
00000020414E98A
00000020414E994
00000020414E999
80008020U1UE9C
80066020U1UE9AL
800000204 14E9AU
00000020414EIA9
00000020414EIAE
80066020U1UEIBL
00000020414E9BY
00000020414E9B9
00000020414EIBE
00000020414E9CE
80006020U1UEICE v a
80006020414E9D3 v [T5] uEmu Control
00000020414E9DA rep movsh

B

. 00000020414EIDA
ext:000606020U1UEIDC

start Run step Stop

e Then, through uEmu Control, you can trace the code by Step or Run to emulates instructions until

breakpoint is reached. During execution, uEmu will ask about unmapped memory, select No to continue.
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viewA o8 x Pseudocode-A uEmu CPU Context, Output window (%]

26414EIDC Loc_26414EIDC:
26414EIDC movsX f [rsp+88h+dec
U1UESEL sub
imul
QULLESET cdq
U1UESES idiv
U14ESER lea

cdq

QULUESF6
008020414EIFD
QULLEIFD

<

0000020U1LEABC =] output window
000000020414EALL , [UEmU]:  cpy [204168000:Z0AT6EFFF ]
:60080002041UEALE [uEmu]: Emulation started
mov Flushing buffers, please wait...ok
add [uEmu]: | <M> Missing memory at @xfffffffffffffffs, data size = 8, data value = @x9

[uEmu]: map [FFFFFFFFFFFFFFFB:FFFFFFFFFFFFFFFF] -> [FFFFFFFFFFFFFO@@:FFFFFFFFFFFFFFFF]

pop
[[UEmu]: Breakpoint reached at Ox20414F9FF © lea rdx, [rsp+88hidec_buf]

pop
pop C
pop 1 T3 e cont
mp

6 sub_20U1UE980 endp

algn_20414EA29:
align
QULUEA2A

:000000020414EA2A SUBROUTINE Start Run Step stwop

e Press Step, to trace over the lea command. Then using uEmu’s Show Memory Range feature, enter the

address of the rdx register and select Add. The result will be similar to the following:

View-A oe x| @ Pseudocode-A wEmu CPU Context, uEmu Memory [ ], Output window £
600008026U14EIDC Loc_26U14EIDC (] uEmu CPU Context
600608626U14EIDC movsx ] x jec_buf c ontext mov rex, rie ]
0620U1UEIEL
26U1UESEL
14E9ET
14E9ES
00000204 14EIER
9006204 1UEIEE
©00008026U14EIEF
t:868008020U14EIF2
ext :608668826U1UEIF
_text: 80| OULUEIFY
_text:B866008620U1UEIFD L
. text:000000620U1UEIFD s
.text:66000! QULUESFF X 5 b () um Memory [ 1

& View-A o0& x @ Preudocode-A uEmu CPU Context, uEmu Memory [ ], Output window 153
08000 UESDC Loc_
00 uES movsx
:0000660! sub
imul
cdq
:000000020414E9ES idiv
0000264 lea
0000002 cdq
idiv

26U14EIDC WEmu CPU Context
CPU context at [ mov recx, rle ]

0U1UESDC

+dec_b

FFFFFFFFFFFFFFC
FFFFFFFFFFFFF

decrypted string

3.3. Debugging with IDA Bochs Plugin

IDA Bochs debugger plugin allows malware researchers to debug malicious code in a safe/emulated environment.

For more information please visit [1], [2].

In order to debug the code that decrypt the string, we configure the Bochs plugin to work in IDB mode. This

mode is used to debug code snippets by simply selecting the code from the database.
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@ Bochs configuration >

socrsrc | N [Terorer “] [

Operation mode

() Disk image
(® IDB
() PE

Delete image files upon session end

o i

&4-bit emulation

dl Dreakpoints Wnen protected mode 15 enabled

Startup stack size (in KE)

Maximum memory {in 5 716

xt:080008020414BE8Y 1|_inte4 _ fastcall sub_2e414BB8d4(_inté4 al, _ intédy a2, _ inteé4 a3, unsigned int a4)
000000020414BE3Y 2{
:000000020414BB8Y sub_2@414BB84 proc near : C 3| _inted i;
:908000020414BBESY
:900000020414BBSY
1000000020414BB3Y
xt:008000026U14BB8Y
000000020414BB8Y
000000620414BBSY
:000000626414BBSY
060008026411UBBSY
:900000026414BBSY
1000000620414BB3Y
8868600020u148B8%

rax

©06000626U14BB
:086000026U14BB
068000026U1UBB

SH e - B8 8 ) o @O dddF-F e X > O O |ecBods(en debigos ot AFF O 208

>
I Lirary function I Reguiar funcion [l Instructon  Data [l nexpiored Il Extemal symool Il Lumina function

Debug View o & Structures E| Enums

(T3] oA viewRIP O & x | [T dereferendng -Regsters

From here you can trace the code as usual or simply set a breakpoint at the address after finished decryting the

string and press F9. The resulting at rdx register will point to the decrypted string as follows:
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Shlie-a- Bt S 3 o @O FakdF

1
y L]
I Library function [ Regular function Il Instruction  Data Ml Unexplored Il External symbol Il Lumina function

Debug View a8 @A Structures [Ea] Enums

O & x | [[F deREferencing - Registers

IDA View-RIP

:000000020414BBEG loc_20414BBE@: CODE XREF: 0000060000000001
:686800026U14BBES movsx d FFFFCEB008086000
:000000020U14BEES sub 0ARARAREARARAATS
:086800020U14BBES imul ; 008086020U178F58
:000000020414BBEB cdq 0000066204178F6B
:000800020414BBEC idiv | 0080860204178F58
:000000020U14BBEF lea ea dx 0000060000006000
600000020414BBF2 cdq 000006600800BATF
©06800020414BBF3
:000000020414BBF6 F1, d 0000060000006000
:6868800026U1UBBFA i 0080866008086001
:600000020414BBFD 0080066008006000
:6868800826U14BCO1 0080866008086000
:600000020414BCO1 0080066008006000
:000800020414BCO3 u 0080666008006800
0000026U14BC @ 0000000204178F10 0000000000000000
:000000020U14BCOB .
:006000020414BC10 0000060008006046
:000000020414BC10
:6868800826U14BC1S5
:600000020414BCIA
:688800826U14BC1D g
:600800020414BC20 3] Threads
1000000028414BC24 Decimal Hex State Name
:000000020U14BC25 [E] 4884 1314 Ready sub_204148B84
0000BO0E 000000020414BC08: sub_20414BE84+84 v
< >
@ Hese View-1 B @ Hex Vien-2 =) Hex Vien-3 = [F] dereferencing - Stack

0000800204178F10
0000000204178F18

0000000204178F20
oeToleTeleTew e Tk 21

4. References

End.

BlackMatter Ransomware v2.0

Highway to Conti: Analysis of Bazarloader

BazarlL.oader infection with Cobalt Strike

m4n0w4r
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