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&2 Tool: SMBExec

Names SMBExec

Category Tools

Type Remote command

Description A rapid PsExec style attack with samba tools.
Information <https://github.com/bravOhax/smbexec>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool SMBExec

Changed Name Country Observed
APT groups
APT 20, Violin Panda 2014-2017
LightBasin 2016
Operation Harvest 2016
PowerPool [Unknown] 2018

Sofacy, APT 28, Fancy Bear, Sednit

2004-Apr 2025

5 groups listed (5 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=bfeddc8f-e09f-477c-b413-28410b596¢32
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