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The Al Red Team Platform

Built to make you extraordinarily offensive, Viper is the best way to perform adversary emulation and red teaming with Al

& QUICK START WHAT IS VIPER

Getting-Started - Documentation

@ Community XFollow@viperrtp commit activity 3/month ] issues closed 258
docker pulls) 4.6k | Release 'v3.1.11

English  fA{&~+ 3

VIPER is a powerful and flexible red team platform. It integrates the core tools and functionalities required for
adversary simulation and red team operations, assisting you in efficiently completing cybersecurity assessment

tasks.

e User-Friendly Interface

Provides an intuitive interface that enables red team members to rapidly initiate security assessment tasks.

e Multi-Platform Support
Supports red team assessments across multiple operating systems, including Windows, Linux, and macOS,

ensuring broad compatibility.
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Out-of-the-Box Red Teaming Tools
Designed to cover all phases of the MITRE ATT&CK framework, offering a comprehensive attack

simulation solution.

Integrated LLM Agent
Built-in Large Language Model (LLM) agent enhances automated processing capabilities and intelligent

decision-making support.

Automated Workflows

Supports orchestration and notification mechanisms for 24/7 monitoring of target environments.

Rich Built-in Modules Integrates over 100 post-exploitation modules covering all stages of the MITRE

ATT&CK framework, meeting the needs of different scenarios.

Custom Extensibility
Supports Python-based custom module development to meet specialized requirements or add extended

functionalities.

More Advanced Features Includes built-in anti-tracing/handler firewall/defense evasion/pivot

graph/automated notification functions.
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&8 windows 11 for test 192.168.1.114
APTOP-HOME\wolf @ LAPTOS
B my mac 192.168.1.116
C 2 4 | & mac0S 1400 | funnywolf @ 192.1
&8 windows pc 192.168.1.120

DESKTOP-WOLF\wolf @ DESKTOP-WOLF

.

2 Real Time RunningJob 63 Handler&Payload = ¢ Handler Firewall &> WebDelivery B> File Explorer -2 Route&Proxy O Credential [ Automation & AlAgent [l Msfconsole &} Setting

192.168.1.120

DESKTOP-WOLF\wolf @ DESKTOP-WOLF

255.255.255.255

@ RunningJob 63 Handler&Payload (> Handler Firewall &> WebDelivery B File Explorer | A Pivot Graph -2 Route&Pre £ Credential Automation  ® Al Agent s Setting

Q RPCMSG

04-12 20: 192.168.1.113

Module operation complet
Script output:
Utmp dump of /var/log/wtmp
Utmp undump of /dev/stdin
root /3 100.116.42.112 122 still logged in
root pts/2 100.116.42.112 still logged in
root  pts/e 100.116.42.112 : 12: )
pts/e 100.116.42.112 : 1 Handler
pts/3 100.116.42.112
pts/3 100.116.42.112
pts/s 100.116.42.112
100.116.42.112
pts/3 100.116.42.112
pts/3 100.116.42

wtmp begins Wed Apr 9 @1:17:45

192.168.1.
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v Basic Param

Payload:
windows
Automatically Turn Off linux
multi
Virtual Handler
java
hon
Handler Name: ™"
android

> Communication Channel
> Auto

> Custom Param

63 Add Handler

& Webin DMZ 192.168.1.113

192.168.1.121

‘ ;

2 Real Time @ Running Job 6 Handler&Payload (> Handler Firewall &> WebDelivery B File Explorer | & Pivot Graph -2 Route&Proxy O Credential ] Automation & Msfconsole

R

how many session is running on the platform, what is

A
A
1A
A4

Platform Operation Agent

G @

There are 3 active sessions running on the platform. Here is a summary of each
Session ID 147:

Type: Meterpreter
Platform: Linux (Ubuntu 22.04)
User: root
Host: 192.168.1.113
Last Check-in: 40 seconds ago
Admin Privileges: Yes
Session ID 148:

Type: Meterpreter
Platform: Windows (Windows 11, Build 22000)
User: LAPTOP-HOMEWolf
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& Webin DMZ 192.168.1.113

Q @ Description

ALL | Resource Development  Initial Access  Execution 1921681113
Persistence Privilege Escalation Defense Evasion Credential Access

Discovery | Lateral Movement  Collection

04-12 2039:

Module opera
Script output:

Utmp dump of
Utmp undump

root

root

root

Run finish,t

Db b ¢ D DS LR b bbb b b b

04-12 20:39:

Session is not in the container

& Webin DMZ 192.168.1.113

;

2 Real Time @ Running Job ~ §3 Handler&Payload ¢ Handler Firewall y B File Explorer & PivotGraph -2 Route&Proxy O Credential ® AlAgent [ Msfconsole | &3 Setting
-+ Add Module Refresh
Switch: (@) Interval 105 Tmin 10min  Maximum number of sessions for a single host

Module Pre-configured Param
estps1
Script timeout (seconds) : 60

Product Comparison

VIPER Cobalt Strike NightHawk BruteRatel

Windows
Implants Linux Windows Windows Windows
MacOS

Visual UI v v

Pivot Graph V| V|

<EN<
NS
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Custom Plugin
Built-in Evasion
Automation

Team Collaboration
LLM Agent

Price

Website

www.viperrtp.com

VIPER
Python

Free

Source: https://github.com/FunnyWolf/Viper
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Cobalt Strike

CNA

X
X
X

$12,600 user/year
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NightHawk

N 8 X

X X

$10,000 user/year

BruteRatel

N X

X X X

$3,000 user/year
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