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import base64
import malduck
from Crypto.Protocol.KDF import PBKDF2

string_data = 'muoBJw7vz107HYcI4tyRBzOXVW2kCA367152yCDjuHUkVGWPKkpXUgV5Q1/s4HNhSAMIDhTIwYIa3MxqdMkg7:

string_data_b64 = base64.bb4decode(string_data)
string_data_b64 = string_data_b64[32:]

iv = string_data_b64[:16]

enc_data = string_data_b64[16:]

key_data = "SM73jcn259KtoJ4uPciz"

iterations = 50000
salt = bytes([191,235,30,86,251,205,151,59,178,25,2,36,48,165,120,67,0,61,86,68,210,30,98,185,212, 24

key = PBKDF2(key_data, salt, count=iterations)

strings = [
"3DaXS6MYqYLIQ/3WF/cPdbdoy2NggCqoSmasPYwzkPD389410S7ZVQHHZz196cPEY2h4VSsjy7se22/++XH89w==",
"U2MkYAPU1jFBQRO91iIkRZVGmxS2m0B+3kWr1xcKn30giosSod4(8iKk+GmogWRVZ6xUFktvHtwFnyOxg+ZSLPjb0+3+0drVI8o
"TWvgEMPjdwfgIMeMIMclyQ==",
"NcFtjbDOcsw7Evd3coMC@y4koy/SRZGydhNmno81Z0W0vdfg7svaCj5ad2ROUFX4QMscATjYIdjrrs41+qcQug==",
"NX2L76Nud+108CF2fRs8qiHudv2wbh@E701]igZNY+WPOX+00ZUulpza8zsipPF550Uz4X1YTbeon9njxoQ2MBA==",
"DQSIoMapurAvRyZWC74v/cOE7zcV+8LgDPpOmChR453N+Cj+6Fwipe5thYPbhkpNhwf9hEy/78hh8qB6C1B3nw=="
"p56HD6/EQVRGDZzCuDAjkobalqVPRc/Mug3q2bs 1OWAZN8H2n4vy8m3xORtwAUXh5COkG15y+qrvsfs2s4qIHQBAKg5BmNrg62Yn
"xf05S40+UGgbgPS2s1PSroORS4DLfYXnHiWz6VyhTQOpNKzIHXhEVDST1PMFUIek3Wi31CxroWOHIr9WeGvvHebfxXcVPTWNPs4
"muoBJw7vz107HYcI4tyRBzOXVW2kCA367352yCDjuHUKVGWPKkpXUgV5Q1/s4HNhSAMIDNhTJwYIa3MxqdMkg7A==",
"BOT3cryizr14V0cnw4@TDxor8c5ycs9chw/RjsLxM2h+rS/BlcPa2ZWipo/PpIXob3byyEj4G0ullUPn+M4Shcg=="]

for s in strings:
try:
string_data_b64 = base64.bb4decode(s)
string_data_b64 = string_data_b64[32:]
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iv = string_data_b64[:16]
enc_data = string_data_b64[16:]
out = malduck.aes.cbc.decrypt(key, iv, enc_data)
print(out)
except:
pass
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