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2024-03-25 ⋅ iVerify ⋅

Clipping Wings: Our Analysis of a Pegasus Spyware Sample

Chrysaor 2023-03-07 ⋅ The Record ⋅ Dina Temple-Raston, Will Jarvis

Internal documents show Mexican army used spyware against civilians, set up secret military intelligence unit

Chrysaor Guacamaya 2022-10-31 ⋅ Cyber Geeks ⋅ Vlad Pasca

A Technical Analysis of Pegasus for Android - Part 3
Chrysaor 2022-09-27 ⋅ Cyber Geeks ⋅ Vlad Pasca

A technical analysis of Pegasus for Android – Part 2
Chrysaor 2022-08-29 ⋅ CYBER GEEKS All Things Infosec ⋅ CyberMasterV

A Technical Analysis of Pegasus for Android – Part 1
Chrysaor 2022-08-10 ⋅ ⋅ Cybersecurity Trends ⋅ Costin Raiu

“Pegasus”, the spyware for smartphones. How does it work and how can you protect yourself?

Chrysaor 2022-05-22 ⋅ Bleeping Computer ⋅ Sergiu Gatlan

Google: Predator spyware infected Android devices using zero-days
Alien Chrysaor 2022-04-18 ⋅ CitizenLab ⋅ Bahr Abdul Razzak, Bill Marczak, Elies Campo, Gözde Böcü, John Scott-Railton, Ron

Deibert, Salvatore Solimano, Siena Anstis

CatalanGate Extensive Mercenary Spyware Operation against Catalans Using Pegasus and Candiru

Chrysaor Caramel Tsunami 2022-04-05 ⋅ CitizenLab ⋅ Bill Marczak, CitizenLab, Front Line Defenders, Mohammed Al-Maskati,

Ron Deibert, Siena Anstis

Peace through Pegasus Jordanian Human Rights Defenders and Journalists Hacked with Pegasus Spyware

Chrysaor 2022-02-18 ⋅ Reuters ⋅ Christopher Bing, Joel Schectman

How a Saudi woman's iPhone revealed hacking around the world

Chrysaor 2022-01-12 ⋅ LIFARS

Forensics Analysis of the NSO Group’s Pegasus Spyware
Chrysaor 2021-12-29 ⋅ Palo Alto Networks Unit 42 ⋅ Daiping Liu, Jielong Xu, Wanjin Li, Zhanhao Chen

Strategically Aged Domain Detection: Capture APT Attacks With DNS Traffic Trends
Chrysaor SUNBURST 2021-12-16 ⋅ CitizenLab ⋅ Bahr Abdul Razzak, Bill Marczak, John Scott-Railton, Kristin Berdan, Noura Al-

Jizawi, Ron Deibert, Siena Anstis

Pegasus vs. Predator: Dissident's Doubly-Infected iPhone Reveals Cytrox Mercenary Spyware
Chrysaor Caramel Tsunami 2021-11-17 ⋅ ⋅ Investigative reporting project Italy ⋅ Lorenzo Bagnoli, Riccardo Coluccini

Sorveglianza: l’azienda italiana che vuole sfidare i colossi NSO e Palantir
Chrysaor 2021-11-08 ⋅ CitizenLab ⋅ CitizenLab

Devices of Palestinian Human Rights Defenders Hacked with NSO Group’s Pegasus Spyware
Chrysaor 2021-10-26 ⋅ cyjax ⋅ william thomas
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Mercenary APTs – An Exploration
Chrysaor 2021-10-24 ⋅ CitizenLab ⋅ Bahr Abdul Razzak, Bill Marczak, John Scott-Railton, Ron Deibert, Siena Anstis

Breaking the News New York Times Journalist Ben Hubbard Hacked with Pegasus after Reporting on Previous
Hacking Attempts

Chrysaor 2021-09-16 ⋅ Objective-See ⋅ Tom McGuire

Analysis of CVE-2021-30860 the flaw and fix of a zero-click vulnerability, exploited in the wild
Chrysaor 2021-09-15 ⋅ Trend Micro ⋅ Mickey Jin

Analyzing The ForcedEntry Zero-Click iPhone Exploit Used By Pegasus (CVE-2021-30860)
Chrysaor 2021-09-14 ⋅ ZecOps ⋅ ZecOps Research Team

The Recent iOS 0-Click, CVE-2021-30860, Sounds Familiar. An Unreleased Write-up: One Year Later
Chrysaor 2021-08-24 ⋅ CitizenLab ⋅ Ali Abdulemam, Bill Marczak, John Scott-Railton, Kristin Berdan, Noura Al-Jizawi, Ron Deibert,

Siena Anstis

From Pearl to Pegasus Bahraini Government Hacks Activists with NSO Group Zero-Click iPhone Exploits
Chrysaor 2021-08-17 ⋅ Trend Micro ⋅ Daniel Lunghi

Confucius Uses Pegasus Spyware-related Lures to Target Pakistani Military

Chrysaor Confucius 2021-08-04 ⋅ Zero Day ⋅ Kim Zetter

Pegasus Spyware: How It Works and What It Collects

Chrysaor 2021-08-03 ⋅ nex.sx ⋅ Claudio Guarnieri

The Pegasus Project
Chrysaor 2021-07-26 ⋅ The Wire ⋅ Kabir Agarwal, Sangeeta Barooah Pisharoty

From Army and BSF to RAW, Spyware Threat Touched National Security Field Too
Chrysaor 2021-07-25 ⋅ Arkadiy Tetelman A Security Blog ⋅ Arkadiy Tetelman

Scanning your iPhone for Pegasus, NSO Group's malware
Chrysaor 2021-07-22 ⋅ Twitter (@HackSysTeam) ⋅ HackSys Team

Tweet on analysis of Pegasus

Chrysaor 2021-07-20 ⋅ Twitter (@alexanderjaeger) ⋅ alexander jaeger

Tweet on timesketch timeline for Pegasus related activities

Chrysaor 2021-07-20 ⋅ Threatpost ⋅ Tara Seals

Researchers: NSO Group’s Pegasus Spyware Should Spark Bans, Apple Accountability
Chrysaor 2021-07-19 ⋅ Bleeping Computer ⋅ Sergiu Gatlan

iPhones running latest iOS hacked to deploy NSO Group spyware
Chrysaor 2021-07-19 ⋅ Vice ⋅ Joseph Cox

Amazon Shuts Down NSO Group Infrastructure
Chrysaor 2021-07-19 ⋅ Washington Post ⋅ Craig Timberg, Elodie Guéguen, Reed Albergotti

Despite the hype, iPhone security no match for NSO spyware

Chrysaor 2021-07-19 ⋅ Washington Post ⋅ Joanna Slater, Niha Masih

The spyware is sold to governments to fight terrorism. In India, it was used to hack journalists and others.
Chrysaor 2021-07-18 ⋅ Github (AmnestyTech) ⋅ Amnesty International

NSO Group Pegasus Indicator of Compromise
Chrysaor 2021-07-18 ⋅ Amnesty International ⋅ Amnesty International

Forensic Methodology Report: How to catch NSO Group’s Pegasus
Chrysaor 2021-07-18 ⋅ Amnesty International ⋅ Amnesty International
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Forensic Methodology Report: Pegasus Forensic Traces per Target
Chrysaor 2021-07-18 ⋅ CitizenLab ⋅ Bill Marczak, John Scott-Railton, Ron Deibert, Siena Anstis

Independent Peer Review of Amnesty International’s Forensic Methods for Identifying Pegasus Spyware
Chrysaor 2021-07-18 ⋅ Washington Post ⋅ Craig Timberg, Dana Priest, Souad Mekhennet

Private spy software sold by NSO Group found on cellphones worldwide
Chrysaor 2021-07-18 ⋅ Washington Post ⋅ Washington Post Staff

Takeaways from the Pegasus Project

Chrysaor 2021-07-18 ⋅ Washington Post ⋅ Arthur Bouvart, Dana Priest, Souad Mekhennet

Jamal Khashoggi’s wife targeted with spyware before his death

Chrysaor 2021-07-18 ⋅ Washington Post ⋅ Craig Timberg, Drew Harwell

NSO Group vows to investigate potential spyware abuse following Pegasus Project investigation
Chrysaor 2021-07-18 ⋅ forbidden stories ⋅ Phineas Rueckert

Pegasus: The new global weapon for silencing journalists
Chrysaor 2021-07-18 ⋅ forbidden stories ⋅ Laurent Richard, Sandrine Rigaud

The Pegasus Project: A Worldwide Collaboration to Counter a Global Crime

Chrysaor 2021-07-18 ⋅ forbidden stories ⋅ forbidden stories

About The Pegasus Project

Chrysaor 2021-07-18 ⋅ The Wire ⋅ Sukanya Shantha

Digital Forensics Show S.A.R. Geelani’s Phone Was Hacked, Likely With Zero-Click Exploit
Chrysaor 2021-07-18 ⋅ The Wire ⋅ Siddharth Varadarajan

Pegasus Project: How Phones of Journalists, Ministers, Activists May Have Been Used to Spy On Them
Chrysaor 2021-07-18 ⋅ The Wire ⋅ The Wire

The WIre's covereage on Pegasus Project
Chrysaor 2021-07-18 ⋅ The Guardian ⋅ David Pegg, Michael Safi, Nina Lakhani, Paul Lewis, Sam Cutler, Stephanie Kirchgaessner

Revealed: leak uncovers global abuse of cyber-surveillance weapon

Chrysaor 2021-07-18 ⋅ The Guardian ⋅ Stephanie Kirchgaessner

Saudis behind NSO spyware attack on Jamal Khashoggi’s family, leak suggests

Chrysaor 2021-07-18 ⋅ The Guardian ⋅ Nina Lakhani

Revealed: murdered journalist’s number selected by Mexican NSO client
Chrysaor 2021-07-18 ⋅ The Guardian ⋅ Shaun Walker

Viktor Orbán using NSO spyware in assault on media, data suggests
Chrysaor 2021-07-18 ⋅ The Guardian ⋅ The Guardian

The Guardian's covereage on Pegasus Project
Chrysaor 2021-07-18 ⋅ The Wire ⋅ Anuj Srivas, Kabir Agarwal

Snoop List Has 40 Indian Journalists, Forensic Tests Confirm Presence of Pegasus Spyware on Some

Chrysaor 2021-07-18 ⋅ Twitter (@billmarczak) ⋅ Bill Marczak

Twitter thread with a couple of interesting bits from AmnestyTech's new report on Pegasus
Chrysaor 2021-07-18 ⋅ ⋅ Lemonde ⋅ Damien Leloup

From Rabat to Paris, Morocco does not let go of journalists
Chrysaor 2021-07-18 ⋅ Amnesty International ⋅ Amnesty International

Massive data leak reveals Israeli NSO Group's spyware used to target activists, journalists, and political leaders
globally
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Chrysaor 2020-12-20 ⋅ CitizenLab ⋅ Bill Marczak, John Scott-Railton, Noura Al-Jizawi, Ron Deibert, Siena Anstis

The Great iPwn Journalists Hacked with Suspected NSO Group iMessage ‘Zero-Click’ Exploit

Chrysaor 2020-12-15 ⋅ Google Project Zero ⋅ Ian Beer, Samuel Groß

A deep dive into an NSO zero-click iMessage exploit: Remote Code Execution

Chrysaor 2020-02-13 ⋅ Qianxin ⋅ Qi Anxin Threat Intelligence Center

APT Report 2019
Chrysaor Exodus Dacls VPNFilter DNSRat Griffon KopiLuwak More_eggs SQLRat AppleJeus

BONDUPDATER Agent.BTZ Anchor AndroMut AppleJeus BOOSTWRITE Brambul Carbanak Cobalt Strike
Dacls DistTrack DNSpionage Dtrack ELECTRICFISH FlawedAmmyy FlawedGrace Get2 Grateful POS

HOPLIGHT Imminent Monitor RAT jason Joanap KerrDown KEYMARBLE Lambert LightNeuron LoJax
MiniDuke PolyglotDuke PowerRatankba Rising Sun SDBbot ServHelper Snatch Stuxnet TinyMet tRat TrickBot
Volgmer X-Agent Zebrocy 2020-01-28 ⋅ CitizenLab ⋅ Bill Marczak, John Scott-Railton, Masashi Crete-Nishihata, Ron Deibert,

Siena Anstis

Stopping the Press: New York Times Journalist Targeted by Saudi-linked Pegasus Spyware Operator
Chrysaor 2018-09-18 ⋅ The Citizenlab ⋅ Bahr Abdul Razzak, Bill Marczak, John Scott-Railton, Ron Deibert, Sarah McKune

Hide and Seek: Tracking NSO Group’s Pegasus Spyware to Operations in 45 Countries
Chrysaor 2017-04-03 ⋅ Google ⋅ Jason Woloz, Ken Bodzak, Megan Ruthven, Neel Mehta, Rich Cannings, Wentao Chang

An investigation of Chrysaor Malware on Android
Chrysaor 2017-04-03 ⋅ Google ⋅ Jason Woloz, Ken Bodzak, Megan Ruthven, Neel Mehta, Rich Cannings, Wentao Chang

An Investigation of Chrysaor Malware on Android

Chrysaor 2017-04-01 ⋅ Lookout ⋅ Lookout

Pegasus for Android: Technical Analysis and Findings of Chrysaor

Chrysaor 2016-12-27 ⋅ CCC ⋅ Max Bazally

Pegasus internals: Technical Teardown of the Pegasus malware and Trident exploit chain
Chrysaor

There is no Yara-Signature yet.
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