https://www.bleepingcomputer.com /news/security/netwalker-ransomware-infecting-users-via-coronavirus-phishing/

Netwalker Ransomware Infecting Users via Coronavirus Phishing

By Lawrence Abrams

Published: 2020-03-21 - Archived: 2026-04-05 17:45:49 UTC

As if people did not have enough to worry about, attackers are now targeting them with Coronavirus (COVID-19) phishing

emails that install ransomware.

While we do not have access to the actual phishing email being sent, MalwareHunterTeam was able to find an attachment

used in a new Coronavirus phishing campaign that installs the Netwalker Ransomware.

Netwalker is a ransomware formerly called Mailto that has become active recently as it targets the enterprise and
government agencies. Two widely reported attacks related to Netwalker are the ones on the Toll Group and the Champaign
Urbana Public Health District (CHUPD) in Illinois.
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The new Netwalker phishing campaign is using an attachment named "CORONAVIRUS COVID-19.vbs" that contains an

embedded Netwalker Ransomware executable and obfuscated code to extract and launch it on the computer.

") CORONAVIRUS_COVID-19.vbs - Notepad2 (el [-@]
File Edit View Settings 2
DEQ A | o ea @) a8 CRER= 4R
44944, 44100, 44944, 44944, 42025, 44944, 44044, 42436, 44100, 42849, 44944, 44944, 42025, 42025,

43264, 44521, 42849, 44521, 43681, 42436, 44944, 44944, 43681, 43264, 44521, 44944, 44100, 43264,
42025, 42436, 42025, 42436, 42436, 42849, 43264, 42849, 43264, 43681, 43681, 44100, 44944, 42436,
44944, 42025, 44944, 41616, 41616, 41616, 41616, 44944, 44100, 43681, 44944, 42025, 44100, 42436,
42025, 41616, 42849, 42849, 42840, 44944, 42849, 44100, 43264, 42849, 44944, 42436, 41616, 41616,
43681, 44100, 44521, 42436, 42436, 44100, 43264, 42849, 44521, 44521, 43681, 44100, 44521, 42025
42849, 44100, 42849, 44521, 43681, 44944, 44944, 41616, 44100, 41616, 44100, 42849, 43264, 43264,
43264, 42849, 41616, 42436, 42436, 43681, 42436, 44521, 41616, 42849, 44044, 42025, 42849, 43264,
44100, 41616, 44944, 44944, 42436, 44100, 41616, 42849, 44944, 42436, 42849, 42025, 44100, 44521,
43681, 43681, 44944, 42436, 44944, 43681, 44100, 42849, 42436, 44100, 41616, 43681, 42436, 41616,
43264, 43681, 42025, 43264, 42436, 42849, 42025, 44944, 42025, 42025, 42436, 43264, 41616, 44521,
44521, 44521, 43681, 42436, 43681, 44944, 44100, 43264, 43681, 44944, 43681, 44100, 42025, 43681,
44944, 42849, 44521, 43681, 43681, 44521, 44944, 41616, 44944, 42849, 42849, 44521, 42436, 42849,
43681, 43264, 43681, 41616, 42025, 44521, 43264, 43681, 42436, 43264, 43681, 44521, 42436, 42025
44100, 42849, 42849, 43681, 43681, 44100, 44944, 41616, 43264, 44944, 41616, 44521, 43681, 44521,
44521, 44100, 44100, 42849, 43681, 44521, 43264, 43681, 43264, 41616, 44521, 44944, 44944, 44944,
42436, 44521, 41616, 42849, 42849, 42849, 43681, 42025, 41616, 42436, 43264, 42025, 42849, 42436,
41616, 41616, 41616, 42849, 42436, 42849, 44944, 43264, 44521, 44944, 43264, 42849, 44521, 43264,
44944, 42849, 42849, 43681, 43681, 42025, 41616, 42849, 41616, 41616, 42025, 44100, 44944, 44521,
43681, 44944, 43681, 44521, 43264, 42025, 44944, 43264, 44944, 44944, 42436, 44521, 44100, 42025
42436, 44521, 42436, 41616, 44944, 42436, 41616, 44521, 42436, 43681, 42025, 41616, 44100, 43264,
44100, 43264, 41616, 44521, 42436, 42436, 43264, 44521, 44944, 44100, 42025, 41616, 44521, 44944,
44521, 42849, 44521, 44944, 43681, 43681, 44100, 44100, 42025, 44100, 42849, 42025, 42436, 43681,
43264, 42436, 44944, 44521, 44521, 41616, 42025, 42025, 43681, 41616, 42025, 42849, 44944, 44521,
43264, 43681, 44944, 43681, 44944, 43264, 44100, 43681, 42849, 43264, 42436, 42025, 44944, 44100,
41616, 44521, 42025, 41616, 41616, 41616, 44944, 42436, 44521, 44100, 41616, 42436, 43264, 42025,
42025, 44100, 44944, 42025, 43681, 44100) : for nghICuKfvmalBTUKVVHLjWNRPGMyriPbhlQgnzQg = lbound(
UhSCkpiTgyaYOXAgGwNbKK) to ubound(YecHkJIPerxvgzDlb1) : noXghCyOTjVIDXioctQygyHMmbH = sqr(
UhSCkpi TgyaYOXAgGwNbKK (nghICuKfvmaJBTUKVVHL JwNRPGMyriPb1QgnzQg)) : TkwgcctDAwibpoPONwYAy = sqr(
YecHkJPerxvgzDlbh1(nghICukfvmalBTUKVVHL JwNRPGMyriPb1QgnzQg)) : execute(
"NNWNUPYWYaCQFPZdjUGTLkvgZYqOuHXb = nnWNuPYWYaCQFPZdjUGTLKvgZYqOuHXb &
chr(noXghCy0TjVIDXioctQygyHMmbH - ikWgcctDAwibpoPONwYAy)") : next : execute(
NNWNUPYWYaCQFPZdjUGTLkvgZYqOuHXb)

m

Ln2:2 Col 16424 Sel 0 664 KB ANSI CR+LF INS VBScript

VBS Attachment

When the script is executed, the executable will be saved to % Temp %\qeSw.exe and launched.

—‘I » User » AppData » Local » Temp » v\¢,|| Search Temp ,0|

Organize ¥ = Open Share with New folder =- 0 @
&
- Favorites = Name Date modified Type Size
| CR_OEBDEtmp 2/13/2020 824 PM  File folder
= Libraries FXSAPIDebugLogFile.txt 3/10/2015 8:04 PM  Text Document 0KB
‘ [H| geSw.exe 3/21/202011:23 A..  Application 297 KB

m

& Homegroup

‘& Computer

@ Network

-

1 geSw.exe Date modified: 3/21/2020 11:23 AM Date created: 3/21/2020 11:23 AM
. Application Size: 296 KB

Netwalker Executable

Once executed, the ransomware will encrypt the files on the computer and append a random extension to encrypted file

names.

Head of SentinelLabs Vitali Kremez, the research division of SentinelOne, told BleepingComputer that this version of the

ransomware specifically avoids terminating the Fortinet endpoint protection client.
When asked why they would do that, Kremez stated it may be to avoid detection.

"I suppose it might be because they have already disabled the anti-virus functionality directly from the customer admin

panel; however, they do not want to trip an alarm by terminating the clients," Kremez told BleepingComputer.
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When done, victims will find a ransom note named [extension]-Readme.txt that contains instructions on how to access the

ransomware's Tor payment site to pay the ransom demand.

& ¢ Readme.txt - Notepad?

File Edit View Settings 2
DE@E| [ Gy s
1Hi!
2Your files are encrypted by Netwalker.
3A11 encrypted files for this computer has extension: . )\W
4

5

6 If for some reason you read this text before the encryption ended,

7this can be understood by the fact that the computer slows down,

sand your heart rate has increased due to the ability to turn it off,

athen we recommend that you move away from the computer and accept that you have been compromised.

10 Rebooting/shutdown will cause you to lose files without the possibility of recovery.

11

12 -~

1z20ur encryption algorithms are very strong and your files are very well protected,

14 the only way to get your files back is to cooperate with us and get the decrypter program.

15

16 D0 not try to recover your files without a decrypter program, you may damage them and then they will be impossible
to recover.

17

18For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.

19 Just open our website, upload the encrypted file and get the decrypted file for free.

| @ Q| = |5

23 Steps to get access on our website:

24

251.Download and install tor-browser: https://torproject.org/

26

27 2.0pen our website: rnfdsgméewbejesustxkekwdudyd7kpeatvu7dexhynscs4ltdpdrqqd. onion
28

203.Put your personal code in the input form:

30

31 NG

32 40 5 7S SBX N
33 /RGN DR DO ST & A
34 »%(;« NN 3075 RGN XY DO S SO
36 OGAMRE e N K m&@wvmwwxx& 24
37 XN ARSI OB S

n1:37 Coll Sel0 153 KB ANSI CR+LF INS Default Text

Netwalker Ransom Note

Unfortunately, at this time there is no known weakness in the ransomware that would allow victims to decrypt their files for

free.

Instead, victims will need to either restore from backup or recreate the missing files.

Coronavirus attacks have become common

Due to the ongoing Coronavirus pandemic, threat actors have actively started using the outbreak as a theme for their

phishing campaigns and malware.

We have seen the TrickBot trojan using text from Coronavirus related news stories to evade detection, a ransomware called
CoronaVirus, the data-stealing FormBook malware spread through phishing campaigns, and even an email extortion

campaign threatening to infect your family with Coronavirus.

This has led to the US Cybersecurity and Infrastructure Security Agency (CISA) to issue warnings about the rise of
Coronavirus-themed scams and the World Health Organization (WHO) to release warnings of phishing scams impersonating

their organization.

As threat actors commonly take advantage of topics that spread anxiety and fear, everyone must be more diligent than ever

against suspicious emails and the promotion of programs from unknown sources.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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