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Ransomware dev releases Egregor, Maze master decryption keys

By Lawrence Abrams

Published: 2022-02-09 - Archived: 2026-04-05 15:49:07 UTC

The master decryption keys for the Maze, Egregor, and Sekhmet ransomware operations were released last night on the

BleepingComputer forums by the alleged malware developer.

The Maze ransomware began operating in May 2019 and quickly rose to fame as they were responsible for the use of data

theft and double-extortion tactics now used by many ransomware operations.

After Maze announced its shutdown in October 2020, they rebranded in September as Egregor, who later disappeared

after members were arrested in Ukraine.
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The Sekhmet operation was somewhat of an outlier as it launched in March 2020, while Maze was still active.

Master decryption keys released

Fast forward 14 months later, and the decryption keys for these operations have now been leaked in the

BleepingComputer forums by a user named "Topleak' who claims to be the developer for all three operations.

The poster said that this was a planned leak and is not related to recent law enforcement operations that have led to

the seizing of servers and the arrests of ransomware affiliates.

"Since it will raise too much clues and most of them will be false, it is necessary to emphasize that it is planned leak, and

have no any connections to recent arrests and takedowns," explained the alleged ransomware developer.

They further stated that none of their team members will ever return to ransomware and that they destroyed all of the source

code for their ransomware.

Topleak

Members
1 posts

0 warning points
Local time: 08:44 PM

Oo#m<

Posted Today, 06:24.PM

Hello, It's developer. It was decided to release keys to the public for Egregor, Maze, Sekhmet ransomware families.

also there is a little bit harmless source code of polymorphic x86/x64 modular EPO file infector mOyv detected in the wild
as Win64/Expiro virus, but it is not expiro actually, but AV engines detect it like this, so no single thing in common with
gazavat.

Each archive with keys have corresponding keys inside the numeric folders which equal to advert id in the config.

In the "OLD" folder of maze leak is keys for it's old version with e-mail based. Consider to make decryptor first for this
one, because there were too many regular PC users for this version.

Enjoy!

Since it will raise too much clues and most of them will be false, it is necessary to emphasize that it is planned leak, and
have no any connections to recent arrests and takedowns. MOyv source is a bonus, because there was no any major

source code of resident software for years now, so here we go.

Neither of our team member will never return to this kind of activity, it was pleasant to work with you. All source code of
tools ever made is wiped out.

P.S. Never forget that everything you perceive is only the dream of God. Complete your task.

Link:

Forum post leaking Maze, Egregor, and Sekhmet decryption keys

Source: BleepingComputer

The post includes a download link for a 7zip file with four archives containing the Maze, Egregor, and Sekhmet decryption

keys, and the source code for a 'MOyv' malware used by the ransomware gang.
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Archive containing the leaked decryption keys

Source: BleepingComputer

Each of these archives contains the public master encryption key and the private master decryption key associated with a

specific "advert", or affiliate of the ransomware operation.
In total, the following are the number of RSA-2048 master decryption keys released per ransomware operation:

» Maze: 9 master decryption keys for the original malware that targeted non-corporate users.
e Maze: 30 master decryption keys.

¢ Egregor: 19 master decryption keys.

¢ Sekhmet: 1 master decryption key.

Emsisoft's Michael Gillespie and Fabian Wosar has reviewed the decryption keys and confirmed to BleepingComputer that

they are legitimate and can be used to decrypt files encrypted by the three ransomware families.

Gillespie told us that the keys are used to decrypt a victim's encrypted keys that are embedded in a ransom note.

+THIS IS A SPECIAL BLOCK WITH A PERSONAL AND CONFIDENTIAL INFORMATION! DO NOT TOUCH IT WE NEED IT TO IDENTIFY AND
AUTHORIZE YOU

' ———BEGIN MAZE KEY---

1 WCX9E7zdZb+h4eT1fAR3Y1Ywpx1Yd//+DuMts4f8FX3ZC/amDYAb4nqqfRHDs SHA+671Q0I87 5N02Z0cZWkYUP JQ5 3 qqSUPAOSSKSE j r8HkKUhO1mI9s oNNUh
PHCVFME9TyhgL SGuzZyvSmINzSLXET rZFeEMxI0s5 TCHIN/qRVKNYOP6Z1 X0oKHKA9VINmZbtvR2xkmcIITH38V1Jk1crD18DAUNobBCcivSsQwrHIgd4oci
/DDTWIS6LMETHSKSWS2yWwd0oI YWIEh2I8wT+ead/3/vxpm8ulkgxjgvoo5152avMndggVrBEUSYks 7ycBWPOOkPSogPto3eNefal SGWBXYCT rxEgceeaAH6
PT+B72/v8eIAnBUd6uUj1mFRWF6x19b4E2s+Heol5F91Y0/Zbk1sRxIwlmI/ZImukr /41pXxCPNe603yIIKPIKWLXAMt /WG713kC2AyNOGpWLmkumnmobw610
UIPril1]ft0QASPOZE rwkZkQiRUxdCXZkvHjQQKCxYgdxMWL cwtp3hUTItFOGPXHU1X0ujowQQdttQzBvgi6hsSM7jh9GI1aTinm] /1TgLAZ6uoPB6eloNgl+n
Bmn1DOF00pvsclgx+7jCn3a6vz/DTAqGAMtZ7 SCTTGBYOUT jmoSL TCETLEWXhT4TtEVITcMEd1EBEXIMMQeR j 5SFhg7QrtbnDEUrs zp04FDzwmKySEhdCvky
9zvx4sypxbjIwefu3iwy/9z2UGPNT40dEL THVZDWIpreZ8+R2YZ7pM3ofaxaF rF/nLTDOWFNXVTV7 YZ6WCdwXsDTij984 71 1tiwdawC7 2u7 Zz11FobkDAS+
oX7M4y4Kab/szEdI/bAAcuhQHI3x1x7 /831QfkPwgcxLA3rFrIvkKTsGuGZoEMdbGHH5 10cSXfPmDIs /sH58TD] 3B+RK8Mp7 eV8\Vn8fWLwz57bB /DuviN1Vm
J1LmwueY1xkvi 9G1P+950piw21ciwrBMi 3puNFx3XoqkwWNL7 rpld9ode8GEL UNIKPAHTKK8XGXxDZz5hoGWDefxCVAVyyJ+Juvch+qTes jT1SMIHINwpCyz90
Nu+uyQwoWYDFOSmvV2RVF1IH2rfazfvpgMwk3k35wW26Y0dvWIZTvPjsrDvttnz8UwHLZCSpUSE+EHQWIr92CUNVPTC38A5Y5 /IN2U8go68AT Tkdg2jigyx
GPFdxKI50ZjBMKyqAx7 jUB11gvIHmya6f3kBt5Mtt89bM/967EQIRFBHSS 05SEE8CDIAWKZDYAFNN2A0ADUbNEFGIPrgNH/dudbDPvgdoYvXyKmbqVVKIBs+
SdmDx6qzuZz35m+2Z/ShP7KONP /LCMIqvazVeATbt1KoTWUL FhMOOtaNncXDVAMeD8 dKpQIWX8PMKZ8WFsandi Zwy18G40FOYDsD10K44gU/EGZj176GCLNVE
dkviwdwIxweyR91hrggN1pX0p7ETShGT7pukwkbpNgQrmM8xa3s 4EaTBpqoxQ8m7+QLPFr7 5Fe96L 2BG+dkmpDGAIWSNVZyTKXarwaYTNPORU/WnZXBBM+Z 1
PEkiLjCYYiUkdtcU+EW9009gD8dNNnjupgNDyC2thiM/0eBzZY/EXh1xtZ6]52NzWO4E12RVGUbeXo0woch8aD21g0gg054xK1g1gHApKgnV5B5atuiYoq
sqhoQ41q/qnFTTSHLMIwwsH3akpHY 3syF cXMLVwwe9YQ2YMDyys 4y9N/ /ePfTyQyHXzgi SowUW1G4G6q2F FE@IVRUApU+DZX4hhiSLeWemMH2BdKOZdGr2H
vq9wzzQdAKrMC+TFs jJoIpgedQghpHMgS YYdES7UHUKrGTAUKYtZDVO2 3rRINBeca/zIn+ACY tOL4ek6g6P5UUD1DWGTF6Y+shc7sXui /KgLcwsaxdrzkGs
+MK8WCUT4bhTMXy7RYqkgIL7+IP6QokXprL 3rF6BOKLfv2vexnwMyiAGyVQwW+dZHtvFoDXGSZHppVnQoeo6IkIX20PuFUUS 7 vQRWQWUiKr660D56gNDS98
SYm6s SHird4uxPdzFmej/3mNO4+s7 4Nonox3YOwOwTK7 /RFQXg1gqctmUxSu0ZLIgjDtLCOt3qCOAFeZHF JFACPSGABCO1GB sy /Ky+myOuTCMTUjxAoEnth
tp9Grs8Dmvi732getobyYNmjzpPdMvhPENTisNpkKEs fwdaBbud3s7 3yu0UXCr3NgOBOGx i ICavyT4gorQsIsAWg7 X,/ rEwNUpbmtmas tgoiNQAYADYAOQAWA
GMANABMAGIAYWB 1 AGUAZgAZADUAMAAAABCAQBOKVQBZAGUACGAAACTkVWBPAF TASWBHAF TATWBVAF AAXABVAFMARQB SACOAUABDAAAAKhXNAGEADAB 3AGEA
CgBTAGIAeQBDAGUACWBBAAAAMT ZXAGKAbgBKAGBACIWBZACAANWAGAFUADABDAGKkAbQBhAHQAZQAAADoOT ABKAGUACABYAGUAYWBhAHQAZOBKACAAPgAGAHY
AMgAUADMATAAAAE JETABDAF 8ARQE f ADEANQA3ADCANgAVADQANQAS ADCANWE 8 AEQAXWBVAF BAMAAVADAATABF AF 8AVQB T ADAAL WAWAHWAAABIAFBAWIKIYT
kIaTkIcIGbPngSgAEBIgEFMidzL jI=

---END MAZE KEY---

Encrypted key in Maze ransom note

Source: BleepingComputer

Emsisoft has released a decryptor to allow any Maze, Egregor, and Sekhmet victims who have been waiting to recover their

files for free.

E Emsisoft Decryptor for MazeSehkmetEgregor E@
EM S I SOFT Decryptor

For MazeSehkmetEgregor - Version 1 0.00m

‘ Decryptor| Results |Options |Aboul|

File: C:\$test\8.jpg. SEVBOUA -
Decrypted: C:\$test\8.jpg

File: C:\$test\8 png SVBOUA
Decrypted: C:\$test\8.png

File: C\$test\9.doc SIVEOUA
Decrypted: C:\$test\9.doc

File: C:\$test\9.jpg StVBOUA
Decrypted: C:\$test\9.jpg

File: C:\$test\9. png StVBOUA
Decrypted: C:\$test\9.png

Finished!
|
i Save log ] i Copy log to clipboard Abort
© 2019 Emsisoft Ltd. A free of charge service by Emsisoft - www.emsisoft.com

Emsisoft decryptor for Maze, Egregor, and Sekhmet
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To use the decryptor, victims will need ransom note created during the attack as it contains the encrypted decryption key.
Bonus M0Oyv malware source code

The archive also includes the source code for the MOyv 'modular x86/x64 file infector' developed by the Maze ransomware

operation and used previously in attacks.

"Also there is a little bit harmless source code of polymorphic x86/x64 modular EPO file infector mOyv detected in the wild
as Win64/Expiro virus, but it is not expiro actually, but AV engines detect it like this, so no single thing in common with

gazavat," the ransomware developer said in the forum post.

"MOyv source is a bonus, because there was no any major source code of resident software for years now, so here we go,"

the developer later explained.

This source code come in the form of a Microsoft Visual Studio project and includes some already compiled DLLs.

d, BOOL bInfectLocal, BOOL

::SYNC_INFECTOR, &hInfectorMu

ngData)) ;

ingForm) ;

param

Source code snippet for the MOyv malware

Source: BleepingComputer

The todo.txt file indicates the source code for this malware was last updated on January 19th, 2022.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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