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EXECUTIVE SUMMARY

The CYFIRMA research team has identified a new up-and-coming European threat actor group known as FusionCore.
Running Malware-as-a-service, along with the hacker-for- hire operation, they have a wide variety of tools and services
that are being offered on their website, making it a one-stop-shop for threat actors looking to purchase cost- effective
yet customizable malware. The operators have started a ransomware affiliate program that equips the attackers with the
ransomware and affiliate software to manage victims. FusionCore typically provides sellers with a detailed set of
instructions for any service or product being sold, enabling individuals with minimal experience to carry out complex

attacks.

INTRODUCTION

In this research report, we will discuss previously undiscovered malware being sold by FusionCore, its respective

capabilities and the level of sophistication of the threat actors. FusionCore was founded in 2022 by user “Hydra”, the
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co-developer of the Typhon Reborn stealer. This malware developer has been in the stealer development and logs-
selling business for a few years now, initially, being involved with the NoMercy infostealer, along with another

associate that goes by the alias; “NecroSys”.

& Only $50 for *LIFETIME ACCESS TO BUILDER* &
Buy now:- DM me on telegram:
https:/'t.me/lernaean hydral
it h h

« « Other projects:
> NoMercy HTTP info-stealer (C#) for $10 for lifetime
access:- https:./t.me/nomercy_shop

Telegram s

Typhon-R developer | lernaean_hydra0 -

Typhon-R Stealer Developer & Admin | @typhon_shop

w/ [@StopDropMLoad

Fig-1: Relationship with NoMercy InfoStealer (Source: Telegrarn)

Researchers found the NoMercy stealer to be very crude and basic, and observations indicate that it was at the initial
stages of development in early 2022. Based on the feedback from the threat actors, who were using the NoMercy
infostealer, Hydra quickly realized that there is a high demand for all kinds of malware, not just infostealers. He
decided to build a team that develops custom malware — and named the team FusionCore. Their malware catalogue
includes, Typhon-R Stealer, RootFinder Stealer, RootFinder RAT, Cryptonic Crypter, RootFinder Ransomware,
RootFinder Miner, Golden Mine, ApolloRAT, SarinLocker and KratoS dropper; with many new malwares already in

the pipeline.

The other primary associates of FusionCore include, “NecroSys” (developer of SarinLocker, Typhon Stealer, Kratos
Dropper, Ambien RAT), “DanielNusradin” (developer of RootFinder RAT, RootFinder Miner, RootFinder Stealer and
RootFinder Ransomware), “InsaniumDev” (the developer of Golden Mine) and “SysKey” (group administrator,
malware developer). Given the breadth of the threat actor group’s capabilities, translating into a range of lateral
movements, a successful attack could result in significant financial and operational damage, as well as damage to the
organization’s reputation among customers, investors, and partners. The CYFIRMA research team was able to obtain a
few of the previously undiscovered malware samples being used by FusionCore operators. We will analyze them and

share our findings with the community in our upcoming research reports.

FUSIONCORE GROUP PROFILE

FusionCore aliases are highly influenced by Greek and Roman mythology. Hydra named himself after a serpentine
water monster Lernaean Hydra (the many-headed serpent who, when one of its heads was cut off, grew two more) in
Greek Mythology. The Typhon stealer’s name is based on a monstrous serpentine giant, Typhon in Greek mythology.
We have observed a trend within FusionCore’s primary operators to name their flagship malware after Greek
mythological creatures. Most of the malware programs developed by FusionCore are written in C++, C# and Go. The

operators are using open-source .NET obfuscators such as Obfuscar, NETShield and ConfuserEx to increase the
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evasiveness of their crypter stub (software that can encrypt, obfuscate, and manipulate malware). The group highly

relies on open-source software, with NBMiner and xmrig as part of their tool arsenal to enable cryptocurrency mining.

TIMELINE OF FUSIONCORE EVOLUTION

June 2022

After working on new features and evasion capabilities, Hydra started selling the Typhon-stealer, released on their new

telegram channel.

Pinned Message #1
I We are recruiting advertisers! ..

Typhon Shop
174 subscribers

I
I
I
[

June 22,2022

Channel created

Channel photo updated

A New "Typhon" stealer 1.

Feature-rich stealer written in C#
™ Upload logs to Telegram channel

.« Features:
1= Anti-Analysis
VirtualBox

)SandBox

JEmulator

)Debugger

)VirusTotal

)Any.RUN

2> Screenshot

3> Get system information

)OS version
VDrAaAdi~t Law

Fig-2: Typhon Stealer telegram channel creafion in June 2022 (Source: Telegram)

July 2022
Typhon stealer was being updated frequently, based on user feedback.
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Typhon Shop ! Pinned Message #1
167 subscribers I 1 We are recruiting advertisers! . = R Q

July 13, 2022

With this rewrite, along with new features like custom startup name, cold wallet stealer
and worm, | will be adding an important change to the stealer.
Instead of producing logs on startup as it would when someone is freshly occurred, it will
instead run checks to see if it was already installed. If it detects it was already installed,
then it only uploads WebCam, Screenshot, Keylogs (if enabled) and File Grabber and puts
aheader as like this:
= Start-up log »

This will meke it easier to distinguish between new and old infections 4;

July 14, 2022

Keylogger has now started working. It was due to typos.. ., o .

July 16, 2022

1> Hardware Info ff
2> System info
3= File grabber [
4> VPN client stealer

5> Persistence & Anti-DBG / Anti-VM [

Fig-3: Frequent updates based on feedback from attackers, using the Typhon stealer (Source: Telegram)

July 2022
The MaaS operators were found to provide malware-spreading services across the globe, indicating that they likely

have access to a private botnet, spanned across multiple geographies. The operators were found to charge a higher
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price, to spread malware within Europe, than any other continent.

I Spreaaing services ana crypung services. |

Spreading prices:
Global installs:

100 installs - $50
1000 installs - $100
5000 installs - $500
10,000 installs - $750
20,000 installs - $1000

Specific geolocation installs:
Europe 500 installs - $350

Crypting services:
Normal crypt file (NET, Native, Script, etc.) - $20
Normal crypt file + 100 installs - $70

contact || (oT purchase
Only Tether (TRC20) is accepted ;... 17: o [N

Fig-4: Maas$ operators charging more fo spread malware in Europe than rest of the world (Source:
Telegram)

September 2022

FusionCore’s telegram channel was created for streamlining Maa$S operations:

FusionCore Official X Pinned Message & Q,
18 subscribers 1 1 Attention! 1 1 §>Who are w..

&. Drmmel ::'ealed

4 % " :‘.:hamel B upda'ted

"»';L.

A IMPROVED VERSION DF Typhmﬁtemer Typhcnﬁebm 1

TyphonReborn is a modified TyphonStealer variant that has

extensive capabilities. It has significantly improved it and
addad mane Ao fasturas ta it

Fig-5: FusionCore Telegram channel (Source: Telegram)

Due to a lack of buyers, Hydra was willing to recruit a Russian-speaking advertiser, who would advertise the products

on underground forums, channels, etc. with a 25% commission for the marketer on the revenue.
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1 1 We are recruiting advertisers! 1 1

We need advertisers for our stealers. We are specifically
looking forjRussian-speaking advertisersfjwho will advertise our
products on forums, channels, etc.

Only one advertiser is required. You will receive 25% of the
revenue we will receive.

~ If you are interested, hurry up, and DM me _

. We can pay you only in the cryptocurrency customer chose to.
Along with getting 25% of the revenue you will also get free
access to the stealer after you get 3 sales. For guidance on

" how to advertise DM me. User name given above

) > " o I -

Fig-6: Announcement fo recruit Russian-speaking advertisers (Source: Telegram)

October 2022

Another malware developer in FusionCore that goes by the alias NecroSys came in advertising a soon-to-be-released
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ransomware written in C#, called SarinLocker.

{lo Leave a comment October 29, 2022

I
:sl @ *Brand New Product!* §§

\ M SarinLocker v1.0 B G

Easy to use Ransomware written in C#
Its cheap, reliable & easy to use!
Receive victim details directly to your Telegram bot!

L=, Tl Ml =]

Send Key & Client Info via
Telegram Bot

Unbreakable AES-256 Encryption

(&3 Easy to Use Builder with a Clean, User-Friendly Interface [
| I

&J Customise the Payment with the Crypto of Your Choice ‘ '
|

EJ Save Settings so You Only Have to Set them Once! l

Encrypt All Drives

Iﬁ Wipe Key From Memory

&3 Delete Volume Shadow Copies *Admin Privileges Needed*

Clean HTML Ransom Note

& Cheap & Efficient

Fig-7: SarinLocker v 1.0 under development (Source: Telegram)

November 2022

The group admin, SysKey announced the official launch of the webshop for FusionCore.
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. Typhon Shop Message #4

+ OUR NEW WEBSHOP IS LAUNCHED!! _ ¥

S PRODUCTS i

ApolloRAT
Typhon Reborn
Raa$S
NeuroCrypt Raas
Phishing Page
DoS

Manera Telegram Channel

By Hackers for
Hackers

We offer services hacking tools and
much more, all in this shop for
Educational Purposes we are not liable
for your actions

START SHOPPING

Fig-9: Web shop - FusionCore (Source: Surface Web)
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Typhon Reborn
Typhon-R/TyphonStealer, is
a .NET stealer with great
capabilities. Some are:
System Info, Anti CIS,
Crypto Steal, cookies +
passwords + card Info And
much more! Typhon-R by
@lernaean_hydra0 and
@StopDropMLoad on
Telegram

$100

Phishing Page

We create any desired phishing
page, with a great solution for
harvesting. Amything allowed, CC
stealing. PayPal f onlne banking

stealing. social media stealing

el

Site cloning

s

ApolloRAT
Remote Administration
Trojan connecting to an
easy to use discord server
where you can see all
avaliable commands. Video
tutorial comes with the
purschase. Included:
Remote command
execution, AV Bypass,

Startup, Anti CIS, Info steal.

And much more!

$15

NeuroCrypt Raas
Premium Raas, LMK format or
EXE wallpaper change, custom
note, custom cryplo, FUD, AV
Bypass, Anti CIS, support, and

much more!

$100

Ransomware as a Service

Starter Ransomware as a
Service, LNK format or EXE.
Some features: wallpaper
change, custom note, AV
bypass, custom crypto,
and much more. Support
with guidnence.

$50

Denlal Of Service
DDoS attack for enly small
servers, money back in case of
bigger cofp. Or failure. You need
to provide us the target IP and
preferably port number, B0
or 443

$5

Fig-11: FusionCore malware and services (Source: Surface Web)
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November 2022

The operators released an announcement, regarding the upcoming tools and related features:

Typhon Shop
167 subscribers

(1]
'ca

We also provide services on request these include:
= Fully custom Ransomware
= Add new features on request

= What ever other tools you pay us to write

Coming Soon ss:

= UpasCrypt Ransomware Builder - Fully Customisable
including encrypted file extensions, customisable
ransom note, target directory configand  more!

= TyphonLoader

= AmbienRAT - Our community decided that we should |
make it available for purchase and we will deliver '

= Kiseki Keylogger

Fig-12: Upcoming malware by FusionCore (Source: Telegram)

January 2023

The MaaS$ operators were looking to expand their team with the addition of an experienced malware developer.
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Typhon Shop
If anyane Is lpoking to be part of Typhon, DM me and | will ask you some quest...
pnd what I'm saying is that you will
be given some guestions, and some tasks 1o complete, so then we will accept that you are
the real deal.

After that, you will have to send us $300 in XMR, and with each sale we made since you
join, we will start sending you back a certain percentage of the same money BACK to you
that you had sent to us. After we send you back all $300, you will then begin to make
actual profits from each sale we make after it

Requirements:
| Atleast 1 year of malware development experience
. Must be fluent in C#, Web Dev languages
| Must be fluent in English Ee're English speaking grougl
Must be experienced with stealers, crypters, botnets and loaders

edit from NecroSyS [

- - On entry you must be able to show proof of work/past projects to show your experience
| - You must have a good work ethic, we don't need lazy devs in our team

- Src will likely be requested in order to judge your code.

- it will stay private. we don't benefit from leaking src code, we do benefit from having
more developers.

- If your uncomfortable with this its understandable, but this is how we will establish trust
with any newly recruited members.

We will accept only 1 developer as of now, so hurry up if you want to join us!
o_» 4 Comments ?

Fig-13: Recruitment announcement for malware developers {Source: Telegram)
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Needless to say, the post gained traction from the malware developers’ community.

how we will establish trust with any newly recruited members.
y  We will accept only 1 developer as of now, so hurry up if you
| want to join us!

Discussion started

Tl
{g Maybeican join

Typhon Shop Chat
LAXX
IMaybeicanjuin

DM me (I

Fig-14: Malware developers interested to join FusionCore (Source: Telegram)

February 2023
Leveraging the poor Operations Security (OpSec) from the MaaS operators, the CYFIRMA research team has obtained
the C2 panel snippet, shared by the attacker on 25th February 2023 on their telegram channel (now deleted). The

snippet reveals public IPs that are being used by the FusionCore for testing grounds for the malware:
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Feotferciern Ol - D x

i e

Sd'!rql [YESY

PAddreny Cperatrg System LheProtie Veruon State Parsonal ID
Windows 10 Entetpire Abby oo - S O LWLE
W doers T Prote s wonsd arurs 100 W S Ny
Windows 10 Eneipiine Jecige 100 Conrmcied HPS
W indows 10 Enterprse QECIZe 100 Connachad i ake
Wondown 10 E nepane grorge 10 rrecled il

Fig-15: RootFinder RAT C2 panel (Source: Telegram)

The CYFIRMA research team will continue to monitor the infrastructure, as these are likely part of the botnet that the
Maa$ operators are using to provide malware- spreading services. The RootFinder telegram channel was deleted

shortly, after the threat actors realized the operational error.

March 2023
Hydra shared a screenshot of the Typhon Reborn stealer dashboard (under development). Please take note that the
dashboard is set to display Sweden time by default.
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Leg out

Refresh

111.138.13.1 N 810081810 10585004TORR MaD IS0 8l
PI-00-15 % B33.388.11.3 N1 #R0001030 18561000 0ROt bl ddbedd |
WII-03-18 1.1 NT 1009 I0I0 1SN TREN A c A0 R 0
20I-43-18 113,118,101 N 830001000 10SNE0A TORE Ml bls bt etF |

MWII-83-15 1 11111111 N1 10081810 155E L0400 TRRN00 bl BAG o 04

Fig-16: Typhon reborn stealer dashboard - under development (Source: Telegram)

On 26th March 2023, NecroSys made an announcement on the Typhon stealer telegram channel about an upcoming,
fully native, and fully undetectable ransomware, named “VIPERA Ransomware”, that is designed to encrypt victim

files in microseconds.
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Typhon Shop Pinned Message =3
178 subscribers ; Only trust these usernames when bu... -

March 26

§= The VIPERA Ransomware project is
still in development.

Fully native written C++
Extremely fast & efficient (encrypting
files in micro seconds)
100% FUD
. [ Custom file extension
Change desktop wallpaper
. [l Excluded files, folders & extensions

7 To Do:

% Improve string encryption

% Encrypt key with RSA-256

® Builder

% Delete Violume Shadow Copies & Event
Logs

Fig-17: New ransomware VIFERA under development (Source: Telegram)

Based on the available information and discussions, it can be ascertained with medium confidence that the operators of
FusionCore are operating from Europe. The group acts as both malware developers and threat actors, providing
malware subscriptions as well as hacker-for-hire services. Using phishing as their primary attack vector for initial
access, FusionCore specializes in a wide range of malware, which makes them capable of carrying out stealthy and

persistent attacks.

MALWARE OFFERED BY FUSIONCORE

SARINLOCKER

On 15th November 2022, NecroSys officially announced the release of SarinLocker v1.0, a ransomware which would
use telegram for sending decryption keys and client information. It appends an extension SARIN.LOCKED on the
encrypted files. The prices were really competitive, compared to other ransomware, as they were charging 20$ for a

month, and 100$ for lifetime access.

Please take note that the ransomware has the ability to wipe the decryption key from the infected device’s memory —

making it tougher to extract the key, during memory forensics.
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The CYFIRMA research team was able to obtain a few of the malware samples, being used by FusionCore operators.
We will analyze the obtained FusionCore samples and share our findings with the community in our upcoming research

reports. Till then, security teams can find the IOC(s) at the end of this report to block as required.

Admin Panel

{.3 SaninLociker v | NecraSys - ] -
Bhilder
AP Token:
Chat IDx

Pangam Feds

Cryplo Curmendys

Contact Email;

SARINLOCKER
In RAAS We Trust

[] Sawe Settings.

Wallet Address: ||

Fig-18: SarinLocker v1.0 panel (Source: Telegram)
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e e 1 et my Files back®

f Mesare cUpptecerisscy (O, At

Fig-19: SarinLocker posi-encryplion desktop wallpaper (Source: Telegram)

. n L‘: \j.'.'.- v LAMDICARM ool

D e et P
- ]

s i 7

Fig-20: Dermo video snippet showcasing the use of telegram bot (Source: Telegram)
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In November 2022, a poll was posted on the Typhon stealer telegram channel, regarding the development of
SarinLocker v2.0

SarinLocker 2.0 is currently in development
and is being written in C++, Would you like to
see this available for purchase? (It wont have
a builder since its too low level, instead you
will have to purchase 2 precompiled payloads
for x64 and x86)

15 Po

Fig-21: Development related announcement related to SarinLocker v2.0

Please take note that the malware developer states that there will be 2 precompiled payloads for x64 and x86 systems.

On 22nd December 2022, NecroSys announced the release of SarinLocker v2.0, which was written in C++. Amongst

other changes, the new version would have a longer decryption key for victims, as the decryption key in SarinLocker
v1.0 was short and could be brute-forced.

* ANTISCAN.ME

Fig-22: Fully Undetectable by Antiviruses (Source: Telegram)
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ROOTFINDER STEALER

On 14th February 2023, Hydra started advertising a new information stealer, called the RootFinder Stealer on the

Typhon Stealer telegram channel.

Typhon Shop Pinried Message
172 subscribere 1 Deily trust these csermames when bu.
The next RootFinder update will be coming soon!

w:

O Lerae a comment

Advertising a friend's stealer here. Help him get some customers ;)

BreachForums
Thee RoctFinder Steale” Steals data lrom windows based 053
and uplsads kogs wia Telegram. Writhen.

v A o

0 Leave a comment

Fig-23: Hydra advertising RooiFinder stealer on Typhon telegram channel {Source: Telegram)

The developer of RootFinder range of malwares (Stealer, RAT, Ransomware, Miner) is using the alias, Daniel
Nusradin. We believe that the developer of RootFinder is a novice at this stage and is taking guidance from the more

seasoned members of FusionCore on how to develop malware.

It is a variant based on the Redline and Typhon Stealer. The infostealer uses a telegram bot for receiving data from the

infected device.
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X Profile

RootFinder Stealer
bot

@ RootFinder_Bot

Usemame

[\ Notifications a«

Fig-24: RoolFinder Stealer telegraom bot for sending stealer logs to the attacker (Source: Telegram)

Features:

o Grabs the victims’ details (Date & Time, Computer User, Operating System, Operating System Version, DNS
hostname, Installed Anti-Virus, And the Computer language)

e Harvests hardware information (HWID, RAM Sizas (in Megabytes), Memory Devices, BIOS Caption, BIOS
Manufacturer, Graphics Card, CD-Rom path)

e Collects Network Information (Private IP address, External IP address, Subnet Scan, Mac Address)

e Data recovery (Passwords, Cookies, Autofills, Credit Cards, Search History)

ROOTFINDER RANSOMWARE

There’s very limited information about the RootFinder ransomware. The ransomware’s author seems inexperienced,

with poor OpSec, so it’s unlikely that the malware will become more sophisticated and widespread anytime soon.

Features:
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o The Ransomware employs an encryption process that is completely undetectable and can encrypt files more
quickly. The encryption method used is AES Encryption.

o The Ransomware is designed to be lightweight, with a size of only 26 KB.

¢ Upon installation, the malware connects to an HTTP Panel and transmits the personal installation key to the
attacker.

e The Ransomware can generate unique decryption keys for each victim.

e Additionally, there is a separate application for affiliates that requests the Personal Installation Key. The attacker
must provide the victim’s Installation Key in the application to obtain the decryption key.

¢ Buyers(attackers) are registered to a web panel, enabling them to log in and access the ransomware admin panel.
CRYPTONIC

Cryptonic is a .NET crypter that’s compatible with both .NET and Native Payloads. A crypter is a type of software that
can encrypt, obfuscate, and manipulate malware, making it harder to detect by security programs. Cryptonic comes
with an easy-to-use builder and each stub is unique. It is not for sale yet as the threat actors have not finished the
development. However, anyone who is interested can purchase test crypts, that are being sold for $5 equivalent in XMR
or ETH.

CRYPTONIC

NET Crypter

Fig-25: Favicon for Cryplonic {Source: Telegram)
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Threat actors can use Cryptonic to make known malware undetectable by Antivirus engines. FusionCore demonstrated

this by using Cryptonic on a previously known LockBit 3.0 sample:

* ANTISCAN.ME

P T
(1) Detection 17/26

Fig-26: Before Cryplonic, LockBit sample being detected by majority of antiviruses (Source: Telegram)
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* ANTISCAN.ME

Fig-27: After using Cryptonic, the same LockBit sample becomes fully undefectable by anfiviruses {Source:
Telegram)

GOLDENMINE

GoldenMine is a cryptocurrency miner written in .NET. The miner is based on open- source tools, named NBMiner and
XMRig. It can mine a wide variety of coins such as XMR, ETH, RVN, BEAM, and more, supporting both CPU & GPU

mining.
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GOLDCNMING

THO MMNING DEEIETONT YO NOVER KNDd YOI NOrGr

aRkRRUT

SEOLODODNMING B O SILONT CRYrToMMNG PRooras THaT
STOOLTHILY MUNDS N THE DOCHKGRDIMND GENERODTING SO0
BHOOT MIJCHDS. vYOL) CON CHOCK MINSMTES N QUe miaunnisNG
BRRETHOMG QMO O YRR CUBTRDM oraGluMONTE TR THD
FUINOMRES! HITH THIES FIMNGT OLL YOL) NOGD 1S 0 COMMPUTER To
RN THE FoDNOL

GRLDENMINDEG 1S FOUOMTEN AY XMoo NN ore

FPRICE: CHECK SELLIX SHOF FoR FRICesS!

CONTEaCT: TG =

Fig-28: GoldenMine advertisement (Source: Telegram)

Features:

e The miner’s custom arguments are modified dynamically at the beginning of the process.

e The client allows for restarts, while miners are currently running.

The client has the capability to detect if miners are being terminated or not.

The client provides protection for miners(anti-analysis).

STRONTIUM STEALER

This infostealer is a relatively new addition to FusionCore’s malware arsenal.
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r Strontium_Support
=== 9 subscribers
4 AUUEU LI VN RECOVELY UDLUON FTOLONYFN dig Nuiav e

Any other function you guys would like to see? 16 © —

(O Leave a comment >

A Marketplace will be coming soon, will be accessible via the
ClearNet (Google, Yahoo and etc...) and the DarkNet (Tor
Browser).

O Leave a comment

March 25

Change of plans, the website will be available on the dark web.
Expect an announcement soon.

O Leave a comment

Fig-29: Announcement stafing that a marketplace will be launched on the daork web. {Source: Telegram)
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Fig-30: Admin Panel for the Strontium Stealer (Source: Telegram)

Form_Keylogger

No Keystokes have been captured.. |

Fig-31: Keylogger Module in the Stronfium Stealer (Source: Telegram)
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.......

Fig-32: The malware can capture browser autofill, credit cords, cookies, credentials and screenshots.
(Source: Telegram)

Date@Time Actions Save Location

Fig-33: Strontium C2 server logs (Source: Telegram)

Features:

e The server and client components of the malware are lightweight. The client component is only 83KB in size.
o The malware can gather basic system information from the victim’s computer.

« It is capable of stealing passwords, cookies, autofill data, and credit card information.
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o The malware also includes spying functions such as activating a keylogger and taking screenshots of the
victim’s desktop.

e The client component has an AntiAnalysis module to prevent security researchers from analyzing the malware.

e The connection between the malware and the C2 server is encrypted.

o The server component can generate an obfuscated client to evade detection by anti-virus software.

o The malware is designed to bypass majority of anti-virus programs.

EXTERNAL THREAT LANDSCAPE MANAGEMENT (ETLM) INSIGHTS

Threat Actor Profile: The members of FusionCore are young (possibly in their late teens), yet ambitious malware
developers who have a wide variety of skills, depending on the type of malware that needs to be built. FusionCore is
running a Malware-as-a-service model (MaaS), along with hacker-for-hire services, relying largely upon open-source

tools, such as Obfuscar, NETShield, ConfuserEX, for increasing evasiveness in their malware toolkit.

Threat Landscape: FusionCore operators have started an affiliate program, named AnthraXXXLocker, and more
affiliates are likely to join the group in the upcoming months. Furthermore, with the addition of new developers,
FusionCore is set to enhance its malware arsenal in the coming future, adding to the already booming infostealer

business, as well as dipping their toes into the extortion business.

Victimology: The targets of FusionCore would predominantly depend on the buyers and affiliates. Given they are a
young up-and-coming group, they are willing to work with anyone, from anywhere. However, so far, the known targets
of FusionCore include, Lindesberg Municipality in Sweden, and the Typhon Stealer was observed in a phishing

attempt, against an infosec company in Asia Pacific.
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Diamond Model
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Fig-34: Diamond model for threat actor group; FusionCore

Impact Assessment: The threat actor group’s diverse catalogue of malware presents a multifaceted risk to an
organization, with the potential for financial losses due to data theft, operational disruptions caused by ransomware

attacks, and reputational damage resulting from breaches of sensitive data.

The group’s hacker-for-hire services and stealer capabilities offer a significant threat to the organization’s digital assets,

potentially leading to financial losses, due to stolen intellectual property or compromised customer data.

The use of crypters in FusionCore’s malware suggests a sophisticated approach, increasing the potential impact of their

attacks and the difficulty of detecting and mitigating them.

CONCLUSION

The members of the new FusionCore group are coming up with their own set of malwares, with the help of more
seasoned malware developers present in the group. Their developing catalogue of tools suggests they have the ambition

to create a suite, covering most, if not all of kill-chain, creating a one-stop shop for threat actors.

Due to the emergence of Malware-as-a-Service (Maa$S), cyber-attacks have become more sophisticated than before.
With the potential of a single data breach bringing down an entire system, attackers currently have a significant
advantage. It is also imperative to have complete visibility onto the attack surface, as security teams cannot protect

against what they cannot see.
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MITIGATION STRATEGIES / RECOMMENDATIONS

Strategic Recommendations

Conduct regular vulnerability assessments and penetration testing to identify and remediate vulnerabilities.
Develop and implement an incident response plan, that includes clear procedures for containment, investigation,
and recovery from security incidents.

Review and update security policies and procedures to ensure they align with best practices and regulatory
requirements.

Foster a security-first culture, by promoting security awareness and accountability at all levels of the

organization.

Management Recommendations

Invest in ongoing security training and development for IT staff, to ensure they have the skills and knowledge
necessary to protect the organization’s assets.

Establish a security governance framework that includes clear roles and responsibilities for managing security
risks.

Engage with industry peers and partners to share threat intelligence and best practices for mitigating
cybersecurity risks.

Regularly review and update the organization’s risk management strategy to ensure it reflects the evolving threat

landscape and business priorities.

Tactical Recommendations

Implement network segmentation to limit the impact of successful attacks on critical systems.
Deploy endpoint protection solutions to detect and prevent malware infections.
Train employees on security awareness best practices to reduce the risk of successful phishing attacks.

Monitor network traffic and user activity to detect and respond to suspicious behavior.

APPENDIX I

Indicators Of Compromise (IOCs)

No.

Indicator Type Malware

Fa914f6b81cf4b03052d11798e562f1c MD5 SarinLocker v1.0
4cdd313daa831401382beac13beadf00 MD5 SarinLocker v1.0
856707241a7624681d6a46b2fa279bd56aa6438a SHA1 SarinLocker v1.0
1a0211f6bc0aab4889364024bd2ec9a3baa56e654d07586bb9c06b0c86f68eaf SHA256  SarinLocker v1.0
97e4bd269be93b96d8c67c11fadchb75b MD5 sarinl.ocker v2.0
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SarinLocker v2.0
payload (x64)

6 a5696381cbffc85c0509b2054484b4d4c56697d6 SHA1

SarinLocker v2.0
7 563dfc726daaec005638ed3271657aa3e2a2529b7940cd0741d5a47e7e9b9c2c SHA256

payload (x64)

SarinLocker v2.0
8 10aeadfd910bc5dab9e7d9d88abf5795 MD5

payload (x86)

SarinLocker v2.0
9 d9806de5917acdfa6f5c0c0f83cf7f4b42830e9d SHA1

payload (x86)

SarinLocker v2.0
10 d41d03d804e6ccb7c749¢74745df5187618f57b5c58d427d293a40f91a7e9736 SHA256

payload (x86)

11 20.99.160[.1173 IPv4 RootFinder RAT
RootFinder

12 373bb4e17fbf239f2d02ea3fb3dfa352 MD5
Stealer
RootFinder

13 bd93aa67e43350ea3c4833671d68709621a1304d SHA1
Stealer
RootFinder

14 575c5ad5a00e3cel13a75079666adfd254734f9c99555f4edf42ca3fa5d83f6f6 SHA256 Steal

ealer

15 925a12fa388efe3bad829e475ac12bfb MD5 Builder
AnthraxxxLocker

16 d9f6e37c8f58ac02c5415cab7e49¢730 MD5 Ransomware
Payload

17 b7f1a84fcc50733ef535891dc9253c3b3544f81f SHA1 Builder
AnthraxxxLocker

18 de03afb794e3017d1f6aa657a6ef82ca49c6fd08 SHA1 Ransomware
Payload

19 05472bedb5a7613310b8088ca89b81e8390d39dddb8ed79dedd7311d2aaa6f80  SHA256  Builder

AnthraxxxLocker
20 eed648bb9bd45a440b2ceadbbae04e69f9c7f098ab8980c019a6736e4f7bd10b SHA256 Ransomware
Payload

APPENDIX II

MITRE Mapping
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No. Tactics

Execution
TA0002

Persistence
TA0003

Privilege
3 Escalation
TA0004

Defense

4 Evasion
TA0005
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Techniques/Sub-

Techniques

Windows Management

Instrumentation T1047

Command and Scripting

Interpreter T1059

Scripting T1064

Registry Run Keys /
Startup Folder
T1547.001

Process Injection T1055

Masquerading T1036

Process Injection T1055

Scripting T1064

Purpose

Queries sensitive video device
information (via WMI,
Win32_VideoController, often
done to detect virtual machines)
Checks if Antivirus program is
installed (via WMI)

Queries sensitive processor
information (via WMI,
Win32_Processor, often done to
detect virtual machines)

Queries process information (via
WMI, Win32_Process)

Queries sensitive Operating System
Information (via WMI,
Win32_ComputerSystem, often

done to detect virtual machines)

Accept command line arguments

Executes batch files

Reference startup folder

Spawn processes in suspended

mode (likely to inject code)

Creates files inside the user

directory

Creates a process in suspended

mode (likely to inject code)

Executes batch files
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Used By

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn

Stealer

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn

Stealer
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File Deletion T1070.004

Timestomp T1070.006

Virtualization/Sandbo x

Evasion T1497

Disable or Modify Tools

T1562.001

Obfuscated Files or
Information T1027

File and Directory
Permissions
Modification T1222

System Checks
T1497.001

Reflective Code Loading

T1620

Drops batch files with force delete

using cmd (self deletion)

Binary contains a suspicious time

stamp

Queries sensitive device
information (via WMI,
Win32_VideoController,
Win32_Processor,
Win32_ComputerSystem often
done to detect virtual machines)
Contains long sleeps (>= 3 min)
May sleep (evasive loops) to hinder
dynamic analysis

Checks if the current process is

being debugged

Uses netsh to modify the Windows
network and firewall settings
Creates guard pages, often used to
prevent reverse engineering and
debugging

Uses taskkill to terminate processes

Encrypt or decrypt data via BCrypt
Encrypt data using DPAPI
Encode data using Base64

Set file attributes

Reference anti-VM strings
targeting VirtualBox
Reference anti-VM strings
targeting VMWare
Reference anti-VM strings
Reference anti-VM strings

targeting Xen

Load .NET assembly

Page 33 of 37

Typhon Reborn
Stealer, RootFinder

Stealer, SarinLocker

Typhon Reborn

Stealer

Typhon Reborn
Stealer, RootFinder

Stealer, SarinLocker

Typhon Reborn
Stealer, RootFinder
Stealer, SarinLocker,

Strontium

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn
Stealer, RootFinder

Stealer, SarinLocker

Typhon Reborn
Stealer, RootFinder

Stealer, SarinLocker

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
Miner, RootFinder
RAT, RootFinder



Credential
Access
TA0006

Discovery
TA0007
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OS Credential Dumping
T1003

Input Capture T1056

Application Window
Discovery T1010

Query Registry T1012

System Network
Configuration Discovery
T1016

Remote System
Discovery T1018

Process Discovery T1057

System Information
Discovery T1082

Tries to harvest and steal browser

information artifacts

Creates a DirectInput object (often

for capturing keystrokes)

Sample monitors Window changes

(e.g., starting applications)

Monitors certain registry keys /
values for changes (often done to

protect auto-start functionality)

Checks the IP addresses of the

machine

Reads the hosts file

Queries a list of all running

processes

Queries information about the
installed CPU (vendor, model
number etc.)

Queries the volume information
(name, serial number etc.) of a
device

Queries the cryptographic machine
GUID
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Ransomware,

Cryptonic

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, Strontium

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, Strontium,

SarinLocker

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, Strontium,

SarinLocker

Typhon Reborn
Stealer, RootFinder

Stealer

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, Strontium,

SarinLocker

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, Strontium,
SarinLocKker,
RootFinder Miner,
Cryptonic, Golden
Mine



https://www.cyfirma.com /?post_type=out-of-band&p=17003

File and Directory
Discovery T1083

Security Software
Discovery T1518.001

System Location

Discovery T1614

Collection Data from Local System
TA0009 T1005
Input Capture T1056

Data from Information
Repositories T1213

Archive Collected Data
T1560

Reads software policies
Queries process information (via
WMI, Win32_Process)

Queries sensitive Operating System

Information (via WMI,
Win32_ComputerSystem, often

done to detect virtual machines)

Reads ini files

Checks if Antivirus program is
installed (via WMI)

AV process strings found (often
used to terminate AV products)
May try to detect the virtual
machine to hinder analysis (VM

artifact strings found in memory)

Get geographical location

Tries to harvest and steal browser
information (history, passwords,

etc.)

Creates a DirectInput object (often

for capturing keystrokes)

Reference WMI statements

.NET source code contains calls to

encryption/decryption functions
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Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, RootFinder
Ransomware,

SarinLocker

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, Strontium,
SarinLocKker,
RootFinder Miner,
Cryptonic, Golden
Mine

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
RAT, Strontium,
SarinLocKker,
RootFinder Miner,
Cryptonic, Golden
Mine

Typhon Reborn
Stealer, RootFinder

Stealer, Strontium

Typhon Reborn
Stealer, RootFinder

Stealer, Strontium

Typhon Reborn
Stealer, RootFinder

Stealer

RootFinder Stealer,
RootFinder RAT,



Exfiltration
TA0010

Command
9 and Control
TA0011

Impact
TA0040

Sigma Rule(s)
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Exfiltration Over Web
Service/Exfiltration to
Cloud Storage
T1567.002

Application Layer
Protocol T1071

Web Service T1102

Encrypted Channel
T1573

Resource Hijacking
T1496

Data Encrypted for
Impact T1486

Inhibit System Recovery

T1490

Exfiltrates data using Telegram API

Uses HTTPS

Performs DNS lookups
Downloads files from webservers
via HTTP

Connects to an online service (for
C&QC)

Uses HTTPS
Uses HTTPS for network

communication

Mine cryptocurrency

Modifies user documents; Writes a
notice file (html or text) to demand

d ransom

Deletes volume shadow copies
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RootFinder
Ransomware, Typhon

Reborn Stealer

Typhon Reborn
Stealer, RootFinder

Stealer, SarinLocker

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
Miner, Golden Mine,
Strontium,
SarinLocKker,
RootFinder RAT

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
Miner, Golden Mine,
Strontium,
SarinLocKker,
RootFinder RAT

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
Miner, Golden Mine,
Strontium,
SarinLocKker,
RootFinder RAT

Typhon Reborn
Stealer, RootFinder
Stealer, RootFinder
Miner, Golden Mine

SarinLocKer,
RootFinder

Ransomware

SarinLocker
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RootFinder Stealer
title: Suspicious Network Command
description: Adversaries may look for details about the network configuration and settings of systems they access or
through information discovery of remote systems
tags:
— attack.discovery
— attack.t1016
logsource:
category: process_creation
product: windows
detection:
selection:

CommandLine|contains:

‘ipconfig /all’
— ‘netsh interface show interface’— ‘arp -a’
— ‘nbtstat -n’
— ‘net config’
— ‘route print’
condition: selection

level: low

Source: https://www.cyfirma.com/?post_type=out-of-band&p=17003
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