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e We have discovered a new version of WatchBog—a cryptocurrency-mining botnet operational since late
2018—that we suspect has compromised more than 4,500 Linux machines in newer campaigns taking
place since early June.

e Among the new Linux exploits, this version of WatchBog implements a BlueKeep RDP protocol
vulnerability scanner module, which suggests that WatchBog is preparing a list of vulnerable systems to
target in the future or to sell to third party vendors for profit.

e The malware is currently undetected by all security vendors.

« In this blog post we provide prevention and response recommendations for Windows and Linux users, in

addition to a YARA signature for detecting this and future threats that share the same malicious code.

Intro to WatchBog Cryptomining Malware

WatchBog is a cryptocurrency-mining botnet that was spotted as early as November 2018. The group is known to
be exploiting known vulnerabilities to compromise Linux servers. The group was documented in the past by the

Alibaba Cloud Security department.

Since the last publication regarding this group, it has upgraded its implants by implementing a new spreading
module in order to improve the coverage of vulnerable servers. We have detected a new version of WatchBog,
which incorporates recently published exploits—among them being Jira’s CVE-2019-11581 (added 12 days after
the release of the exploit), Exim’s CVE-2019-10149, and Solr’s CVE-2019-0192.

We also found that this spreader module incorporated a BlueKeep scanner.

BlueKeep, also known as CVE-2019-0708, is a Windows-based kernel vulnerability, which allows an attacker to

gain RCE over a vulnerable system. The vulnerability is present in unpatched Windows versions ranging from
Windows 2000 to Windows Server 2008 and Windows 7. There is no known public PoC available for achieving
RCE with this vulnerability, and no attack has been spotted in the wild yet. The incorporation of this scanner
module suggests that WatchBog is preparing a list of vulnerable systems for future developments with regards to

BlueKeep.

The Jira, Solr and BlueKeep scanner modules were all added in the time frame of 13 days. WatchBog seems to be

accelerating the incorporation of new functionalities as of late.

The spreader binary is currently undetected by security vendors:
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() Noengines detected this file

b17829d758e8689143456240ebd79b420f963722707 2461 5dc9b085a411f7h5e 81977 KB 2019-07-23 06:31:57 UTC
pl
64bits elf shared-ib

VirusTotal

After uploading this file to Intezer Analyze we can immediately see that it shares code with WatchBog, before

even beginning to reverse engineer the file:

WatchBog

Unique

Intezer Analyze analysis

While investigating this new spreader module, we discovered a flaw with its design that allowed us to stage a

‘man-in-the-middle’ attack, to help us analyze the binary. We provide an analysis of this module in the technical

analysis below.

Technical Analysis of WatchBog

The WatchBog threat actor group runs an initial deployment script when infecting a target. This script sets up
persistence via crontab and downloads further Monero miner modules from Pastebin, as has been previously
documented by Alibaba Cloud.

The interesting addition to this script is the following part in the end of the script:

As per the WatchBog’s script’s typical way of operating, the script downloads another base64-encoded payload

from Pastebin, which further downloads another module and then executes it:
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However, this is not another miner module. Rather, it is the new spreader module.

From a quick view this is a plain dynamically linked ELF executable. However, once we started analyzing the

executable, we were surprised to see that this was actually a Cython-compiled executable requiring us to expand
our analysis efforts.

Functions window == | 1]

IDAview-A X | [5] stringswindow X | [G  Hexviewl X | [A]  structures X [E Enums Impe
Function name e~

#& Graph overview =IEE]
-

[F] _Py_Getversion pl

_PyObject_GC_UnTrack pl

_PyUnicodeUCS4_FromStringAndSize pl

_PyErr_WriteUnraisable pl

PyNumber_Add pl

‘FT\ PyObiect GenericGetAttr o

%[ ]

Line 115 of 452 . ¥

1.15% (-6298,45918) (528,266) 0000CAFB 0000DDOODODOCAFE: 1n1t il {Synchronized

Cython-compiled binary
As stated by this Medium article about Cython:

“Meet_Cython, an optimizing static compiler that takes your .py modules and translates them to high-performant
C files. Resulting C files can be compiled into native binary libraries with no effort. When the compilation is done

there’s no way to reverse compiled libraries back to readable Python source code!”.

The compiled binary does, however, include some hints to the original Python module:

rax, aJail_py ; "jail.py"
cs:_ pyx_lineno, 4CO0Oh
cs:__pyx_clineno, TC36h

cs:_ pyx_filename, rax
loc_605C1

rax, aJail_py ; "jail.py”
cs:_ pyx_lineno, 4Clh
cs:__pyx_clineno, TCBOh

cs:_ pyx_filename, rax
loc_605C1

rax, aJail_py ; "jail.py"
cs:_ pyx_lineno, 4CZh
cs:___pyx_clineno, TDO0Zh

cs:_ pyx_filename, rax
loc_605C1

Initialization

Initially, the binary creates a file at /tmp/.gooobb in which it writes its pid as a footprint of the malware execution.

Consequent attempts to launch the spreader will fail while this file exists.

The binary then retrieves its C2 servers from Pastebin:
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An .onion C2 server address is also hardcoded in the binary and is used as a fallback.

We can estimate the number of victims infected based on the number of visits to the Pastebin links:

ccO
THE_ JUM 5TH, 2019 (EDITED) 4,974 MNEWVER
ccl
THE_ JUM 5TH, 2019 (EDITED) 4,922 MNEWVER
cc2
THE_ JUM 5TH, 2019 (EDITED) 4 894 MNEWVER

As seen above, we suspect around 4,500 endpoints were infected with the use of these specific Pastebin links. As
WatchBog is known to have been active before June 5—which is the upload date of these Pastebins—we believe

additional machines may have been infected with the use of older Pastebin links.
The binary first attempts to connect to one of the available static C2 servers.
We observed that the onion C2 server had an expired certificate.

Normally, HTTPS clients check the validation of the SSL certificate that they are interacting with. However, this
was not the case with WatchBog’s implants. This led us to assume that the WatchBog client did not verify the

certificate when using HTTPS, otherwise it would reject it and refuse to communicate with the C2.

This flaw allowed us to setup a transparent HTTPS proxy with our own certificate and stage a ‘man-in-the-middle’
attack to analyze WatchBog SSL/TLS traffic:

< Cc @ ) localhost

c @ o &

Replay Duplicate Revert Delete Download Resume Abort

Flow Modification Export Interception

Path Method Status Size Time Request | Response Details
|hnpsill?dc5|bde,ngruk iofapi/72616f745f6e4e7961536163393464324f336eb6eltasks POST 206 34.8kb 2s | content-Length 746
| https:#7dcsbae.ngrok iofapil726161745f6e4e79615361633934643241336e6eltasks POST 206 asokb 25 | MOST 7dcsfbde.ngrok. 1o
— Accept application/json
|hnps:ﬂ?dc5fh49,ngruk\u/ﬁp\/?Sﬁcﬁﬂ 65635f376170: 75267585635/task: POST 206 33.7kb 2s | User-Agent Mozilla/5.0 (Windows NT 6.:
1 ecko) Chrome/21.0.1180.71 ¢
|hnps:y’,’7dc5fbde,ngruk iofapi/72616f745f6e4e79615361633934643241336e6e/tasks POST 206 36.2kb 2s
- Connection close
|hnps://?dc5fb43,ngruk iofapi/72616f745f6e4e79615361633934643241336e6e/tasks POST 206 33.7kb 1s | Content-Type application/json
| https:/i7dcsfh4e.ngrok.iofapi/72616f745f6e4e79615361633934643241336e6e/tasks POST 206 33.8kb 1s {
7 "data":
|hups:H?d:5fb4e.ngrok.\u/ap\/726f6f745f6e4e7961536163393464324f336565/(a5k5 POST 206 34.4kb 1s &éu-nuv SSP8E  \n"
| https:Af7dcsthae.ngrok.iofapil726167745f6e 46 79615361633934643241336¢ betasks POST 206 36.0kb 1s -&6W834Q, VOPEe \n",
= "s_&8U-#85,VOPBO \n",
|hups:H?d:5fb4e.ngrok.\ufap\/726f6f74Sfaeae7961536163393464324f336569/(asks POST 206 36.1kb 1s "r-&OU-#0U-VSPBE \n",

"*-&0U-#0Q-SDP8O \n",
"+ -84WB34U,VEPEO \n",
s gOU-#0Q,S,PBO \n",
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The binary then generates a unique key for the infected victim and sends an initial message to the C2 under this

key. The following images include a sample request and response payloads from the SSL/TLS decrypted traffic:

Request

J Raw I Params I Headers T Hex ]

Response

J Raw T Headers T Hex ]

FOST ' HTTR/1.0 206 PARTIAL CONTENT
/api/726f61 745 474a3795655745759336b506a335271/ta [ Content-Type: application/json
sks HTTP/L1.1 Server: Apache/2.4.5
Connection: close Content-Length: 34570
Accept-Encoding: gzip, deflate Date: Wed, 24 Jul 2019 11:09:3% GMT
accept: application/json
user-agent: Mozilla/4.0 (compatible; MSIE 7.0b; {
wWindows NT 5.2; .NET CLR 1.1.4322; .NET CLR "data": [
2.0.50727; InfoPath.2; .NET CLR 3.0.04508.30) "o GOU-#0Y , SFP80 \n",
Content-Length: &08 "o HOWE34Q,VOPED  wn",
host: 7dcSfhde. ngrok.io "k RET-#1D, VOPEO \n",
content-type: application/json k- RAVEIEW, VOPEOD  \n",
"k GAVE30B, VOPRO \n',
{"data": ["*-&0U-#0Y,S$P80 \n", " &BT -#0OY, VOPBO  \n",
"o SOWE340Q,VOPED  \n", "*-&4VEB385,V0PEQ \n", "o RAVE38S,VOPED  wn",
ko GAU-#0U, VOPBO  \n", "*-&0U-#0Y-S<PBO \n", vk GOWS30Y, VOPSD  \n",
"L &BT - #OY,VOPBOD  \n", "*-&4U-#4U,VOPBD \n", - RAWE39E, VOPED  wn",
"o GAU-#4Q,VOPBO  \n", "*- &OU-#0Q-SEPSO  \n", "k GAWS3SW, VOPRO  \n",
" ROU-#0Q-S@PB0 \n", "*-&0U-#0Q-S@EPBD \n", "o HOWB34Q, VOPED  wn",
vk BAT - #OB, VOPED  \n", "*-&4U-FOU,VOPSO \n", "o OWE30Y , VOPE0  wn",
"o GOWS34Q, VOPBO  \n", "*-&OWE30Y,VOPSO \n", vk GAU-#8W, VOPBO  \n",
. gAU-#BW, VOPBD  \n", "*-&O0WS34Q,VOPBD \n", "o HOWBE340Q,VOPED  wn",
o GAWSZAU, VOPBO  \n", "*- &4U-#38S,VOPSO \n", vk GOU-#0U, SEPRO \n",
"HoROU-#00Q,5 PBO \n", "*-&0U-#0OU-VEPBOD  \n", " GOU-#00Q- S=PB0 \n",
voE0U-#OU- SEPE0 \n", "*-&4T-#9B,VOPSO \n", "o mOU-#0Q- SEPB0 \n",
ko GAU-#0U, VOPBO  \n", "*-&OWE34Q,VOPSO \n", vk.gOU-#0U,S PBO  \n',
"o EOU-#OY-VEPEO \n" 1} " &BU-#9B, VOPBOD  \n",

These packets were encoded to obfuscate its content. During the analysis, we were able to determine the encoding

algorithm used. The following script decodes the payload:

final =

arr = input()

for a in arr:
stri = "begin 666 n{@}n nendn".format(a)
.decode("uu").strip('x00")
.decode("hex")
.decode("base64")
final += chr(int(stri))
print(final[::-1])

The initial message contains the compromised system information:

This information will be merged and hashed to build the route of WatchBog’s API hosted in its CNCs. The server

replies with a “task” for the bot to perform on a list of targets:
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BlueKeep Scanner

In this newer version of WatchBog it seems that the group has integrated an RDP scanner in order to find
vulnerable Windows machines to the BlueKeep vulnerability. This scanner is a Python port from

zerosumO0x0’s scanner hosted in Github. We can make this assessment based on function name similarities:

[#] Functions window

Function name

7] _pyx_pf_4jail_8Bluekeep_36rdp_calculate_rc4_keys_isra_103
El __pyx_pw_4jail_45can_5scan_rdp_windows

7] __pyx_pw_4jail_8BlueKeep_19rdp_rc4_crypt

7] __pyx_pw_4jail_8BlueKeep_21rdp_parse_serverdata
7] _pyx_pw_4jail_8BlueKeep_31rdp_salted_hash

7] __pyx_pw_4jail_8BlueKeep_33rdp_final_hash

ﬂ __pyx_pw_4jail_8BlueKeep_35rdp_hmac

7] _pyx_pw_4jail_8BlueKeep_37rdp_calculate_rc4_keys
(7] __pyx_pw_4jail_8BlueKeep_45rdp_encrypted_pkt

7] __pyx_pw_4jail_8BlueKeep_5check_rdp_vuln

The scanner will then attempt to find vulnerable RDP servers from the IP list provided by the CNC:

lexec@ubuntu:
8464
8465
8466
8463
8467

op$ cat tracelog
(9,

| grep "] connect”
{sa_family=AF_INET, sin_port=htons(3389),
(8, {sa_family=AF_INET, sin_port=htons(3389),
(e _ F_INET, sin_port=htons(3389), sin_add net_addr("120.19.72.228")},
(6, {sa_family=AF_INET, sin_port=htons(3389), sin_addr=inet_addr("120.19.72.225")},
(10, {sa_family=AF_INET, sin_port=htons(3389), sin_addr=inet_addr("120.

sin_addr=inet_addr("120.19.72.226")},
sin_addr=inet_addr("120.19.72.227")},

8468
8469
8470
8471
8472
8473
8474
8475
8476
8477
8478
8479
8480
8481
8482
8483
8484
8485
8486
8487
8488
8489
8490
8491
8492
8493
8494
8495
8496
8497

(11,
(12,
(13,
(14,

{sa_family=AF_INET,
{sa_family=AF INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF INET,
{sa_family=AF_INET,
{sa_family=AF_INET,
{sa_family=AF_INET,

WatchBog scanning RDP ports

sin_port=htons(3389), sin_add

sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons({3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons({3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons({3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons({3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons({3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons(3389),
sin_port=htons({3389),
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net_addr("120.
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net_addr("120.
t_addr("120.1
t_addr("120.1
net_addr("120.
t addr("120.
t_addr("120.1
net_addr("120.

net:addr(”IZO.
net_addr("120.

et_addr("120.:
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The default Windows service port for RDP is TCP 3389, and can easily be identified in the packets with “Cookie:

mstshash=".

] |frame contains "watchbog'|

80 Len=46
B0 Le

135 8.282373631 - .159 TCP B2 49436 8 , ACK] Sel Ack=1 Wi
136 ©.282637040 172.16.167.159 o 226 TCP 1682 44132 —~ 3389 [PSH, ACK] Seg=1 Ack=1 Win=
Frame 135: 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface @
Linux cooked capture
Internet Protocol Versionm 4, Src: 172.16.167.159, Dst: 139.199.160.171
Transmission Control Protocol, Src Port: 49436, Dst Port: 3389, Seq: 1, Ack: 1, Len: 46
Data (46 bytes)
Data: 0300002e29:00000000000436T6T6b60653a206d73747368. ..
[Length: 46]

Jo. Time Source Destination Protocol Length Info

1 117 8.274350965 172.16.167.159 139.199.100.196 TCP 1602 46646 — 3389 [PSH, ACK] Seq=1 Ack=1 Win=292080 Len=46
! 123 ©.280085182 172.16.167.159 139.199.100.188 TCP 182 42258 ~ 3389 [PSH, ACK] Seq=1 Ack=1 Win=292080 Len=46
! 124 ©.280322226 172.16.167.159 139.199.100.45 TCP 182 35304 - 3389 [PSH, ACK] Seqg=1 Ack=1 Win=292

i

(vwww

04 00 01 00 06 00 Oc 29 1d 6 11 00 0O 03 GO
00 00 56 de b2 40 B6 17 cd ac 18 a7 97
c7 64 ab c1 1c Od 3d 2d al 36 bc 4e 9F Ba c3  -.d = - 6
18 72 10 44 6b 00 00 03 00 Q0 2e 20 0 OO0 G0 P.or-Dk-. o)
00 6o 43 6f 6f 6b 69 65 3a 20 6d 73 74 73 68 - -Cooki e: mstsh
73 68 3d 77 61 74 63 68 62 6f 67 0d Oa 01 @0  ash=watc hbog - -
oo oo ee e @

We can observe the use of the string ‘watchbog’ as the username of the RDP mstshash field.

Among some of the IP lists we found being supplied for RDP scanning, we spotted that some of the IP addresses

belonged to Vodafone Australia and Tencent Computer Systems infrastructure.

After the scanning stage, the WatchBog client returns an RC4 encrypted list of vulnerable IP addresses encoded as

a hexadecimal string:

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /apl/726f 517451 6c6a5073706e6b49377a7471706167 / report s HTTP/1.1 205 RESET CONTENT

HITP/1.1 B Date: Tue, 23 Jul 2019 15:22:34 GMT
Connection: close Server: Apache/2.4.5

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=utf-g&
accept: application/json Content-Length: @

user-agent: Mozilla/4.0 (compatible; MSIE 7.@; Windows NT 6.1; Connection: close

WoW64; Trident/5.0; SLCC2; .NET CLR 2.0.50727; .MET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C;
.NET4.0E)

Content-Length: 5176

host: 2d842ché.ngrok.lo

content-type: application/json

{"job_id":

"yveqZvMwgrYipl Xd~- I#f=| eb@f | c@PECZo3- &*rDIm=[! | A- 28 hkv+1x",
"data":

" EBE4SABBO7AADZBEESC1O0DZ291 1DAEFD731FEDZ2034101 76927 D2AF03B1EEBFS0
O3EDB36722B87DEDDFS8191E4423E56048B67 C2CBA150077F7ES1 12089584252
3E31BEVE4DF725FE8B00DCFAS7EAE L SAFASASFDOABBEEASECS2C3B49EFSBSE81
SO04C37BE0726FABLY 2E73E48A078D2C7 7131 F937CES0B3EDRAD10AADTBEF1 27
SCOFS553D66FCY 3FCAECGE2331742825A94070951B1 CBG6ECEGASFAGGT 3854285
F256D33271FSESES1EEBBEEB342DA 1 D0B24CADSBF35EBDF1BAF2ABB26A7ASTEZ
72913D0ZAAB4SSEBO92544941 SDOAFCSEESDABBBSBS1 36F335030341 2ECS50CF
B389C2E4327FD07FAOS2BCS54D2E1 ADB1 CEO7BCEYFCDOD345974BDFB080B7ECCE
182DF76B97EDS5245BCO06080B2A1483E6AFADE1AZ2E8FB1ABCT7E7O02A1C1738
25543A02994C379B8DCEB0AG6 25800 309BFCED7BASOS00387B532BEE3C25BESTFD
S40B97453E1709B148A0E0974D7 2EDZ63F30E2DES38250SE0ACE7 11 22DEFD3EE

Encrypted scanned IP addresses

The threat actors behind WatchBog may be gathering a list of vulnerable BlueKeep Windows endpoints for future

use, or perhaps to sell to a third party to make a profit.
Spreading
The WatchBog client includes five exploits for the following CVEs:

e CVE-2019-11581 (Jira)
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CVE-2019-10149 (Exim)

CVE-2019-0192 (Solr)

CVE-2018-1000861 (Jenkins)

CVE-2019-7238 (Nexus Repository Manager 3)

[#] Functions window 0@z

Function name

(7] _pyx_pw_4jail 3Pwn_11lpwn_nexus
[F] __pyx_pw_4jail_3Pwn_13pwn _jira

(7] _pyx_pw_4jail 3Pwn_15pwn_solr

7] _pyx_pw_4jail_3Pwn_3pwn_jenkins
[#] __pyx_pw_4jail 3Pwn_Spwn_exim

(7] _pyx_pw_4jail 3Pwn_7pwn_redis

7] _pyx_pw_4jail 3Pwn_9pwn_couchdb

Available “pwn” modules

Furthermore, two modules for bruteforcing CouchDB and Redis instances exist together along with code to
achieve RCE.

All of the exploited “pwn” modules allow an attacker to achieve remote code execution.

Once a vulnerable service is discovered to which exists an exploit module, the binary spreads itself by invoking

the right exploit and installing a malicious bash script hosted on Pastebin.

We were able to find an early test version of the spreader module uploaded to HybridAnalysis, including an
exploit to Solr CVE-2019-0192, an exploit to ActiveMQ CVE-2016-3088, and a module utilizing a technique to

gain code execution over cracked Redis instances:

def gen_pay_dic(self):
e

n(random.choice('a ') for i1 in range(random.choice([5, 4, 6]))),

er

Solr exploit as it appears in the test version.

Conclusion

We presented our findings regarding the high pace of adaptation that WatchBog is maintaining by integrating

recently published exploits and updating its implants with more up-to-date offensive technologies.

Page 8 of 10


https://www.tenable.com/blog/cve-2019-10149-critical-remote-command-execution-vulnerability-discovered-in-exim
https://www.tenable.com/cve/CVE-2019-0192
https://www.tenable.com/cve/CVE-2018-1000861
https://blog.trendmicro.com/trendlabs-security-intelligence/cve-2019-7238-insufficient-access-controls-in-sonatype-nexus-repository-manager-3-allows-remote-code-execution/
https://www.hybrid-analysis.com/sample/cdf11a1fa7e551fe6be1f170ba9dedee80401396adf7e39ccde5df635c1117a9?environmentId=300

https://intezer.com /blog/linux /watching-the-watchbog-new-bluekeep-scanner-and-linux-exploits /

It is important to highlight that Python malware can become harder to analyze if it is deployed natively with

engines such as Cython. That is in contrast to other Python native frameworks such as pyinstaller, where Python

code can not be recovered.

The incorporation of the BlueKeep scanner by a Linux botnet may indicate WatchBog is beginning to explore
financial opportunities on a different platform. Currently, no known public RCE BlueKeep PoCs exist and it will

be interesting to monitor this group once a PoC is published.

Prevention and Response

e We recommend to update your relevant software to its latest version:

o We suggest Windows users refer to Microsoft’s customer guidance in order to mitigate the

BlueKeep vulnerability.
o We suggest Linux users, who use Exim, Jira, Solr, Jenkins or Nexus Repository Manager 3, to
update to the latest versions.
o We suggest Linux users, who use Redis or CouchDB, to ensure that there are no open ports that are
exposed outside of trusted networks.
e We recommend Linux users who suspect that they are infected with WatchBog to check for the existence of
the “/tmp/.tmplassstgggzzzqpppppp12233333” file or the “/tmp/.gooobb” file.

e We have also created a custom_YARA rule based on WatchBog’s malicious code for detecting this threat.

Genetic Analysis

WatchBog is indexed in Intezer’s genetic database. If you have a suspicious file that you suspect to be WatchBog,
you can upload it to Intezer Analyze in order to detect code reuse to this malware family. You are welcome to try it

in our free community edition.

I0GCs

b17829d758e8689143456240ebd79b420f963722707246f5dc9b085a411f7b5e
26ebeac4492616baf977903bb8deb7803bd5a22d8a005f02398c188b0375dfa4
cdfllalfa7e551fe6belf170ba9dedee80401396adf7e39ccde5df635¢1117a9
https://9d842cb6.ngrokl.Jio

https://7dc5fb4e.ngrok[.Jio

https://z5r6anrjbcasuikp.onion[.]to

https://pastebin[.]Jcom/raw/Dj3J Ttnj
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https://support.microsoft.com/en-us/help/4500705/customer-guidance-for-cve-2019-0708
https://github.com/intezer/yara-rules/blob/master/QNAPCrypt.yar
https://github.com/intezer/yara-rules/blob/master/WatchBog.yar
https://analyze.intezer.com/#/
https://analyze.intezer.com/#/

https://intezer.com /blog/linux /watching-the-watchbog-new-bluekeep-scanner-and-linux-exploits/

https://pastebin[.]Jcom/raw/p3mGdbpq
https://pastebin[.]Jcom/raw/UeynzXEr
https://pastebin[.]Jcom/raw/MMCFQMH9
3.14.212[.]173

3.14.202[.]129

3.17.202[.]129

3.19.3[.]150

18.188.14[.]65

Source: https://intezer.com/blog/linux/watching-the-watchbog-new-bluekeep-scanner-and-linux-exploits/

Page 10 of 10



