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Binary Options malvertising campaign drops ISFB banking Trojan
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We have been witnessing a series of malvertising attacks that keep a low profile with decoy websites and strong IP
address filtering. We are calling it the ‘Binary Options’ campaign because the threat actor is using the front of a

trading company to hide the real nature of his business.

There have been similar uses of fake facades as a gateway to exploit kits. For instance, Magnitude EK is known to

use gates that have to do with Bitcoin, investment websites and such, as detailed in this Proofpoint blog entry.

In this particular case, the threat actor stole the web template from “Capital World Option®, a company that
provides a platform for trading binary options. Participants must predict whether the price of an asset will rise or
fall within a given time frame, which defines whether or not they will make money. Binary options have earned a

bad reputation though and some countries have even banned them.

Fraudulent infrastructure

Below is a screenshot of the legitimate website that is being impersonated. There are some differences between
the real one and the fakes; the former is using SSL and was registered a while ago. Also, some of the website

functionality is not working properly with the decoy versions.
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Decoy site that ripped all the branding:
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Those fake sites are only meant to be viewed if you are not a target of this particular malware campaign. In other
words, if you load the infection chain from the malvertising call and see the site, you will not be infected.

Infections happen when the fraudulent server forwards victims directly to a second gate, without showing them
any of the site’s content.

The same threat actor has registered many different domains all purporting to be lookalikes using a similar naming

convention. The recent creation dates for these decoy sites is a hint that they are not likely to be legitimate:

Domain Name: CAPITALWORLDOPTION.COM Creation Date: 2017-04-04T@9:15:14Z Registrar: PDR Ltd. d/b/a Pul
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Malvertising chain

The attack starts off with an ad call from one of a few ad networks (Popads, PlugRush were detected in our

telemetry) and redirects users to the decoy website where a quick IP check is performed

[%] Telerik Fiddler Session £1 - http://financeoptionbinarys.com/from= AR EI

1 Request H ! Response ‘ [El Properties ‘

| Headers I TextView I Syntaxview I ImageVview I Hexview I WebView I Auth I Caching I Cookies | Raw | 150N I XML |
HTTP/1.1 3?2 Found

Server: nginx

Date:

Connection: close

Laocation: http://basefont.ul-8.moskvi.rus/users. php

</ body=
</html=

4 m

3
| Find... (press Ctrl+Enter to highlight all) || Viewin Notepad
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Only legitimate users will be redirected to the second stage server, which also performs its own check. Once
again, unwanted traffic will be dumped (and a message — perhaps from the threat actor? — “No time for rent”
passed in the URL):

£ Telerik Fiddler Session 2407 - http:f..l'hasefc-nt.uI-S.maskvi.r{/Nu%Zﬂlime%Zﬂfur%ZDrentl =& | [E]

! Request ! Response E Properties

XKML

HTTP/1.1 404 NOT Found

Date: I
Content-Type: text/html; charset=i50-85853-1
Content-Length: 214

Connection: keep-alive

<!DOCTYPE HTML PUBLIC “-//IETF//DTD HTML 2.0//EN">
<html=><head>

<title=404 Not Found</titles

</head>=<body>

<hl=NOoT Found</hi>

<p>The requested URL /No time for rent was not found on this server.</p>
</body></html>

Find... (press Ctrl+Enter to highlight all)

| viewinNotepad

Otherwise, users that have made it past those two gates will be presented with the RIG exploit kit.
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© Telerik Fiddler Web Debugger
File Edit Rules Tools View Help Links [£23 Geofdge

EKFiddle -> VPN Import Traffic Capture View/Edit Regexes Run Regexes () + Replay - b Go ¥ Stream 8 Decode

Server IP Result Host URL Body Comments
217.23.1.200 302 financeoptionbinarys.com [ rom= NN 16 Gate
217.23.3.179 basefont.ul-8.moskvi.ru 0 Redirect to EK

[P ct=sround8qtuif=510880g=Celn. .. 117,813 RIG_EK_URL (Landing Page)

RIG_EK_URL (Malware Payload)

J

try.americanfundsandyr.com

This gate filters out

[%] Telerik Fiddler Session #1 - http://financeoptionbinarys.co i
undesirable IPs

! Request i Response | E| Proper ties

|Hea-dus hT!xt\ﬂew | SyntaxView J Image \View | HexView I WWebView | Auth ICachIng If.'mklsl Raw IS0ON | XML
HTTP/1.1 302 Found
server: nginx
Date:
Connection: close
Location: htip://basefont.yl-g.moskvi,ru/users, php
< /o
<,/ htmil>
Second check,

[%] Telerik Fiddler Session #2 - http://basefont.ul-8. moskvi.r

! Request i Response | [E] Properties

-php redirects to RIG EK

1

HTTP/1,1 301 Moved Permanantly
Server;: nginx/1.10.2

Date: U
CDHtCI‘It-LCI‘igE : 0

Connection: keep-alive

Location: http: //try. americanfundsandyr . com/Fet=5srounddatud f=5 108&0a=Ce1nx567 | uRTPObK1UCE 1

L) L} ]

Fimd... (press Ctrl+Enter to highlight all)

|| Viewin Notepad

0"R|G

ISFB Banker

0 4D SE 50 00 03 00 00 00 04 00 00 FF FF . MZ.......... 77
00 00 BE 00 00 00 0O 00 00 00 40 00 00 00 00 .., .......@..._.
00 00 0D OO OO0 00 OO OO0 00 0O 00 OO0 00 00 00 . ovvwevevoeon--
00 rG8a015aF| FUSH payll.o0@dar634 ASCIT " rvnt™ -
00 | B84815€E| PUSH pay | 1.0B4a525C UNICODE ** g 1,
01 | 89483188  HOU [LOCAL. 181]1,8410603 ASCIT "amv -
01 | g@483707 | PUSH pay | 1.00452A8 ASCIT ™.bss"
eD | 98483827 | JE SHORT pay |1.B8483888 (Initial CPU selection) jun
20 | 2840382F | HOU EST ooy | 150405254 ASCII ™0ct 5 2816™

89484147 ASCIT "t5,.h". 8 I 2=
OR =% U0 U0 U0 UU UU U DU S UW E€ FT D6 B .'-_.-..-....\:!. L.l
89 A4 D& BS 22 A4 D6 BS 98 A4 C2 E7 1D A4 €2 .#lp.ndu.ubg.HA
=i 8 _ha EOJ 08 T4 o S& B o8 34 nDe BE oS B4 . H'l:"r- Moz kilha M

Binary Options malvertising campaign

Banking Trojan

The final payload consistently distributed via this campaign (across different geolocations) appears to be an ISFB

variant (AKA Dreambot, Gozi, Usrnif), based off an old but resilient banking Trojan. Some of its features include

web injects for the victims’ browsers, screenshoting, video recording, transparent redirections, etc.

The artifacts left on the system were very similar to those described in a Proofpoint blog about Dreambot and the

samples we collected also download a Tor client. The registry entry for the Tor client can be seen below:
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@’ Registry Editor EI@
File Edit View Favorites Help
| AppDatalow - Type Data
"l Software REG_SZ (value not set)
o :\:T:rs:;t& = ‘.’.'-%]{4?134BC FA37-1167-3C6B-CEDS30CFE2D9}  REG_BIM.. d2cl d8 ffal b5 d201
.. || 15BB8925-70D1-0F36-2219- ME&?GSDlE 244 {64FCF1C0-739C-36B7-1DD8-57CAAISCTBIE}  REG_BIN..  d2299d 61 aa b5 d2 01
| AntiPhishing 244 Client REG_EIN... 090400001c800000297e031b 2d 0elf(
| Internet Explorer 244 Client32 REG_BIN... 948b a2 €896 b4 20 01 bé 8b a2 &8 46 4b 2f
L RepService 244 Clients4 REG_BIN... 948b a2 €896 b4 20 01 bé 8b a2 &8 46 4b 2f
| Apple Computer, Inc. i 44| Install REG_BIN.. 883ffoe9f6012001603d8aeb4e05380
L] | i b 4| M b

Computer\HKEY_CURRENT_USER\Software\AppDatalow\Software\Microsoft\15BB8925-7001-0F36-2219-A4B3765D1897

Modular structure

The sample retrieves several modules once it sets hold onto a victim machine and below is an overview:
Original Dropper

-> loader.dIl injected into svchost.exe

-> client.dll and tordlIl.dll downloaded and injected into explorer.exe and into browsers

The main executable injects a file (loader.dll) into svchost.exe in order to download other modules which are

encrypted during transport (tor.dll and client.dll) both available in 32 and 64 bits:

Host URL Body Content-Type
89.45.67.99 [images/gz]9FyErBLLLL /fo8GaMeD/QEKEGIIG3CO9w. . 138,770 applicationjoctet-stream
89.45.67.99 fimages/AD_2F4eCLg/WaHWegIH7a8MmPPw fSMHh. .. 172,619 applicationfoctet-stream
89.45.67.99 fimages,/_2BrizUG3nXwTphuZ 1N TdilaIMa fgFka_2FXw... 136,770 applicationfoctet-stream
89.45.67.99 fimages/ow 19pigMwye 2mPRANE /drxgZiUUCigl vty .. 172,619 applicationfoctet-stream
89.45.67.99 [ftor/ta4.dl 3,162,133 application/octet-stream

We can notice the “ISFB” signature within the malware code:

[€] *G.P.U* - thread 00000798

BE1416C3 CALL EDI

BE1418CE CHMP ERX,EBX

@ai4iach |~ | JE 8814117E

Ba141803 FUSH ERX

Ba141804 FUSH ODWORD FTR S55: [EEF+E:5]
BE141807 IMC ESI ntdl l.771EF23C
BE141802 CALL EDI

BE141680A CHP ERX,EB:X

BE14160C |~ | JMZ SHORT @@141603

BE141680E CHP ESI,EBX

BE1416EE |~ | JE BE1411°7E

BA1418E6 FUSH Ewd

BE1418ES #®OR EAX, EAX

BE1418ER FUSH EBX

BE1416ER MOU OWORD PTR S5:[CEBF-E:141,EEBX
BE1418EE LEA EDI,OWORDO PTR S5= EEBP Bx181
BE1418F 1 STOS ODWORD PTR ES: [EDI

HE14168F2 MO EDI,OWORD FPTR DSz EEHIEFHHE]
BA1418F3 HMOU ESI,B:16192C UNICODE "ISFB"I
BA1418F0 PUSH ESI 5

BE14168FE LERA ERX,OWNORD FTR S5:[CEEF-Ex141
BE141181 PUSH ERX

BE141182 FUSH OWORD PTR S5: [EEF+E:21
BE141165 CALL EDI

BE141187 TEST ERX,ERX

EE14118% |~ | JE SHORT 8814117E

BA14118E FUSH DWORD FTR S55: [EEF-B:141
BA14118E FUSH EBX

BE141168F FUSH DWORD FTR DS: [8«15FDCE]

BA141115 CALL DWORD PTR DS:[8x15CE38] ntdll.Rt LAl lozcateH=ap
BE14111B CHP ERH, EBX

oei4iiin | | ol BWORS PTRYSSHIEBR=EAIE], EFx
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This piece of malware has some anti-VM features, for example, it checks on the mouse cursor:

K

ol e 5

a04816A%

884B16A5 try again:

Aa4A16A5 lea eax, [esp+78h+pci]

8846816A7 push eax : pci

064816AA mou [esp+7Ch+pci_cbhSize], 14h

Aa4A16B82 call ds:-GetCursorInfo

80481688 movw eax, [esp+78h+pci_ptScreenPos_y]
884816BC sub eax, dword ptr [esp+78h+DueTime+4]
884816CA sub eax, esi

BA4A16C2 add eax, [esp+78h+pci.ptScreenPos. x]
Aa4A16C6 push eax

A84B16C7 call sub_L4A37B8

064816CC mou esi, [esp+78h+pci_ptScreenPos_x]
88481608 mow edi, eax

A846816D2 cmp edi, 12

88481605 mow eax, [esp+78h+pci.ptScreenPos.y]
88481609 mov dword ptr [esp+78h+DueTime+4], eax
804B16DD jz short try again

Modules are injected into explorer.exe and try to establish a connection to an .onion address. Browsers are also

injected, via client.dll as depicted below with Mozilla Firefox:

@ Memaory map = || B ER
Addxr Size Owner Section |Contains Tope Hocess Initial access|Mapped a5 .
BB {06 | BEE1DEEE Map BEC41684 |l Rl
BREEE0RE | BEEE1EEE Friv BEO21E48 | RUE RIE
BBESEHRE | BBEE4EEE Map BBD41B8Z  |R R
BEEBEEE | EBEESEEE Map BEB41BEZ (R R
BEESEEEE | EBE01005 Priv BBB21B84 | RU Bl
BOBEEEES | BBGE/O8E Map BEB41BEZ  |R R “DeviceHa
BEE0BEEE | EBEE1065 Friu BBB2IBE4  |FU Rl
BOBEBED | EB0E1068 Prio BBBEIBA4 | U Rl
BOBFBEED | EB0E1068 Prio BBBEIBAE | RUE RIE
B 1 BBHEE| EBE45088 Prio BBBEIBE4 | FU Rl
B3] 45068 | BEE45060 Map BEE41E84 (U FIIE
BB SE0EE | EEEE0EEE Hap BE041885  |FW  CopyOnur | RN “DeviceHa
Ba2tanos | aoboi oy
AEZCERRE | AEH1EAAR = [:] Durnp - 00140000..00188FFF
o [oaaa=aas 25146600| 40 5A 99 00 63 08 0O 0O 64 08 09 GO FF FF 0O
oD [coeasaa G5146010( B8 BB BB BB BB G5 05 G5 48 08 D8 08 0B OB 0
oD [eaealaa 6514E020( BE B BB BB GO 05 05 G5 OF 08 D8 08 05 0N £
o oeD ([coeasaa 65145050( BB BB BB BB 6B 6 O5 OF OB 0B BB 56 OB 01 09 .
oo [[eoeataad ©5148040( BE LF BA BE B9 B4 B9 CD 21 BS BL 4C CD 21 54 e | ATIAL.=*5B(=eT
e [eoea=aad G5148050( 69 73 2B 7B 72 F 67 72 61 8D 2B 63 61 6E SE 6| is progran canno
i B ©5148050( 74 2B 62 65 2B 2 5 6E 2B 69 6E 2B 44 4F 53 24|t be run_in DUS
e ©0140070( 50 6F 64 65 EE B0 BD BH 24 @O BB B8 B0 @B 08 BY|mode....3.......
oeale0n ©9140050(FD FF BE C5 B9 9E OC 96 B9 9E OC 96 B9 9E DC 94| X B Salil be il bl
oeale0n ©0140050( 9E 58 A1 96| BS 9E OC 96 BO 5 4F 96 BB 9E DL 9| XXilSxmEssory <ml
e Lean ©0140000( SE 58 BE 96 BA 9E OC 96 B9 9E D 96 E6 9F DO Sdlcqanlvmporpiac
e R b G514EEEC( 7A 91 81 96 BA 9E OC 96 7A 91 23 96 BS 9E DC 96[zLul)l<mCzLalSal  |ua
e |[oaeasaas 6514B0C0( 7R 91 OF 96 BA SE OC 96 9E 5B AD 96 FB 9E DC 96| z[El-mlsbi<aml  [H3
e oo |[oaea: Ao 65140000( 5E 65 AE 96 BE SE OC 96 9E 58 A4 96 BE 9E DC 96| XNilTeal=kArs<al  [H3
e ooen oo 2o G514E0EC( 52 &9 €3 65 B9 SE OC 96 @G OO OO OB BE OB D5 08| Richi Gml.......
e [eaeacaas 6514B0F0( BB BB 6B 65| BB BB BB 65 60 BE G5 BB 65 60 BB 65 :
oo [[ooea e 65145160(50 45 BB B8 4C BL B5 BB 65 SA Er 55 68 68 05 BB
e [eoea=aaa G5145110( BB B8 BB 68 EG BB B2 21 BB 81 BS BB BB AZ O BB
e e [[eoea aaa 65145120( B8 78 BB 6B 60 BB BB B8 FA 15 BB BB BB 18 B3 BB
i £ 65145150( 80 CB @1 68 68 BB 6B (18 68 10 B8 6B BB B2 05 OB
=B 60140140( B4 BB BB 6B 60 BB BB BB 64 B0 B5 BE BB 6 £ BB
o2 23 60140150( B0 68 BE 6B 60 B4 EB BB B0 6O BB BE BE 00 ©5 BB
el E ©60140150( 68 @B 18 68 60 10 BB BB 69 B9 LB BB B 10 £8 BB
Ee b e .| 9914617600 B8 B8 08 19 G0 08 B8 1@ ES 0L 08 33 08 0O 0
e pen ([eaea a0 65146150(58 05 @1 5 5C BE 6O 85 B0 6O G5 65 8B 00 D5 OO
e el aas 65146150( BE BB 68 65 BE B G5 BE BE BE O BE B O D5 OO .
e poen ([eaeckaa G51461A0(BE 36 62 65 44 10 GO BE 6O OO OO BE B O D5 OO
e Eooen ([eaeasans 651401E0( BB BB 6B 6B 6O BB BB 6B 6B BB G5 BB BB 68 D5 OB
e [eeeataaa .| 51461C0| o Be Be 05 on 0B DE 08 0n OR DR DB D8 0B 0P DA
e e [eeea=aaa 65145100( B3 BB BB 6B 6P BB BB BB 68 CO BL BB 58 62 05 BB .
e o [eoeataad G51451E0(EC C4 B1 BB A BL BB BB 69 0F B5 BB BB 68 05 65 e
e 651451F0( B0 BB BB 68 08 BB BB BB FE £4 65 £5 74 0O DB OB
[ e e pd 9514520004 AB B1 08 0B 18 DB 08 98 A= DL DA 08 04 0D DB
Biscoans| poapigonltiveton || . |EH oor4ccic|oe R BE BO DO OO DS BO B0 DO DD DD 0 0O OB 5O
piscionn| pogsigoblfivefon | | tent |20 Doisncen|2E 7R 64 61 74 61 BB BO 43 23 DO DY B9 CO Bl OO
EE b R [P | ||| o G5146250( BE 24 BB BE 8O A B1 BB GO 6O OO 68 BB 6O B5 OO
B R i | ||| cCEEL, 651402490( BB BE BB 65 40 BB BE 48 ZE &4 &1 r4 &1 BB BA OO
eugtDong pegsooon) £ irefo | | roxo |~ 65130550/ 55 oo o ob b oo bd 6o bb b oo 02 40 bp 06 Cb
]| R [FeA | ||| oBales 146570\ 2E 62 T3 73 BB BB DA 0O 24 14 DA 0O 65 1@ 02 6O
o oo ([eoenaaad 65145250( BB 16 BB 68 6P DS B1 BB 60 B0 65 B8 68 88 O5 65
oo ([eoetRaad 65145250( BB BB BB B8 48 BB BB CB ZE 2 65 60 6F 63 BB BB
e [eoea aaa 651452A0( BB 38 BB 6B 0P 38 B2 BB 88 25 BB BB BB EE B BB
e oo aaa 65145250( BB BB 6B 65| 6P BB BB 6B 68 68 BB BB 48 68 05 48
o [eoaaLaag ©01402C0( B0 BB 6B 6B 60 BB BB BB 60 6F B5 BB BB 60 05 65 i
TR | R ©0140200( B3 BB 6B 6B 60 BB 6B BB 60 6O B5 BB BB 60 B8 B8
p ©01402E0( B3 BB BB BB 60 BB BB BB 4H 31 B8 B8 68 @1 O1 BB v
GERGER G B 20 B\ GR B G CEl| G CB) GR) GR\CE) B3 63 G
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There are scores of hosts that are contacted post infection, as well as the Tor connections that trigger many ET
rules as ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group.

Conclusion

This particular campaign focused on a very specific malvertising chain leading to the RIG exploit
kit and — as far as we could tell — dropping the same payload each time, no matter the geolocation of

the victim.

Banking Trojans have been a little bit forgotten about these days as they are overshadowed by ransomware.
However, they still represent a significant threat and actually do operate safely in the shadows, manipulating

banking portals to perform wire transfers unbeknownst to their victims or even the banks they are targeting.

Malwarebytes users are protected against this threat at various levels: domain and IP blocks, exploit mitigation for

RIG EK, and detection of the malware payloads.

Related material

e Proofpoint: Nigthmare on Tor street: Ursnif variant Dreambot adds Tor functionality
* Maciej Kotowicz, BotConf: ISEFB, Still Live and Kicking

I0Cs

‘Binary Options’ domains:

all-binarys-option.com all-binarys-options.com binaryoptionleader.com binaryoptionleaders.com binary:

‘Binary options’ IP addresses:
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217.23.1.65 217.23.1.66 217.23.1.67 217.23.1.104 217.23.1.130 217.23.1.187 217.23.1.200

Redirects:

basefont.ul-8.moskvi.ru/user5.php p.figcaption-7.nfl.si/user5.php command.bdo-3.mirifictour.ro/user5

Payloads from different geos (ISFB):

£2£8843673000b082ad08bd555c8cd023918a3c11af9d74e9fa98f3b1304bbbe f12bc471f040146318ab6Tbd2879a95d947d:

Post infection traffic:

158.69.176.173/images/zln7qsefZ961EfLVkD3/0FmzZhicPZalFMUtdp9EBC/IxRcPKmDA9QAA/dANCE_2Bz/nFe1Bp_2FQNk

Source: https://blog.malwarebytes.com/threat-analysis/2017/04/binary-options-malvertising-campaign-drops-isfb-banking-trojan/
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