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Sekhmet Ransomware

Sekhmet Doxware

(mmm¢poBaTbIUK-BBIMOraTe/b, My0/IHKaTop) (MepBOMCTOUYHHK)

Translation into English

ITOT KPUIITO-BBIMOTaTe b MMMpyeT JaHHbIe OK3HeC-110/b30BaTe el U KOMITaHHi ¢ ToMoIibio RSA-2048 +
ChaCha, a 3atem Tpebyet BbIKy B # BTC, uTo6BI BepHYTH (haiiibl. OpuruHambHOe Ha3BaHUe: B 3alTUCKe He
ykasaHo. Xakepri-BbiMoratenu: Twisted Spider Extortion Group. Cpeau BoiMorareseli eCcTb rpaxk/iaHe YKpauHbl,

T0 JIPYTHM JIaHHBIM 3TO MeXX/IyHapo/iHast XakepcKasi rpyTiria.

Beimorarenu, pacripoctpanstoiivie Sekhmet, yrpoxkaroT omy0/1MkoBaTh YKpajeHHbIe JaHHbIE C 1e/IbI0 YCHUIeHHUs
IaB/IeHUs Ha )KepTBY (0TCIofa [IOTIO/IHUTETbHOe Ha3BaHue — Iy6/mMkaTop). Kak U3BeCTHO U3 PyTrUX
Ransomware, [ijis1 3TOTO OTIepaTOPLI-BLIMOTaTe/I HAUMHAIOT KPa)Ky JAHHBIX eIllé repes mmdpoBaHyeM (aitios.
00 3TUX akIMsX BeIMOTareseii coobmjanock B CMU. Ha MoMeHT myOMKaIiuu CTaTby, He ObIIO U3BECTHO O
MyOIUKALIASX YKPaJeHHBIX JAaHHBIX, BBIMOTaTe/H TOJBKO YIPOyKa/ld, UTO JAaHHbIe OyayT OMmyO/JHKOBAHbI HA UX

criel[iasbHOM caire. [ToToM OHM CO3/au crieldanbHbIi caiiT "Leaks leaks and leaks" mist Takux myOiuKaryi.

OO0HapyxeHH:

DrWeb -> Trojan.Encoder.31322, Trojan.Encoder.32301

BitDefender -> Trojan.GenericKD.42872102, Gen: Variant.Jatif.1394

ESET-NOD32 -> A Variant Of Generik. GYISLCY, A Variant Of Win32/Kryptik. HEDE
Malwarebytes -> Trojan.MalPack, Ransom.Sekhmet

Rising -> Ransom.Cryptor!8.10A9 (CLOUD)

Symantec -> Ransom.Gen

TrendMicro -> Ransom.Win32.SEKHMET.A, TROJ_GEN.R002CORH720

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Bensiopam! XoTtuTe ObITH B 3TOM CIIMCKe PeTY/SIPHO WM ToBbIe? Coobuyre MHe!

© I'eneanorusi: Maze > Sekhmet > Egregor
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W306pa>keHrie — JIOTOTHIT CTaThH

K 3ammcpoBaHHbIM aiinam 106aBsIOTCS pa3Hble CTydaiiHble pacIiupeHusi. HalpuMep:
.cSIFg

RXfbY

.JHXeqt

.DtiM

wixVM

OBHnMaﬂue! Hogble pacmivipenwst, email ¥ TEKCTBI 0 BBIKyTIe MOXKHO HAMTH B KOHIIe CTaThbH, B 0OHOBJIEHHUSIX.

TaM MOryT OBbITb Pa3/IMuys C [1epBOHAYaIbHBIM BapHaHTOM.
AKTHBHOCTB 3TOT0 KpPUIITO-BbIMOraTe/Is1 pUIIAck Ha cepeguny MapTa 2020 r. OpreHTHPOBaH Ha aHIVIOA3bIYHBIX
0/1b30BaTesIel], UYTo He MelllaeT PaclpOCTPaHsTh ero 1o BCeMy MUPY.

3anucka ¢ TpeboBaHueM Boikyra HasbiBaeTcsi: RECOVER-FILES. txt
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Your company network has been hacked and breached. We downloaded confidential and private data.

In case of not contacting us in 3 business days this data will be published on a special website available for public
view.

Also we had executed a special software that turned files, databases and other important data in your network into
an encrypted state using RSA-2048 and ChaCha algorithms.

A special key is required to decrypt and restore these files. Only we have this key and only we can give it to you

with a reliable decryption software.

| How to contact us and be safe again |

The only method to restore your files and be safe from data leakage is to purchase a private key which is unique
for you and securely stored on our servers.

After the payment we provide you with decryption software that will decrypt all your files, also we remove the
downloaded data from your network and never post any information about you.

There are 2 ways to directly contact us:

1) Using hidden TOR network:

a) Download a special TOR browser: https://www.torproject.org/
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b) Install the TOR browser
c) Open our website in the TOR browser: xxxx://03n4bhhtybbtwqqgs.onion/C4BA3647FD0D6918
d) Follow the instructions on this page.
2) If you have any problems connecting or using TOR network
a) Open our website: xxxxs://sekhmet.top/C4BA3647FD0D6918
b) Follow the instructions on this page
On this web site, you will get instructions on how to make a free decryption test and how to pay.

Also it has a live chat with our operators and support team.

|Questions and answers|

We understand you may have questions, so we provide here answers to the frequently asked questions.

Q: What about decryption guarantees?
A: You have a FREE opportunity to test a service by instantly decrypting for free 3 files from every system in
your network.

If you have any problems our friendly support team is always here to assist you in a live chat.

Q: How can we be sure that after the payment data is removed and not published or used in any nefarious ways?
A: We can assure you, downloaded data will be securely removed using DoD 5220.22-M wiping standart.

We are not interested in keeping this data as we do not gain any profit from it. This data is used only to leverage
you to make a payment and nothing more.

On the market the data itself are relatively useless and cheap.

Also we perfectly understand that using or publishing this data after the payment will compromise our reliable

business operations and we are not interested in it.

Q: How did you get into the network?
A: Detailed report on how we did it and how to fix your vulnerabilities can be provided by request after the

payment.

This is techinal information we need to identify you correctly and give decryption key to you, do not redact!
---SEKHMET---

51VkH70JKf5e6gh+7BW2KgfGSr/yibdEps7Bea720GS***BPAFUAUAAAAA== [Bcero 2504 3Haka]
---SEKHMET---

ITepeBoj 3anucKH Ha PyCCKUH A3BIK:
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CerTb Baureii kKomrnaHuu ObUIa B3/I0MaHa ¥ HapyiieHa. Mbl 3arpy3uiy KOH(GH/|eHI[abHbIe U JIMYHBIE [JaHHbIE.

B ciiyuae, ecsii HEeT KOHTAaKTa C HAMU B TeueHHe 3 paboumx [Hel, 3TH JaHHbIe OyIyT Omy0/IMKOBaHBI Ha
Criel[iaIbHOM Be0-caiiTe, OCTYITHOM /IJis BCeoO1ero 0603peHwust.

Taxske MBI 3aITyCTH/N CTIELMAIBHYIO IPOrPaMMYy, KOTopast ipeoOpa3oBara ¢aiibl, 0a3bl JaHHBIX U IPyTHe
BaKHBIE /JaHHBIE B Ballled CeTH B 3alliMdpOBaHHOE COCTOSTHUE C UCII0/Ib30BaHUeM anropuTMoB RSA-2048 u
ChaCha.

Crierjua/ibHbINA KJTFOU HY>KeH /1J1s1 paciii)POBKU ¥ BOCCTAHOBJIEHUSI 3TUX (aitioB. To/MbKO Y HAC eCcThb 3TOT K/HOU, U

TOJILKO MBI MOXKEM /IaTh €r0 BaM C Ha/leXKHOM MporpaMMon AJisi paciiipoBKHU.

| Kak ¢ HamMu CBSI3aThCSl ¥ CHOBA OBbITH B 6@301M1acHOCTH |

EvHCTBeHHBIH criocob BOCCTaHOBUTSD Bally (aiiyiel 1 06e30mackTh cedst OT yTeUKH JaHHBIX - 3TO MPHUOOpecTH
3aKPBITBIH K/TH0Y, KOTOPBIH SIB/SETCS YHUKAIBHBIM /1711 BaC M HaZle)KHO XPaHWUTCS Ha HaIllMX CepBepax.
[Tocre oraThl MBI TIPEIOCTABISIEM BaM MPOrpaMMy [Jisi paciiM(poBKY, KOTOPast paciudpyeT Bce Balu ¢aiisbl, a
TaK>Ke Mbl Ya/IMM 3arpy’>keHHble JIaHHbIe U3 Balllell CeTH W HUKOT/Ia He MyO/rMKyeM UH(OpMALIUO 0 Bac.
Ectb fiBa criocoba CBsI3aTbCs C HAMU HaMpsIMYHO:
1) Vicnonb3oBanue ckpeiToii cetu TOR:

a) 3arpy3ure crielanbHBIN Opay3ep TOR: https://www.torproject.org/

6) Ycranosure 6paysep TOR

¢) OTkpotite Haill Be6-caiiT B 6pay3epe TOR: xxxx://03n4bhhtybbtwqgs.onion/C4BA3647FD0D6918

r) CrefyiiTe MHCTPYKLIMSIM Ha 9TOM CTpaHULIe.
2) Ecyi y Bac BO3HUK/IM TIPOOIEMBI C TTOAK/TFOUeHHEM WITH UCTIob3oBaHueM cetn TOR

a) OTkpoiite Har Beb-caiiT: xxxxs://sekhmet.top/C4BA3647FD0D6918

6) CremyiiTe MHCTPYKL[MSIM Ha 3TOM CTpaHMLIe
Ha sTom Beb-caiiTe BbI MOMyunrTe HHCTPYKLUU O TOM, KakK CZieaTh OeCriiaTHyI0 TeCT-paciindpoBKy U Kak
OT/IaTUTb.

Takke eCTh >KMBOM YaT C HAITIMU OreparopamMmu 1 C}'Iy>K601>i nogaep>KKu.

| BOTIpOCHI 1 OTBETHI |

Mp&I MOHUMaeM, 4To Y BaC MOT'YT BO3HUKHYTb BOIIPOCHI, [I0O3TOMY MbI AdéM 37€Ch OTBETHI Ha UdCTO 3d/iaBaeMbie

BOTIPOCHL.

Q: Kak HacueT rapaHTuii felugppoBaHus?

O: Y Bac ectb BECIIJTATHAST BO3MO>KHOCTh ITPOTEeCTUPOBATh CEPBUC, MTHOBEHHO paciiidpoBaB OecriiiaTHO 3
(hatina U3 Kak/[0i CUCTeMBI B Ballleld CeTH.

Ecmm y Bac ecth Kakue-mib0 mpo6sieMbl, Hallla ApY>KHAst KOMaH/[a MoA1epKKH BCera 3/1eCh, YT00bI ITOMOYL BaM B

yare.

B: Kak MbI MOXKeM ObITh YB€DEHLI, UTO I10CJ/Ie TOT0, KaK IJIaTeXXHbI€ JIdHHbIE 6y,£[}/'T YAadJieHbl, a He OHyﬁﬂI/IKOBaHLI

WJIH UCII0/Ib30BaHbl KAKUMH-/TH00 THYCHBIMU criocobamu?
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A: MBI MOXXeEM 3aBEPUTH Bac, 3arpy’KeHHbIe JaHHbIe OyIyT HaZIeXKHO yZiaeHbl C UCIIOIb30BaHUEM CTaHZAPTa
ourictku DoD 5220.22-M.

MEI He 3aMHTepeCOBaHbLI B COXPAHEHWHU 3TUX JIAHHBIX, TIOCKOJIBKY MBI He M0/Ty4aeM HUKAKOM MPUObUTH OT HUX.
OTH JJaHHBIE UCITIOJTB3YIOTCS TOMBKO JIJIs TOTO, UTOOBI BBl MOTJIM COBEpPIIUTD T/IaTeXK M HUUero Ooiiee.

Ha pbiHKe camy JaHHbIE OTHOCHUTEIbHO OeCIT0/1e3HbI U /1eI1IeBbI.

Tak>ke MbI TIPEKPACHO MIOHUMAeM, UTO UCTIO0/Ib30BAHUE WK MyOIUKAIMS STUX JaHHbIX TI0C/Ie OTUIAThl TOCTABUT

o[ yrpo3y Halllk HaJle>KHbIe Je/I0BbIe OTiepalv, U Mbl HE 3dMHTEPECOBAHbI B HUX.

Q: Kak BbI mornaiu B CeThb?
A: TTompo6HBIi OTUET O TOM, KaK MbI 3TO CZIe/Ia/Ti U KaK UCTIPABUTh BAIM YA3BUMOCTH, MOXKET ObITh

npeaoCTaB/IEH I10 3allpoCy IOC/ie OIIaThI.

3To TexHUUeCKask MHPOPMaLUs, KOTOpasi HaM Hy>KHa, YTOObI TPaBU/IbHO U/IeHTU(UIIMPOBATh BAC U /IaTh BaM
KJTFOY pacin@poBKHU, He peflakThpyiiTe!

---SEKHMET---

51VkH70JKf5e6gh+7BW2KgfGSr/yibdEps7Bea720GS***BPAFUAUAAAAA== [Bcero 2504 3Haka]
---SEKHMET---

SEKHMET

WAKE UP SAMURAI!

Buepers dadn | st ea marlipas

Copep>kaHue o(p)MIA/TIBLHOTO CaiiTa BHIMOraTesie:

WAKE UP SAMURALI!

If you’ve come to this page, don’t waste your time searching for how to solve this problem and do not try to
entrust the solution to third parties.

Upload the ransom note RECOVER-FILES.txt and We will tell you how to quickly and reliably recover all your

files.
IlepeBop TeKCTa Ha PYCCKUH A3BIK:

IIpocHuck Camypaii!
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Ecnu BeI 3a1111 Ha 3Ty CTpPaHULLy, HE TPaTbTe CBOE€ BPEMs Ha ITIOUCKH PEIIeHWA 3TOM HPOGIIEMLI Y He TIbITalTeCh

AOBEPUTH pelleHre TPETbUM JIULIaM.

3arpy3ure 3anucky c TpeboBanueM Bbikyria RECOVER-FILES.txt, ¥ Mbl pacCKa)keM BaM, Kak ObICTPO U HA/IEXKHO

BOCCTaHOBHUTE BCe BalllHk (bﬂf/i]'[]:l.

TexHnuueckue geTaau

MoskeT pacrpoCTpaHsTLCS MyTEM B3/I0Ma Uepe3 He3alljulljeHHyto KoHpurypauuto RDP, ¢ nomousto email-criama
Y BPEeJIOHOCHBIX BIOYKeHWH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIIONTOB, BPeIOHOCHOH pPeK/IaMbl, BeO-UH)KEKTOB,
(hapIIMBBIX 0OHOBJIEHHH, ITeperTakoBaHHbIX 1 3apayKEHHBIX NHCTAIIATOPOB. CM. Taxke "OCHOBHBIE CITOCOOBI

pacrpoCcTpaHeHHsT KpUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHMIle bJora.

OHy)KHO BCeT/ia UCI0Mb30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3amuty!!!
Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIyuToi Kinacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOIMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» [lns1 obecriedeHys 3arycKa MCnosb3yeTcst Regsvr32 — 3To ciyykeOHasi TporpaMma KOMaHHON CTPOKH 115l
perucTpaly ¥ OTMeHBI perrcTpanyy 37eMeHToB yrpasinenuss OLE, Hanpumep ActiveX n 6ubmuoreku DLL B
peectpe Windows.

3aryck obecrieunBaeTcst C IOMOIIIBIO CIeAyIollei KOMaH/bI:

"C:\Windows\System32\regsvr32.exe" /s sekhmet.dll.exe

Cnucok (aiioBbIX pacliMpeHui, nojsepramomuxca mugpoBaHUIo:
3Ito pokymenThl MS Office, OpenOffice, PDF, TekcToBbIe (haiiibl, 6a3bl AaHHBIX, (HhOTOrpadun, My3biKa, BUJIEO,

(aiisiel 06pa3oB, ApXUBHI U TIP.

®aiiel, cBA3aHHBIE € 3TUM Ransomware:
RECOVER-FILES.txt - Ha3BaHUe (aiisa ¢ TpeboBaHNEM BBHIKYTIa
sekhmet.dll.{exe} - ucrionusiemsiii paiin Ransomware

<random>.exe - C/lyuaifHOoe Ha3BaHKeE BPEJOHOCHOTO (aiina

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
G:\aaaa\bbbb\cccc\dddd\eeee.pdb

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIu30B.
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MpbloTeKchbI:

CM. HuKe pesy/bTaThbl aHA/IM30B.

CereBble MOAK/TIOUEHHS U CBA3M:
URL: hxxxs://sekhmet.top/
URL: hxxxs://sekhmet.top/C4BA3647FD0D6918

SEKHMET SEEHMET

BUY BITCOQING

SEKHMET

DECRYPTE LEFT: 2

Tor-URL: hxxx://03n4bhhtybbtwqqgs.onion/C4BA3647FD0D6918

SCKHMET i oy SCKH&TT

BUY BITGOING

SCEHELT

DECRYPFTS LEFT. 3

Brmem . raa b ks

Email: -
BTC: -

Cwm. HiKe B OOHOBJIEHUSIX [IPYTHe ajipeca v KOHTAKThL
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh3bLLPbpxskRS3yv_9lCg6gNYsLClOdN5bMD76nFIa5SmqyzxqFz4xQyIAy91OYWupOukk5TOFpheN4A2YYILji5ncQSNAF3hcpdczgDdFo7C17FU05yI8WznN4xc3zmfN1nki8RNjXc8/s1600/url-1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjiJDi86nawixrA5rO5ebD0VQPzknknU9UPAHuhTVQv11bY-JLoE_EyKFxYwbjh6eHtuKxgjbNrvejIG571ygV326B4TH40sdkBdnuEYQ9hYPq_4O-wY2HjxFPURbxAlGjKLCqFceQu-Ow/s1600/url-2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjiJDi86nawixrA5rO5ebD0VQPzknknU9UPAHuhTVQv11bY-JLoE_EyKFxYwbjh6eHtuKxgjbNrvejIG571ygV326B4TH40sdkBdnuEYQ9hYPq_4O-wY2HjxFPURbxAlGjKLCqFceQu-Ow/s1600/url-2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgx4nzYai5SPWWCKRw0hE8sVshOKbk_xjMY4yx6GDHWYkI-5OD4ueRv6MArDrW40th78RjKE5mLXUzzV6bFsZHvdmLac2vSX6YUijU9uUA7yqqzhb8JagOhRGexuYyXO0JqsI9olgtnI7c/s1600/url-3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgx4nzYai5SPWWCKRw0hE8sVshOKbk_xjMY4yx6GDHWYkI-5OD4ueRv6MArDrW40th78RjKE5mLXUzzV6bFsZHvdmLac2vSX6YUijU9uUA7yqqzhb8JagOhRGexuYyXO0JqsI9olgtnI7c/s1600/url-3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjKzbSXTi9ouxlhPSIorTW2-a2KRat3db3U0wf35yJHEz_NB_5kQfdgGXi9RGppSqQsboUh1E37bcWgZmCAhkec7DY9VPjTZ_rujasdj4zn6ijHumYZ1LaL1aub11GBdCmFTI92dqs_gWk/s1600/01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjKzbSXTi9ouxlhPSIorTW2-a2KRat3db3U0wf35yJHEz_NB_5kQfdgGXi9RGppSqQsboUh1E37bcWgZmCAhkec7DY9VPjTZ_rujasdj4zn6ijHumYZ1LaL1aub11GBdCmFTI92dqs_gWk/s1600/01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg38RFpVpExgHRwqZD3iAvz1aYtP_qzp1ynnQBAL2kSAkNDizhtwyI4P9xs8BtymebV58lNSjHp4RagAks2TAdoQ0xTff-W9Q29X_XXH3N6ddnk20v4w_CGUY3hY2QgsVRTwz8hpSgxxho/s1600/02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg38RFpVpExgHRwqZD3iAvz1aYtP_qzp1ynnQBAL2kSAkNDizhtwyI4P9xs8BtymebV58lNSjHp4RagAks2TAdoQ0xTff-W9Q29X_XXH3N6ddnk20v4w_CGUY3hY2QgsVRTwz8hpSgxxho/s1600/02.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEganHKDrS7AH_psN5wjLdCGR8SV6Tgk9F1w3TuIvzsX_1FFAGOunNOEPudJS0NNkk7ZrGNvbiLpHS6qvoMa98HHoY_1DthvwpQSPgggYLgRV6KCsicAoZSXrwvLPXy9fPudlVEOFu4sb2Q/s1600/03.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEganHKDrS7AH_psN5wjLdCGR8SV6Tgk9F1w3TuIvzsX_1FFAGOunNOEPudJS0NNkk7ZrGNvbiLpHS6qvoMa98HHoY_1DthvwpQSPgggYLgRV6KCsicAoZSXrwvLPXy9fPudlVEOFu4sb2Q/s1600/03.png
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CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

Pesysibrarel aHa/1M30B:

® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

7] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIsI.

ITonpobHble cBefieHUst cOOUparoTCs pery/sipHo. IIpuckinaiite 0Opaswpl.

=== UICTOPUSA CEMEVCTBA === HISTORY OF FAMILY ===

Maze Ransomware - Maii 2019 - Host6ps 2020
Sekhmet Ransomware - mapT 2020 - okTs16ps 2020

Egregor Ransomware - ceHtsi6pb 2020 - deBpanb 2021

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

Oo6noBsenue ot 24 mapta 2020:
Beimorarenu cospanu cant "Leaks leaks and leaks" fist mybnukanuii yKpaZeHHBIX JaHHBIX TeX KOMITAHUH,

KOTODbI€ OTKA3a/IMCh IIJIaTUTb UM BBIKYTI.
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https://www.hybrid-analysis.com/sample/0a739f4ec3d096010d0cd9fc0c0631f0b080cc2aad1f720fd1883737b6a6a952/5e7ce9fd9b554a02ba6778a0
https://www.virustotal.com/gui/file/0a739f4ec3d096010d0cd9fc0c0631f0b080cc2aad1f720fd1883737b6a6a952/detection
https://analyze.intezer.com/#/files/0a739f4ec3d096010d0cd9fc0c0631f0b080cc2aad1f720fd1883737b6a6a952
https://app.any.run/tasks/a0df4f38-267a-465a-88e0-cc7fdbd17c91/
https://www.joesandbox.com/analysis/217988/0/html

https://id-ransomware.blogspot.com /2020/03 /sekhmet-ransomware.htm|

Leaks leaks and leaks X [E=R =

€ c @ [oF°] e | O & | Q search »

Leaked data from vulnerable companies. MENU=

Leaks leaks and leaks

O6HoBenue ot 7-9 aBrycra 2020:
Ioct B TBUTTEpE >>

Pacmmipenust: .xgVWib, .UQgH
3armicka: RECOVER-FILES.txt

Tor-URL: hxxx://03n4bhhtybbtwqqgs.onion/C4BA3647FD0D6918
URL: hxxxs://sekhmet.top/C4BA3647FD0D6918

@atin: KB083486A.msi - VT + IA + AR

®aiin: patch_may13869.dll - VT + IA

» OGHapy>KeHHs:

DrWeb -> Trojan.Encoder.32301

BitDefender -> Gen:Variant.Jatif.1394
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https://www.bleepstatic.com/images/news/ransomware/l/leak-sites/three-more/Sekhmet-leak-site.jpg
https://www.bleepstatic.com/images/news/ransomware/l/leak-sites/three-more/Sekhmet-leak-site.jpg
https://twitter.com/Jirehlov/status/1292346849672564741
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgibHQbiJDXVTyZe9bba9vIaDoDkd1NWasC_g6KQMlltrOTpCMP7rZbctS_2NVXRmeAqyU6aCroSwJgJOChcQBOlSE_RBMN3XW-IE31OLoBgJiqZjsWNUDPIhr46iWBPSne5BDymoj_6Rg/s1600/full-note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgibHQbiJDXVTyZe9bba9vIaDoDkd1NWasC_g6KQMlltrOTpCMP7rZbctS_2NVXRmeAqyU6aCroSwJgJOChcQBOlSE_RBMN3XW-IE31OLoBgJiqZjsWNUDPIhr46iWBPSne5BDymoj_6Rg/s1600/full-note.png
https://www.virustotal.com/gui/file/b2945f293ee3f68a97cc493774ff1e8818f104fb92ef9dbeead05a32fc7006ff/detection
https://analyze.intezer.com/analyses/c036c0d0-7cf8-427d-99a9-a7179cdb99b9
https://app.any.run/tasks/305bdf04-4c39-44da-8f2c-01fbb227a4e1/
https://www.virustotal.com/gui/file/fceb299326ef4298a3c30e10b31d8c64f1369b182ac256d1eeaf148c1adcea8d/detection
https://analyze.intezer.com/#/files/fceb299326ef4298a3c30e10b31d8c64f1369b182ac256d1eeaf148c1adcea8d

https://id-ransomware.blogspot.com /2020/03 /sekhmet-ransomware.htm|

ESET-NOD32 -> A Variant Of Win32/Kryptik. HEDE
Malwarebytes -> Ransom.Sekhmet

Kaspersky -> Trojan-Ransom.Win32.Cryptor.dox
TrendMicro -> TROJ_GEN.R002CORH720

- a - .
SERMMET - SERHMET -

BUY BITCOINS

1

SEHHRET

DECRYPTS LEFT- O

» CopepskaHue caiiTa (CpOK yI/iaThl BbIKYIA UCTEK):

SEKHMET

Price for recovering your files should be negotiated

That means we will provide you the amount after consensus is reached.

Let's start a constructive dialogue.

Looks like you were banned from the chat.

It is the time to reconsider your position and start again.

Check this page later, maybe we will unban you.

BUY BITCOINS

Bank Account / Transfer:

Bitfinex, Coinmama, Korbit, Coinfloor, Coinfinity, Coinbase, BitPanda, Paymium, Bity, CoinCorner,
HappyCoins, Poloniex, BTCDirect

Credit / Debit Card:

BitPanda, CEX.io, Coinhouse, Coinmama, Safello, Huobi, Bittylicious, BTCDirect, CoinCafe
DECRYPTS LEFT: 0

Maximum file size is 2 MB ( megabytes ).

We are decrypting only image files (bmp, jpg, gif, png).

No more decrypts left.

Download decrypted files here

Error incorrect magic: 2139205805 file is probably not encrypted or encrypted with other software
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjj8mkMEhm8JnzuDIHAKSbAkW34qBpICpuqzXayFbf8kZpnxLrB3FFSTuQCYMUqiYkMeEIrIcdaosGUdtP5PmA2vlKDuAooya7fsJxNtvA8YIrIU6ol3SIS4vm4nfZFwIZnbpUZy6jbllI/s1600/site-001.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjj8mkMEhm8JnzuDIHAKSbAkW34qBpICpuqzXayFbf8kZpnxLrB3FFSTuQCYMUqiYkMeEIrIcdaosGUdtP5PmA2vlKDuAooya7fsJxNtvA8YIrIU6ol3SIS4vm4nfZFwIZnbpUZy6jbllI/s1600/site-001.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjhxjrLOmdoVAKLA7FTYByZtoZPRWbfssY1PWPSy9yKTKU4rWFUI_t9CO-IBbEefxS1axtb-0mXctaBJM9S2VkvD_D7cvetB-pw7C-HFCQCL-xObNk1yCPT7-xWPbBeI4m0ottM9hJtq9g/s1600/site-002.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjhxjrLOmdoVAKLA7FTYByZtoZPRWbfssY1PWPSy9yKTKU4rWFUI_t9CO-IBbEefxS1axtb-0mXctaBJM9S2VkvD_D7cvetB-pw7C-HFCQCL-xObNk1yCPT7-xWPbBeI4m0ottM9hJtq9g/s1600/site-002.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh5ENLVOlWlFA-gZ39cI_IPB0CfK1YtTGllPB8sw_-OU3oVbjvLx9_BwXnJLpPAtntzHK_5AvjmOY-wCPn2l06Qm0T1AAebUuzoVq73M8rO31GCVUdU0pPColhyphenhypheneAEnPUQtSfsN0OlxBlE/s1600/site-003.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh5ENLVOlWlFA-gZ39cI_IPB0CfK1YtTGllPB8sw_-OU3oVbjvLx9_BwXnJLpPAtntzHK_5AvjmOY-wCPn2l06Qm0T1AAebUuzoVq73M8rO31GCVUdU0pPColhyphenhypheneAEnPUQtSfsN0OlxBlE/s1600/site-003.png
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Error incorrect magic: 1212537294 file is probably not encrypted or encrypted with other software
Error incorrect magic: 2139205805 file is probably not encrypted or encrypted with other software

OGHoe/enue ot 29 okTAOpsa 2020:

Cratbsl 0 3aKpPBITUM BbIMOTaTe/1bCKOro npoekTta "Maze Ransomware" 1 nepexof; oriepatopoB BbIMOraTesieii Ha

"Egregor Ransomware".

BbiMorareny Tak>ke TIOATBEPXK MM, uto Maze, Sekhmet, Egregor siB/IsifOTCSI X BBIMOTaTe/TbCKUMU

MporpaMMamH.

.S:Iﬁmd Decryptar [ |

' After pressing O, decryptor will scan all your attached local drives as
well as neterork sharss available for current wser. Please consider 1o
close all programs such 2= dstabases so nothing blocks decrypticn

For successfull restoration, D0 KOT:

* do not close decryptor before you see message shout successfull
completion

* donot execute at the ssme time multiple decryptors to decrypt KAS
storages from different machines

* do not detach extemal storage while decryptor waorks

* do not restart cormputer

.

Bosee Toro, moctpazasiive ot Egregor mocsie yruiaThl BeIKyTa rosydyaroT Sekhmet Decryptor.
=== 2022 ===

Hogoctb ot 9 eBpanis 2022

nemmdpoBaHus 751 mocTpagaBiiyx o Maze, Sekhmet, Egregor Ransomware.

CchbliKa Ha CKPUHIIIOTE CKPBITa, YTOOBI He ZIaTh BO3MOXKHOCTB MCIOJ/Ib30BaTh BPEAOHOCHbBIE (Daiisibl MH(EKTOpa

mOyv, KoTopble OBbLIH B apXUBe.

TPy (O o 4 50 i g . e A G Pt A

[LEAK] Maze + Egrager + Sakimal kays alang wilh miyy [@eping) Sorca
codo
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https://www.bleepingcomputer.com/news/security/maze-ransomware-is-shutting-down-its-cybercrime-operation/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjx-W72ScmgUfvbD89emZxjDFPyNq6ChsmLVb2ukQ2SG5pluv5V8g8Yefm1WBkTLNeVIroXCV3IQhHUCURgplZyoIscXmCgI4L0Gqmmk4xqZshqxfIId0Nmz04jC9isuo4uJvlazeFkexE/s480/egregor-decryptor.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjx-W72ScmgUfvbD89emZxjDFPyNq6ChsmLVb2ukQ2SG5pluv5V8g8Yefm1WBkTLNeVIroXCV3IQhHUCURgplZyoIscXmCgI4L0Gqmmk4xqZshqxfIId0Nmz04jC9isuo4uJvlazeFkexE/s480/egregor-decryptor.jpg
https://www.bleepingcomputer.com/forums/t/768330/
https://blogger.googleusercontent.com/img/a/AVvXsEi9dKrZq_ampAHqz1V3x-3GJz56uJxy9bAuItamIw9zuz7rAb7WRTX-l4_WpFuuawK7edMkn3uyAzUtzo2PzIMvjuQlYVS2stx09f2YPoLtSHcBhN0kCiTAAFT8srbXJ98OnoaKS_09oQRUOj6TqSRwYw2XSNMkV7rxCBMkYrGyQI4iPD2UEj1g7wqE=s800
https://blogger.googleusercontent.com/img/a/AVvXsEi9dKrZq_ampAHqz1V3x-3GJz56uJxy9bAuItamIw9zuz7rAb7WRTX-l4_WpFuuawK7edMkn3uyAzUtzo2PzIMvjuQlYVS2stx09f2YPoLtSHcBhN0kCiTAAFT8srbXJ98OnoaKS_09oQRUOj6TqSRwYw2XSNMkV7rxCBMkYrGyQI4iPD2UEj1g7wqE=s800
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Buumanue!

Teneps ecTb AemU(POBIIUK >>

=== BJIOK CCBIJ/IOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http: 9
k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Sekhmet)
Write-up, Topic of Support

*

Thanks:
dnwls@719, Michael Gillespie
Andrew Ivanov (author)

*k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/03/sekhmet-ransomware.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/fbgwls245/status/1241179394405621760
https://twitter.com/Amigo_A_/status/1243573084868751362
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

