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L

I recently came across a cool GitHub repo from Zscaler's Threatl.abz team (see here) which contains a whole
array of ransom notes from known and new ransomware families. I imagine that Zscaler has some sort of malware

hunting capability (potentially LiveHunt YARA rules in VirusTotal) and they manually check for ransom notes
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uploaded to VT containing strings such as ".onion" to find new and interesting ransomware families. However

they actually do it, this is a handy repo for the community to use.

Three new ransom notes that Zscaler shared that caught my eye belonged to Shadow, 8BASE, and Rancoz.
Tracking new ransomware families can be an interesting task because so many new groups are appearing, it is
hard to tell which ones are worth paying attention to of the literal hundreds of variants out there launching attacks.
These three stick out, however, due to the presence of the ".onion" Tor link inside their ransom notes though
because that means they have setup custom infrastructure for advanced cyber extortion, such as negotiation

portals, decryption sites, or a data leak site (DLS) to post stolen data if the victim refuses to pay.
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Kramer, what's going on in there?

Rancoz

rec_rans@aol.com

Leaked Data
(2 cases total)

It's the ransomware, Jerry. They're
making more of them!

Figure 1: An original Seinfeld meme
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Cybercrime intelligence analysts who investigate new ransomware groups should know that it's important to make
note when new groups appear and try to see if there are any connections to known threat actors. This helps with
intelligence collection efforts and can help analysts decide whether investigating these groups should be a priority.
There is only a limited amount of time and a limited amount of resources and, unfortunately, so so many

ransomware groups. Using the ransom notes we can try to identify similarities to other known ransomware
families.

Dear Managesent,

1 you are reading this nessage, 1t neans that 8BASE
- your netuork infrastructure has been cempromised,

- critical data was leaked,
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Telegram channel
I 1t e

e Hellol Your conpany has baen hacked| e

»33 Your fata are stolen and encrypted
223> Mhat puarantees that we will not deceive you?
We are not a palitically motivated group and we do not need anything other than your money.

IF you pay, we will provide you the programs for decryption snd we will delete your data.
Life is too short to be ssd. Be not sad, money, it is only paper.

If we do mot give you decrypters, or we do not delate your data after payment, then nobedy will pay us in the future.
Therefora to us our reputaticn is very inpertant. We attack the companiss worlowide and there iz no flssatisfied victin after paymant.

»3ye You need to contact us by emadl rec_ransgaol.com and decrypt seme Fles for Fres s our Filas was sncrypted by Shadon Ransoms

>r53 Your dots ore stolen ord encrypted
33> The data will be published on ToR website if you do not pay the ransom

The dsks will be published on 0% website if you do not pay the ranzon
Cownload and install TCR Browser hTTps:/fuww.torproject.org/ Link far Tor 8

hitpi 1a65Tb3

Lyndhklniceioussdiamy lasdasfngl 3Tt ci nxad onian
Links for Tor Browser
nttp:f/zesaTeuzardaualu] zyzoksagaazoul gisudnsndbbbsd bf rTeayd. ondon

Figure 2: Ransom Notes

What is Stylometry and Stylometric Analysis?

Stylometry is the application of the study of linguistic style, usually to written language but it can also be applied
to code and ransom notes. It has also been applied successfully to music, paintings, and chess. We can evaluate an
author's style through manual comparisons as well as the application of statistical analysis to a body of their work.
Stylometry is often used to attribute authorship to anonymous or disputed documents. To unmask these
ransomware group for who they really are, I used a mixture of the text comparison site copyleaks.com and by

doing it manually.

Shadow

Analysis of Shadow's ransom note, although with some original elements, there are numerous similarities between

it an LockBit3.0's ransom note. We can say with fairly strong accuracy that this is a reskin of the leaked

LockBit3.0 (aka LockBitBlack) builder. There are multiple similarities in the notes that tie these two together. The
wide availability of the leaked builder also makes this overlap a very likely scenario. The Shadow ransom note is

available in Zscaler's GitHub repo (see here). The LockBit3.0 ransom note is available from PCRisk (see here).
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SCAN PROPERTIES A *

© rdentical 17%
DONE 1 134 © ranorcrane o 8.7%

SCANNED 2 MINUTES AGO RESULTS FOUND SIMILAR WORDS (O raraphrased 6.5% MATCH

O Omitted Words 0%
SUBMITTED TEXT vy 4~ T Your File T X

>>>>> What guarantee is there that we won't cheat you? 55> What guarantees that we will not deceive you?
‘We arc the oldest ransomware affiliate program on the planet, nothing is more important than our
reputation. We are not a politically motivated group and we want nothing more than money. If you
pay, we will provide you with decryption software and destroy the stolen data. After you pay the
ransom, you will quickly make even more money. Treat this situation simply as a paid training for
your system administrators, because it is due to your corporate network not being properly Life is too short to be sad. Be not sad, moncy, it is only paper.

configured that we were able to attack you. Our pentest services should be paid just like you pay the

salaries of your system administrators. Get over it and pay for it. If we don't give you a decryptor or

delete your data after you pay, no one will pay us in the future. You can get more information about

us on Ilon Musk's Twitter hxxps:/twitter.com/hashtag/lockbit?f=live If we do not give you decrypters, or we do not delete your data after payment, then nobody will pay

us in the future.
>>>>>You need to tontact us and decrypt one file for free on TOR darknet sites with your personal
D

‘We are not a politically motivated group and we do not need anything other than your money.

If you pay, we will provide you the programs for decryption and we will delete your data.

Therefore to us our reputation is very important. We attack the companies worldwide and there is
no dissatisfied victim after payment.

Download and install Tor Browser hxxps://www.torproject.org/

>>>> You need contact us and decrypt one file for fiee on these TOR sites with your personal
Write to the chat room and wait for an answer, we'll guarantee a response from you. If you need a DECRYPTION B
unique ID for correspondence with us that no one will know about, tell it in the chat, we will

Figure 3: Comparison between Shadow and LockBit3.0 ransom notes

8BASE

When I examined the 8BASE ransom note it also looked familiar. It turned out that it share a ton of similarities to

a ransom note from the leaked builder of Babuk ransomware. Again, due to the availability of the Babuk

ransomware builder and numerous ransomware groups that use it, this is also a likely scenario. The 8BASE

ransom note is available in Zscaler's GitHub repo (see here). The ransom note of the DarkAngel's variant of Babuk
ESXi is available from PCRisk (see here).

SCAN PROPERTIES A ° b4 @ ‘(: o

Successful scan @ 1centical 57.3%

1 51 1 O Minar changes 6.8% 64(y
Save re| RESULTS FOUND SIMILAR WORDS () paraphrased 0% MATCH
Create an account to save and share O Omitted Words 0%

SUBMITTED TEXT NS S Your File T X

Dear Management,

HELLO dear Management of -! [£ you are reading this message, it means that:
- your network infrastructure has been compromised,

Ifyou are reading this message, it means that: - critical data was leaked,

- your network infrastructure has been compromised,  files are encrypted

- critical data was leaked,

- files are encrypted, The best and only thing you can o is to contact us

- backups are deleted o settle the matter before any losses occurs!
Onion Site:
http://basemmnngqwxevlymliSbs360SyntiSSxojzvn246spahningwkf2pad onion/

bDARKANGELSTEAM! Telegram Channel:

https://t.me/eightbase

Figure 4: Comparison of 8BASE and Babuk ESXi ransom notes

Page 5 of 7


https://blogger.googleusercontent.com/img/a/AVvXsEia8p4hY-yOxMi9WQzUiy6m77EY4a0qYvgeCDm4Kcf_0X4pb4cqgY5iKrmFMixtZznNZRZFUrkIg-i13pgwB7Wb684PymmiRTG_MRyNbbDBve9HM8AMbtFqpGuYMNlF1lYo8aW2lnUlZ5pgQJ0qClS3vDTs0h-bQ0IlJLLSAFkJI3FjEu0OnTDTWwGAiQ
https://blogger.googleusercontent.com/img/a/AVvXsEia8p4hY-yOxMi9WQzUiy6m77EY4a0qYvgeCDm4Kcf_0X4pb4cqgY5iKrmFMixtZznNZRZFUrkIg-i13pgwB7Wb684PymmiRTG_MRyNbbDBve9HM8AMbtFqpGuYMNlF1lYo8aW2lnUlZ5pgQJ0qClS3vDTs0h-bQ0IlJLLSAFkJI3FjEu0OnTDTWwGAiQ
https://www.bleepingcomputer.com/news/security/babuk-ransomwares-full-source-code-leaked-on-hacker-forum/
https://www.sentinelone.com/labs/hypervisor-ransomware-multiple-threat-actor-groups-hop-on-leaked-babuk-code-to-build-esxi-lockers/
https://github.com/threatlabz/ransomware_notes/blob/main/8base/8base_note.txt
https://www.pcrisk.com/removal-guides/23738-dark-angels-team-ransomware
https://blogger.googleusercontent.com/img/a/AVvXsEgMVvpLSmK9HbTnfXsoVHBYOgeXrK_6ZOppl4rELSMChsni4ePEKma78UZVJszAnXD70lvAK3j4vQhCAf7nfcp6WAOSPPnsHSaPGWdxxbu8TA3Qanb36XmljE9kR6eAIW9NwmvcrNXG4q49xHxcaIjDubuzg7Yi2NBp5pzYk-PEr5PS-fTZzcsnw4blOw
https://blogger.googleusercontent.com/img/a/AVvXsEgMVvpLSmK9HbTnfXsoVHBYOgeXrK_6ZOppl4rELSMChsni4ePEKma78UZVJszAnXD70lvAK3j4vQhCAf7nfcp6WAOSPPnsHSaPGWdxxbu8TA3Qanb36XmljE9kR6eAIW9NwmvcrNXG4q49xHxcaIjDubuzg7Yi2NBp5pzYk-PEr5PS-fTZzcsnw4blOw

https://blog.bushidotoken.net /2023 /05 /unmasking-ransomware-using-stylometric.html

Rancoz

Rancoz seemed to be a little bit more interesting as Cyble analyzed Rancoz (see here) and shared some technical
insights. Twitter researcher @F_kZ_ also highlighted the similarities between the Rancoz and Omega data leak
sites (see here). However, neither mentioned that the ransom note is practically identical to the LockBit3.0 note.

The Rancoz ransom note is available in Zscaler GitHub repo (see here)

6~~~ [ O0CKBIt 3.0 the world's fastest ransomware since 201G~
>>>>|Your data are stolen and encrypted
The data will be published on TOR website if you do not pay the ransom
Links for Tor Browser:

~n~ Hello! Your company has been hacked! s

>>>>| What guarantees that we will not deceive you?
We are not a politically motivated group and we do not need anything other than your
money.

If you pay, we will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper.

If we do not give you decrypiers, or we do not delete your data after payment, then

e 5 T e AT . = = = - nobody will pay us in the future
Therefore fo us our reputation is very important. We attack the companies worldwide and
€ data € € ebsite RS there is no dissatisfied victim after payment.

You can obtain information about us on twitter -

>>>>|You need confact us and decrypt one file for free on these TOR sites with your
personal DECRYPTION ID
Download and install TOR Browser hxxps//www.torproject.org/
Write fo a chat and wait for the answer, we will always answer you.
You can install gtox to contanct us online hxxps:/ftox chat/download. html

0 a e an lea ecove e Tox ID LockBitSupp: 42B8AE1D1CD8D7686DB7F368C3A 1
69A2B6C6255F3466642DBA4134705563B068BC00438644A7
Mail (Onionharl) Support: lockdark@onionmail.org
>>>> Warning! Do not DELETE or MODIFY any files, it can lead to recovery problems!
>>>> Warning! If you do not pay the ransom we will aftack your company repeatedly
again!

Figure 5: Comparison of Rancoz and LockBit 3.0 ransom notes
Conclusion

Ransomware research is pretty straight forward these days. These types of cybercriminals prefer templated
attacks, reusing tried and trust TTPs. Now, they do not even need to code their own ransomware or partner with

RaaS groups. There are multiple freely available leaked builders ready for them to use instantly.

LockBit and Babuk provide low skilled and few resourced the immediate ability to attack and ransom large
organizations. There have already been dozens of variants of these two families. Shadow, 8BASE, and Rancoz are

also not likely to be the last.

My advice is to keep an eye on these threat actors as eventually they may begin to retool and evolve. While they
are still inexperienced is the best time to try and track them down. Any tips you have to do that are best sent to law

enforcement, as well as groups like The Ransomware Task Force and NoMoreRansom.

Page 6 of 7


https://blog.cyble.com/2023/05/11/dissecting-rancoz-ransomware/
https://twitter.com/F_kZ_/status/1654384721751621635
https://github.com/threatlabz/ransomware_notes/blob/main/rancoz/HOW_TO_RECOVERY_FILES.txt
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhE0mcb4x7UxaBWfGgouS84nfA3MoZc1BUm10odyeN0oZkily3QGj98J56KwKbWd7nAYPclCeMWqjWg2AISLyx0w3JjdnrNbpUZiyMDNypzw1gSqy2EO_T-5u9FBjQsMiScH0JzqJaU8x6fMgo8pkywxj6u7n7MX1YhvfMAhBBNSssQmzEjsAE-C_7mBg/s1510/Rancoz_LockBit.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhE0mcb4x7UxaBWfGgouS84nfA3MoZc1BUm10odyeN0oZkily3QGj98J56KwKbWd7nAYPclCeMWqjWg2AISLyx0w3JjdnrNbpUZiyMDNypzw1gSqy2EO_T-5u9FBjQsMiScH0JzqJaU8x6fMgo8pkywxj6u7n7MX1YhvfMAhBBNSssQmzEjsAE-C_7mBg/s1510/Rancoz_LockBit.png

https://blog.bushidotoken.net /2023 /05 /unmasking-ransomware-using-stylometric.html

’si\\ k\\
DUND A MAYBETHIS IS I
ANS( ARE GROUP GF FIW RANSOMWAR BOUE
E. e bl Ll HOUGH AT THIS PC
= R AN S g
h el A )
\/\ A \/‘\ e\ .
. i
T ~
ANSOMWAF DDE
~ } N }
DCKBIT:3.0 BAE 'u:\:-
\KED BUILDER 0 BUILDEF

Source: https://blog.bushidotoken.net/2023/05/unmasking-ransomware-using-stylometric.html

Page 7 of 7



https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgNm-HqqyVf9surnRkYmIto6iUoq3RbNMR1n3ri7aO6RsOB6zYznxZWvBWA3GAgH7Ws-_3mSg_MGjD2q4H19UKjSbcZyVs4nIbKnDICkHIEUaltCU7kEj2X9hxYYgDrGEn2-XtejznchX1eQZJk55ygFCLAL-C5okXuT8a9A16QEuIR-nb2e82Dn1orpQ/s1510/Scoobydoo.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgNm-HqqyVf9surnRkYmIto6iUoq3RbNMR1n3ri7aO6RsOB6zYznxZWvBWA3GAgH7Ws-_3mSg_MGjD2q4H19UKjSbcZyVs4nIbKnDICkHIEUaltCU7kEj2X9hxYYgDrGEn2-XtejznchX1eQZJk55ygFCLAL-C5okXuT8a9A16QEuIR-nb2e82Dn1orpQ/s1510/Scoobydoo.png

