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 Tool: Sagerunex

Names Sagerunex

Category Malware

Type Backdoor

Description
(Symantec) This malware appears to be an evolution of an older Billbug tool known as
Evora.

Information
<https://symantec-blogs.broadcom.com/blogs/threat-intelligence/thrip-apt-south-east-
asia>

MITRE ATT&CK <https://attack.mitre.org/software/S1210>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.sagerunex>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:Sagerunex>

Last change to this tool card: 28 June 2025

Download this tool card in JSON format

All groups using tool Sagerunex

Changed Name Country Observed

APT groups

  Lotus Blossom, Spring Dragon, Thrip 2012-Aug 2024  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1a410879-730a-493c-97c0-bfbc514fe1f3
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