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LockBit Black & DragonForce: Unraveling the Link

By cybleinc

Published: 2024-04-24 - Archived: 2026-04-05 20:38:29 UTC

CRIL investigates DragonForce Ransomware and its links to a leaked LOCKBIT Builder.

Key Takeaways

e Cyble Research & Intelligence Labs (CRIL) identified a DragonForce ransomware binary based on
LOCKBIT Black ransomware, suggesting the threat actors behind DragonForce used a leaked builder of
LOCKBIT Black ransomware to generate their binary.

e In September 2022, an X (Twitter) user shared the download link for the LockBit ransomware builder, which
allows threat actors to customize ransomware payloads according to their preferences.

e A comparison between binaries generated using the Leaked Builder of LOCKBIT ransomware and
DragonForce ransomware revealed significant similarities, indicating the DragonForce ransomware binary
was likely created using the leaked builder of LOCKBIT ransomware.

e DragonForce ransomware surfaced in November 2023. It utilizes double extortion tactics to target victims,
exfiltrating data before encryption and subsequently leaking the data if ransom demands are not met.

e There’s also a hacktivist group called DragonForce, based in Malaysia, which claimed to launch their
ransomware in 2022. However, it remains unclear whether the group’s announced intentions to launch
ransomware are connected to the discovered DragonForce ransomware.

e DragonForce ransomware operations began in November 2023 with the public disclosure of victim details on
a cybercrime forum and their leak site. To date, they have disclosed information about more than 25 victims

worldwide.

Overview

DragonForce Ransomware emerged in November 2023. This group employs double extortion to target its victims,
involving data exfiltration followed by encryption. If the victim fails to pay the ransom, the Threat Actors (TAs)
behind this ransomware group leak the victim’s data on their leak site. The figure below shows the DragonForce

ransomware leak site.
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Figure 1 — DragonForce Leak Site

There is also a hacktivist group called DragonForce based in Malaysia. During 2021 and 2022, they conducted
various campaigns targeting government agencies and organizations across the Middle East and Asia. Additionally,
in 2022, the group announced its intention to launch ransomware. However, due to limited information, it is

challenging to determine whether the ransomware discovered is connected to this hacktivist group.
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DragonForce ransomware began extorting their victims in November 2023 by publishing victim details and their
leak site URL on a cybercrime forum. This move was likely aimed at increasing the visibility of their attacks, as only
a handful of ransomware groups utilize cybercrime forums for extortion. So far, DragonForce has publicly disclosed

information about over 25 victims worldwide. The figure below shows the post on a cybercrime forum.

Page 2 of 8


https://www.radware.com/security/ddos-knowledge-center/ddospedia/dragonforce-malaysia/

https://cyble.com /blog/lockbit-blacks-legacy-unraveling-the-dragonforce-ransomware-connection/

w dragonforce

find

k: hitp:izsglo

GOD

Figure 2 — Post on Cybercrime Forum
The figure below shows the tor site used for leaking victim’s data.
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Figure 3 — DragonForce data leak site

CRIL recently found a DragonForce ransomware binary, which was based on LOCKBIT Black ransomware.
LOCKBIT Black is a third variant of LOCKBIT ransomware, and we believe that the TAs behind the DragonForce
ransomware leveraged the leaked builder of LOCKBIT Black ransomware to generate their binary. The figure below
shows the leaked builder of LOCKBIT ransomware.

. Ali Qushji @ali_qushji - 3h
S Our team managed to hack several LockBit servers as a result, Builder
LockBit 3.0 was found on one of the servers.

sendspace.com/file,

password: dM@iL

Figure 4 — Post Regarding Leaked LOCKBIT Builder (Source: Cyble)
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On September 2022, a user on X (Twitter) shared the download link of the LockBit ransomware builder. By using
this builder, TA can customize the ransomware payload as per their requirements. This builder includes a
“config.json” file to customize the payload according to the TA’s preferences, allowing for features like encryption
mode, filename encryption, impersonation, exclusion of specific files and folders from encryption, and language-

based exclusion of CIS countries. The configuration file also contains a ransom note template.
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Figure 5 — Config.json file of LockBit
Technical Analysis

Our comparison between a binary generated using the Leaked Builder of LOCKBIT ransomware and DragonForce
ransomware revealed striking similarities in the code structure and functions. This observation strongly suggests that
the DragonForce ransomware binary was likely created utilizing the leaked builder of LOCKBIT ransomware. The

figure below shows the BinDiff results.
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Figure 6 — BinDiff Analysis

Upon execution, the ransomware terminates the following processes to allocate system resources for faster

encryption.

oracle tbirdconfig powerpnt
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The ransomware also terminates the following services.

memtas
mepocs

msexchange

sophos GxVss
veeam GxBlr
backup GxFWD

steam
thebat
thunderbird
visio
winword
wordpad
notepad
calc
wuauclt

onedrive

GxCVD
GxCIMgr

NegoExtender

Following encryption, the ransomware binary renames the files using a random string followed by “.AoVOpni2N” as

the extension. The figure below displays the encrypted files.

Name

B 1tnytiA AcVOpni2N

B AoVOpni2N.README txt
B gMeW2eX.AoVOpni2N
B HLDQcl.AGVOpni2N

B s0nZxEF.A0VOpni2N
B 0rwdb2.A0VOpni2N
B ©LGSig.AcVOpni2N
B xg8FRwj.AcVOpni2N
B XgnbnZo.A0VOpni2N

Figure 7 — Encrypted Files

Date modified

NIZN File

Text Document
PNI2N File
AOVO File
AOVO File
AQVOPNIZ2N File
[OPNI2N File
AQVOPNI2N File

Then, it drops a ransom note named “AoVOpni2N.README.txt” in each directory it parses. The figure below

displays the ransom note.
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1| AcVOpniZN README txt - Notepad
File Edit Formst View Help
Hello!

Your files have been stolen from your network and encrypted with a strong algorithm. We work for money and are not assoclated with politics. All you need to do is contact us and pay.
--- Dur communication process:

You contact us.

. We send you a list of files that were stolen.

We decrypt 1 file to confirm that our decryptor works.|

We agree on the amount, which must be paid using BTC.

We delete your files, we give you a decryptor

. We give you a detalled report on how we compromlised your company, and recommendations on how to avold such situations in the future.

O W

== Client area (use this site to contact us):

Link for Tor Browser: http://3pktcrcbm B = sew onion
333 Use this ID: 4 2880 to begin the recovery process.

* In order to access the site, you will need Tor Browser,
you can download it from this link: https://www.torproject.org/

-- Additional contacts:
Support Tox: 1 3
-- Recommendations:
DO NOT RESET OR SHUTDOWN - files may be damaged.
DO NOT REMAME OR MOVE the encrypted and readme files.
DO NOT DELETE readme files.

-- Taportant:

If you refuse to pay or do not get in touch with us, we start publishing your files,
82/95/2024 90:00 UTC the decryptor will be destroyed and the files will be published on our blog.

Blog: http://: alhukdid,onion

Sincerely, 91900102 91110210 91180201 91180111 21121111 91181119 91882119 21181111 21118219 @11ee9ll @llee1el

Figure 8 — Ransom Note

A complete analysis of LOCKBIT 3.0 can be found here.

Conclusion

The discovery of DragonForce ransomware and its links to the leaked builder of LOCKBIT Black ransomware
underscores the growing threat posed by the abuse of leaked malware-building tools in cyberattacks. The
accessibility of such tools enables TAs to customize and deploy ransomware payloads with ease, amplifying the risk
landscape for organizations globally. The emergence of DragonForce ransomware, coupled with its utilization of
double extortion tactics, highlights the evolving tactics employed by ransomware actors to maximize their impact

and financial gain.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:
Safety Measures Needed to Prevent Ransomware Attacks

e Do not open untrusted links and email attachments without first verifying their authenticity.

e Conduct regular backup practices and keep those backups offline or in a separate network.

e Turn on the automatic software update feature on your computer, mobile, and other connected devices
wherever possible and pragmatic.

e Use areputed anti-virus and Internet security software package on your connected devices, including PC,

laptop, and mobile.
Users Should Take the Following Steps After a Ransomware Attack

e Disconnect infected devices on the compromised network.

e Disconnect external storage devices if connected.
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 Inspect system logs to check for suspicious events.
Impact of Ransomware

e Loss of valuable data.

e Loss of the organization’s reputation and integrity.

e Loss of the organization’s sensitive business information.
e Disruption in organization operation.

¢ Financial loss.

MITRE ATT&CK® Techniques

Tactic Technique Procedure
Execution T1204.002 (User Execution) Malicious file.
Defense T1562.001 (Impair Defenses: Ransomware disables Windows
Evasion Disable or Modify Tools) Defender.
Defense T1070.004 (Indicator Removal: Ransomware deletes itself after
Evasion File Deletion) execution.
T1083 (File and Directory Ransomware enumerates folders for file
Discovery ] ) _ )
Discovery) encryption and file deletion.
T1486 (Data Encrypted for Ransomware encrypts the data for
Impact
Impact) extortion.

Indicators of Compromise (I0Cs)

Indicators

d54bae930b038950c2947f5397¢13{84
e164bbaf848fa5d46fa42f62402a1c55330ef562
1250ba6£25fd60077£f698a2617c¢1589d58c1867339bfd9ee8ab19ce9943304b

YARA Rule

rule DragonForce{
meta:
author = "Cyble Research and Intelligence Labs"

description = "Detects DragonForce Ransomware Memory Strings"
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Type
MD5

SHA1
SHA256

Description

DragonForce

Ransomware
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https://attack.mitre.org/techniques/T1486/
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date = "2024-04-24"

os = "Windows"

strings:
$al = ".onion" nocase ascii wide
$a2 = "Client area" nocase ascii wide
$a3 = "shadowcopy" nocase ascii wide

$a4 = "DO NOT DELETE readme" nocase ascii wide
$a5 = "encrypted with a strong algorithm" nocase ascii wide
condition:

all of them
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