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With more than 60 million websites, including 33.4 percent of the top 10 million global websites, built on the WordPress

platform, it is big news when a new attack aimed at this popular tool surfaces. And, as you can probably guess, the Zscaler

ThreatLabZ team recently noticed another campaign targeting WordPress sites.

Since the first week of April 2020, we observed several instances of malicious Java archive (JAR) files hosted on
compromised WordPress websites. These JAR files used several layers of encryption to protect its final payload—the

Adwind remote access Trojan (RAT).

In this blog, we describe two aspects of this campaign. In the first part, we describe the intelligence information we gathered
from this campaign, which was used for threat attribution. In the second part, we explain in detail all the steps used for

decrypting the multiple layers of encryption that were used to protect the final payload.

Compromised sites used for hosting the payload

We observed a common pattern shared among all the compromised websites in this campaign, which are used to host the
malicious JAR payload. All these websites used the Content Management System (CMS) from WordPress. Attackers often
exploit vulnerabilities in WordPress plugins to get access to the admin panel of the CMS. Once the access is obtained, they

can host their payload on the server.

The WordPress version can be confirmed by checking the meta HTML tag in the source code with the “name” attribute field

set to “generator” as shown below for one of the compromised sites observed in this campaign.

<link rel='https://api.w.org/' href='https://cornerstoneed.com/
<link rel="EditURI" type="application/rsd+xml" title="RSD" href="htt| . phy
<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="https://cornerstoneed.com/wp-includes/wlwmanifest.xml" />
<meta name="generator" content="HordPress 5.3.2" /> B B S

-json/" />

Figure 1: WordPress version in the HTML source code.

Most of the compromised websites in this campaign were running a fairly recent version of WordPress—5.3.x. Only a few

sites were running outdated versions, such as 4.5.x or 3.3.x.

The file names for the payload varied between themes ranging from Coronavirus to payment invoices and shipping delivery

services, such as DHL and USPS, as shown below:
Covid-19Update.jar
Reylontransport-covid19-statement20.jar
RescheduleUSPS.jar

DHLPaket.jar

Threat attribution

On some of the compromised WordPress sites used to host the malicious JAR files, we were able to find PHP web shells that

attackers used to control the web server as shown in Figure 2.
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Figure 2: PHP web shell on a compromised WordPress site.

There are some other web shells present in the same directory. After inspecting the different web shells, we located a PHP

mailer script that would send a test email to attacker-specified email addresses, as shown in Figure 3.

4-21 03:41:08
~x [ home ]

[ Flles ] [ Console ] i [ String tools ] [ Bruteforce ] [ Network ]

ei”;
at (% SERVFRI'ATTRS'1) 4k § SRRVFRL'RTTER'1 on
brv998 freemail .hu.saberssbrvddfcitromail.hu':

Fr cotélocalhost’ . "\r\
mail(Sto, $subject, $link, Sheaders);
>

Figure 3: PHP mailing script found on the compromised server.
Email addresses:
Sabersebry99@freemail.hu

Sabersebry99@citromail.hu

Technical analysis of the encrypted JAR

There were multiple layers of encryption used in the JAR files in this campaign, which made it clear that some form of
crypting service was used by the threat actor to protect the final JAR payload. After decrypting several layers, we found a

reference to “Qarallax”, which leads us to believe that the cryptor used can be attributed to the Qarallax crypt service.

In this section of the blog, we will go in to the details of the different layers of encryption and how we unpacked them one

by one to reveal the final payload.
For the purpose of analysis, we have chosen the JAR file with MD5 hash: 0a5f34440389ca860235434eea963465

Filename of the JAR file: Covid-19Update.jar

Decryption: Stage 1

This JAR file contains two encrypted resources:
Resource 1: /cloud/file.update

Resource: 2: AaxIv/WEPcXKp/UBLah/kCQuJbJn

These resources will be loaded and decrypted at runtime. To understand the decryption process, let us look at the source
code of rr.class present inside this JAR file. This class file is responsible for loading the above resources and calling the

decryption routines. The code section is shown in Figure 4 with relevant comments added to the code.
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Jpublic final class rr {

] public rr() throws IOException {
Object i;
£ i2;
g i3;
void i4;
rr i5;
new £():
new f():
// Load the resource: "/cloud/file.update"
byte[] i6 = d.jr(i5.getClass().getResourceAsStream(gf.3z)):
// AES Rey to decrypt "file.update" resource is: PsjduiwoSwosldSO
byte[] i7 = hr.jr(new String(), i6, gf.hr.getBytes()):’
new £():
yr yr2 = new yr():
i4.3r(new £f(i7));:
new £(}:
// access the key called SERVER from decrypted rescurce
// SERVER points to second encrypted resource = AaxIv/WEPcXXp/UBLah/kCQuibdn
byte[] i8 = d.jr(i5.getClass().getResourceAsStream(i4.3r(gf.3)))
new £();
// access the RES key called PASSWORD from che first decrypted rescurce
byte[] 18 = nhr.jr(new String(), 18, i4.3jr(gf.r).getByctes()):

new f£():

byte[] 110 = d.3r(i9):

new £();

r i1l = new r(new ££(il0)):
new £();

String i12 = y.jr(ill):
tr il3 = new tr(il2):;

Figure 4: Code for decrypting the resources in stage 1.

It is also important to note that the strings referenced in the above code are defined inside the gf.class file. All these strings

are encrypted as shown in Figure 5.

static {
jr = vr.jr{
hr = vr.jr{
¥y = vr.jr("CND ooo™) ;
3 vr.jr(" | k~yn
r =vr.jr("~n~}}"{*");
String[] arrstring = new String[l&];

u000b") ;

arrstring[0] = vr.jr("gtvbcte *");
arrstring[l] = vr.jr("NMMY\b"):
arrstring[2] = vr.jr("cbeggd

pme* ™) »

arrstring[3] = vr.jr("iizky)"):
arrstring[4] = vr.jr("}1i ol B
arrstring[5] = vr.jr("_ |
arrstring[€] = vr.jr("]EY\
arrstring[7] = vr.jr("Ji\u
arrstring[3] = vr.jr("h~)"):
arrstring[2]

O10MKw{_") :

arrstring[10]
arrstring[l1]
arrstring[l12] = vr.jr("XZoX
arrscring[13] = vr.jr("]\\0O
arrsctring[l4] = vr.jr("OK
arrstring[l15] = vr.jr("CK"J
j = arrstring;

gr = vr.jr{ 6{no~1(");

Figure 5: Encrypted strings in stage 1.

The string decryption routine is shown in Figure 6.
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public static String jr(Sctring i) {

int i2;

int len = input string.length - 1;

char[] decrypted = new char[input_string.length()];;

int i7 = 110;

int counter = len;

while (counter >= 0) {

char i8 = (char) (input_string.charlt(i2) i Ly

Ey:

char i9 = {char) ({(char) (i2 *» i7) & ©

decrypted[i2--] = i8;

if (i2 < 0) break;

e
o
I

(char) (input_string.charit(i2) * i9);
i7 = (char) ((char) (i2 * i9) & 0Ox3F):

decrypted[i2--] = 1i8;
counter = i2;

String result = new String(decrypted):
return result:

Figure 6: String decryption routine in stage 1.

This string decryption routine was reused in the later stages as well. So we rewrote it in Python to make the decryption

process of further layers easier. The code for string decryption is mentioned in the Appendix I section of this blog.
The different steps involved in decryption in above code are:

1. The resource, “/cloud/file.update” is read using getClass.getResourceAsStream() into a byte array.

2. This resource is decrypted using the AES key: “Psjduiwo8wosld90” using the AES block cipher mode:
AES/ECB/PKCS5PADDING.

3. The result of the above decryption is an XML file, which is shown in Figure 7.

<entry key="nfGmi' PnOjqLQapIWliYOi. bdcUT KQKJiL; i MgWEXF] </entry> I
<entry by B">T: JYPVI 1 L TVxgl /entry>
<entry key="EErez" PDQET gPhghX: S MWVEFcoTL I VWV XNXBXTPyHE: EaWBUCTTtTzB

nrr == ">Eqbgd UPFuieol] QbqGMIPUNE | MVMUBHCGRo1 VRUAUTCIQuCCAETgL Jabhxc/entry>
e:ntzy key="SERVER">/RaxIv/WEPCXEp/UBLah/kCQuibJn.Tje</entry> ) —_— Points to second encrypted resource
<entzy key="HabUa">XqRLUwnsqMQUernkYljHiBuEasuybLvFjUlVagiuT! 3 T fentry>
<entry key OXYNEQKAWET] y
<entzy R 5 Snbakall TrCMFL 1E
<entry ey WE TAOACZSE: encry>
<entzy qLvIIJEE TTESDrewiT -
<entry key="qspng">ll RmDJ1vz1 £T: g entrys
<entry Jr E: JgSrXl 3 </entry>
<entry key="PADKi">kP: FT2DXp £ entry>
<entry key="hij bovL 5 at TERqnAL
<entry key=rralpQ HaKzgeleoss) fentry>
<entry key="rxTER" 1203 104 1EOLBHRND:
<entzy p: 31 TWRFRUCCTaHuT: fentry>
<entry key="VgnSH">i TOAUGiATCYGRGL EnZ011PFRex£LY] 303 T2OCUTIRS:
<entzy key="DiHtL">JW D MMvyNiVNT] DgzoX] kvDStruCxMghb: My£TXUUL U Cu</entzy>
<entry key="nMKRO">CI LT scFysXgT 1B11140: ase/entry>
<entry key="zrAcG"s: v1bkEgbanL FowlLSEATQizUGELO
<entry key="LTVap" 3 ImaVYVET YRS DY 1 encry>
<entzy key="ylegm" BUIMCT 1 1FCLAVEN:
<entry key=rpa yPHUYYy Yunvkl 1 v entry>
<entry key="ispman">t . WP JSF] 1Sgiv1 ki MmaYTNFLAL
<entry key="nfenk ITYDEVYDX) HYRE: Jg</entry>
<entry key="qciMF"sn: UREBtFIgyATN- V1EU: i </entry>
<enty key="£Qaqd"s 1170VBNLGHFge£CkIISHE1hIyNul calACL Taf31DALLUOFLL 191 </entry>
<entry key="00iPg" BIdCKCKHALIET yTqQFbreuskFncrazZ1K1Z] TEfmve/entry>
<entry key="RARZU">1cLvFifJWKZIuUXALFZXKOSELTEDYalzVRORCECTAGDVRA 1QhbGXYRXPUV JzLanK</entry>

—————%  AES Key for decrypting second encrypted resource

<entry key="LgmxR">qwoZjtTCxfFeBVUsvvgIYYvbPIWD: CTIE: T 1 TUWiRhIPCACIKfEZHHIZKEL</entry>
centry key=rEzcMBTSv ey 1 1 ’ v
contry key="ogeYTr>BoayaveTZIZKLECL b Tt CeRT o ) err

Figure 7: XML file obtained after decryption. It contains the AES key to decrypt the second resource.

4. This resource is loaded using the loadFromXML() method which allows individual properties from the XML to be

accessed to continue the decryption process.

Decryption: Stage 2
The XML file, which was obtained after decrypting stage 1, is used to decrypt the second layer as defined below.

1. The SERVER entry in this XML file corresponds to the second encrypted resource called:
/AaxIv/WEPcXKp/UBLah/kCQuJbJn.Tje in the JAR file. The PASSWORD entry in the above XML file corresponds
to the AES key, which will be used to decrypt this second resource.

2. The AES key used for decrypting the second resource is: xsINGppgnJmTwGGH.

3. Second resource is decrypted to a Gzip file, which gets decompressed to another JAR file.

Decryption: Stage 3
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In this stage, we will look at the decrypted JAR file obtained from stage 2. The class files and resource file structure for this

JAR is as shown in Figure 8.

4 stage?_decrypted_resource jar 32 ‘

8 fﬂ MANIFEST.MF 53
-3 j2tple 1 Manifest-Version: 1.8
Bl'd‘“s 2 Ant-Version: Apache Ant 1.8.0
(- fup IL.dlass 3 Application-Name: Oracle Database
b Ti.class 4 Add-Opens: ;ia\:ra.prefslj?va.util.prefs . :
) Ti.dass 5 X-COMMENT: Main-Class will be added automatically by build
b T.class [ Perml:ssions: all-permissions
o) Ldass 7 Multi-Release: true
} Lj.dass & Class-Path:
g 9 Created-By: 1.8.8_25-bl8 (Oracle Corporation)
%'E‘[d:i 10 Main-Class: j2t.ple.TL
W il %
i IL.class 15
oap il.class
hib ji.class
op Jl.dass
-3 this
L[] fleagrt

Figure 8: JAR file structure of stage 3.
This JAR file has one encrypted resource called “/this/file.grt”.

Execution of this JAR file begins in the method: j2t.ple.IL as shown in Figure 9.

public class IL
public ILD {
IL i

if (new Dace() .after(new Date(:

throw new Throwable(I3.

lic static void main(String[] arrstring) {
if (new Date() .aftex(new Date(

throw new Throwable (I3

// Qarawdwwdqedgdllax Payl:
ew JLabel(I3.I1{

(13,72 ("Txt

// Qarallax Payload
Jlabel 14 = new JLabel{Ij.I1{"I:

/7 grz
JLabel i5 = new JLabel(I3.I1

Figure 9: The main method in stage 3.

The strings in this method were encrypted using the same string encryption method as in stage 1. The only difference was in

the initial one byte XOR key, which was changed to 0x58.

After decrypting the strings in the main method, we can see a reference to the Qarallax project. Qarallax provides

crypting services for encrypting JAR files on underground hacking forums, leading us to correlate this to Qarallax.

Now let us look at the method, I1() defined in il_1.class file. This method performs the resource decryption as shown in

Figure 10.

private void I1() {
try {

void i
Properties i2;
11 1 13;
// Encrypted resource: "/this/file.grt"
InputStream i4 = i3.getClass().getResourceAsStream(Ij.I1("
ByteArray i5 = new By youtp 0:
// DES Key: RSuE7enKMi Ok8s3di
il 2.Li(I3.I1

NI

pn7xp)

Yo 24, 15):

Properties properties = i2 = new Properties():
Properties properties2 = i2;
propercies.loadFromXML (new ByceArrayInputStream(iS.ctoBytehrray())):

// hccess the following properties from the decrypted XML file

// SERVER BIN - next encrypted stage

// PRIVATE PASSWORD - RSA Private Key used to decrypt the AES key

// PASSWORD_CRYPTED - Encrypted AES key which is used to decrypt SERVER_BIN
byte[] server_bin = j1.I1(i2.getProperty . BIN"));

bytell private password = jl.Il(properties.getProperty
byte[] password_crypted = j1.I1(i2.getProperty("

D")) :

ByteArrayInputStream 112 = new ByteArrayInputStream(private_password):
// Converts InputStream to ObjectInputStream
RSAPrivateKey i13 = (RSAPrivaceKey)new ii_0(il2).readObject();

i1 041 02 = new 11 00);
void v2 = i;

1.Li(password_crypted) :
v2.I1(server_bin);

ByteArrayInputStream i14 = v2.TI1(il3);

104 02 =new i 0(il4);
return;
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Figure 10: Code for performing decryption of resources in stage 3.
The different steps involved in the decryption are:

1. It loads the encrypted resource: “/this/file.grt” using getClass.getResourceAsStream() into a byte array.
2. It uses the DES key: R5uE7enKM8wK0qOk8s9di to decrypt the above resource.
3. The result of decryption is an XML file as shown in Figure 11.

<7xml version="1.0" encoding="UTF-8% standalone="no"?>

<1pocTreE systen " o
<propertiess
<comment>Secure Code: OXASEBSSESAC/comments
e AT e Next stage encrypted file
<entry key="Tgnoep
<entry ke
<entry k envry>
norv ke i</ensr
Kentry key=mSERVER_BIN">85LQIRCAMROYE/L+VUg Tl nJrvzIkhl7aC/ IaI¥GKOSAL LpBp1EN:
<amery 5ol ety
<entry key="BoDohxbavGAE">YellnOSq</entry>
<entry key=oXsTR*>TuMlrGuqnIPQPLY entrys
cencry key x entrys ;
[entry key="EASSWORD CRYPTED">cFad: +1veLwll N7SL3HO3Z 17LulWeoym HWEKEBTIOY+ 09/ 00ps]

<eRtry Key="ESKFDY">JEBSQuuWeTA</entry>
<entry key=reglcHOo">HONZHWAKiRMEQT</entry>
<encry
<entry key="XIPEU">hohViXios</entry>

<entry key="COGHIEYM)oPWIZPgobR">ustncRbKASIMIRFCXKF aCMgURS/entIy> Encrypted AES Key fo decrypt SERVER BIN
<entry key="iRs)fFRCR>MEqadZUNUDIUTHIS/entzy>

<encry key=rdr ror

<encry
<eRCEY key="OTMWEDL">WECGNC/entry>
<entry key="ERNINZgs*>nDFECPKAC/entry>

<entry mgeRugOa”>cpml! </
<entry key="jwTWque>WFACCStAHWC/entry>
<encry &3

<entry key="vp qCIERT Cac/entrys

<entry key="mrdJfEc">BqTPHuqCXiLnlwd] ¥oulAdyi Punc/entry>

<encry entry>

<entry key=rCVNrIUSINLQR">eeelUgNljkOXtac/encry>

<entry 1

<entry key="ofLTMiAH">FwIZREsk</entry>

XUk">ZKma¥xbhROAPLEUBOCHS /entry>
Y key="PRIVATE PASSWORD">rOOABKNYABRQYXZhLAN1YIVyaXRSLKE1eVT1cLIST]OLnqVDAGAETARIYWARD 3 TpdGh tAARSTOphAnE vhOE uZy ITARIpbme THWARZNS I b2R 1 ZHOAR] tCTARGZNS yOWE O cOB +AATMARROY

<entry key—"wKEOeNagTH">guVimQIREsIvk]Pcc/entry>

<entry key="YvEpfDbiXRpE">ETINQFC/entry>

RSA Private Key to decrypt AES Key

entzv>

Figure 11: The XML file after decryption in stage 3.

4. The SERVER_BIN file in the above decrypted XML corresponds to the next stage encrypted file.
PASSWORD_CRYPTED corresponds to an encrypted AES key, which will be used to decrypt the SERVER_BIN file.
PRIVATE_PASSWORD is the RSA private key, which is used to decrypt the AES key.

5. Each of the above properties are loaded from the XML using loadFromXML() and getProperty() methods.
6. The RSA private key is stored as a serialized Java object. It is unserialized using the readObject() method.
7. The unserialized RSA key is used to decrypt the AES key defined in the PASSWORD_CRYPTED section of the XML.

8. The decrypted AES key is used to decrypt the SERVER_BIN file, which results in the next stage decrypted file.

Decryption: Stage 4

The decrypted payload obtained from stage 3 is the final JAR payload, which was protected with multiple layers of

encryption. The JAR class file structure for this payload is as shown in Figure 12.

@ stageq_decrypted_resource. jar £3 |

-## METAINF [M] MANIFEST MF 52

#io 1 Manifest-Version: 1.8
Ant-Version: Apache Ant 1.1@.4
3 Add-Opens: java.prefs/java.util.prefs
o5 4 Created-By: 13.0.1+9 (Oracle Corporation)
Main-Class: server.main.Start

®
2}
g

8::1::}
#
i

[ R e e e R

EY § EVEVEVEVEVEVEVEY

T

n

sp O.class
000.dass
0000.class
0001.dass
01.dass
010.dass
Ldass
100.dass
1100.class

2

n
F-fap Start.class

805888

Figure 12: The JAR file structure in stage 4.
This file contains multiple encrypted resources.
Keyl1.json — RSA private key stored as a serialized Java object.

Key2.json — Encrypted AES key.
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Config.json — Encrypted config file of the Java RAT.

Let us look at the main method—server.main.Start()—of this JAR file. We can see the use of encrypted strings in this JAR

file as shown in Figure 13.

1d 10010() throws Exception {

tStream ai = new Objectl (a3.gerClass() . (RC4.11(
001a\b\u000e_Jh7\u 5 011 1a\u0002\u0014\u000T 005\u0011R42 0015\BOTKH"))) 7
- (RSAPrivateRey)ad. sect():
Starc start = a3:
at.close () :
byte(] as = FileUcils.inputStreamtoByteArray(start.getClass () .getResourcehsStrean( i
. - = =] = £ - A e

byte[] a6 = FileUcils.inpucStreamcoByteArray(start.getClass().gecResourcehaStream(RCE.14(
Decader decoder = new Decoder () :

void vi = a2;

vl.setReys ( (RSAPrivateKey)a, as);:

byte[] a7 = vi.decode(a6) ;

T a8 = new Inpv (o new (a7), (" (0:HE"}) s
JSONTokener a8 = new JSONTokener (ag) :
ServerSectings.gecInstance () .loadConfiguration (ag, 114).410)) ¢

Figure 13: The encrypted strings in stage 4.

Figure 14 shows the string decryption routine.

public static String ii{Object a) {

int n;

StackTraceElement stacklraceElement = new LinkageError () .getStackTrace()([1]:

String string = new StringBuffer (stackTraceElement.getClassName ()).append(stackTraceElement.getMethodName ()).toString();
a = (String)a;

int n2 = ((String)a).length():

n3=mn2 - 1;
r[] arrc = new char[n2]:
nd =5 ecd hS;
cfr_ignored 0 = 5 << 3 4 (3 A 5):
D5 =4<Cd {342 A 1);
int ne = string.length() -

String string2 = string:
while (n3 >= 0) {

int n7 = n3--:

arrc(n7] = (char)(nS * (((String)a).charAt(n7) * string2.charAt(n))):

if (n3 < 0) break;

int n8 = n3--;
cr = arrc[ng] = (char)(n4 A (((String)a).charAt(ng) * string2.charat(n))):
if (--n < 0) {

n = né:

o

)
int n9 = n3;
¥
return new String(arrc):

Figure 14: The string decryption routine in stage 4.

This string decryption routine is different from the previous stages we analyzed. It is a variant of XOR decryption, which

derives the decryption key in an interesting way.
The first two lines of the decryption routine are:
StackTraceElement stackTraceElement = new LinkageError().getStackTrace()[1];

String string = new

StringBuffer(stackTraceElement.getClassName()).append(stackTraceElement.getMethodName()).toString();

These lines are used to fetch the class name and the method name from which the string decryption routine was called. To
find the calling class name and method name, it generates an exception using LinkageError() and then fetches the first stack

frame using getStackTrace()[1]. From this stack frame, the calling class name and method name are derived.

As an example, when the string decryption routine is called by the method "ii" in the class "Start", then the XOR decryption

key will be: "Startii".

Upon further analysis, we discovered that this string decryption routine is the same as the one provided by the Java
obfuscator called Allatori. Usually class files obfuscated with Allatori obfuscator use the method name:
ALLATORIXDEMOxhthr().

However, in this case, the method name was also obfuscated to remove any reference to Allatori.

We rewrote the string decryption routine in Python to decrypt all the strings in this JAR file. The Python script is provided in
the Appendix II section of this blog.

After decrypting the strings, the resulting code is shown in Figure 15.
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private void i0010() throws Exception {

ObjectInputStream a4 = new ObjectInputStream(a3.getClass().getRescurceAsStream("/server/rescurces/Keyl.json"));
- Key)ad.readObject ()

Starc start = ad;
a4.close();

byte[] a5 = FileUrils.inputScr ray(start.getClass (). (/server/resources/Key2.3son"), true):
byte[] a6 = FileUtils.inputStreamtoByteArray(start.getClass() .getRescurceAsStream(” z rces/config.json"), true):
Decoder decoder = new Decoder() :

void vi = a;

v1.setKeys ((RSAPrivateKey)a, a5):
byre[] a7 = vi.decode(aé);
a8 = new tez( ( (a7}, "UTE-8%);
JSONTokener a9 = new JSONTokener(s€)
Serversertings.gerinstance ().loadConfiguration(as, 11Q).1100);

Figure 15: The code after decrypting the strings.

Decryption of the config file
As a first step, we will decrypt the resources to get access to the config file. The steps involved in decryption are:

1. Loads the serialized object from the resource: “/server/resources/Key1.json” using getClass.getResourceAsStream().
2. Unserializes the Java object using readObject() to get access to the RSA private key.

3. Loads the encrypted AES key from the resource called: "/server/resources/Key2.json".

4. Loads the encrypted config file from the resource called: “/server/resources/config.json".

5. Decrypts the AES key using the RSA private key.

6. Decrypts the encrypted resource using the decrypted AES key.

The resulting decrypted config file is as shown below.

wn

{"securityRetry":20,"vbox":true,"security":[],"nickName":"quarantoes","installation":
{"jarName":"aDaGm","moduleFolder":"pWnmd","moduleEntry":"tUjeninoY OKbbABJEQOfwMmkkAV/iPYMIXQvBnHKdoBEfaulmhiFQGfShHjNdi>
[{"delay":2,"port":9932,"dns":"212.114.52.236"} ]}

We provide a description of the key fields present in the above configuration file.
Vbox: Indicates whether the presence of VirtualBox should be checked or not.
nickName: This is a unique identifier used while building the RAT. In our case, it is “quarantoes”.

Installation: A JSON that contains key-value pairs describing the location where the JAR file needs to be copied to on the

file system.

jreFolder: Indicates the folder where all the files required for running the JAR are stored.
jarRegistry: The name of the Windows registry key used for persistence.

delay: Indicates the number of seconds to delay the execution.

Vmware: Indicates whether the presence of VMWare should be checked or not.

Port: The port number on which the RAT communicates with the server.

DNS: IP address of the callback server.

Activities performed by the RAT

Below are the main activities performed by the RAT.
1. It checks the OS name and if it is not Windows, then the RAT does not execute.

2. It copies itself to the path: C:\Users\user\pMbbW\aDaGm.class. The directory name in this path is selected from the
“mainFolder” parameter of the config file and the filename is selected using the “jarName” parameter in the config
file. The file extension for the JAR file is selected as “.class” based on the configured value for parameter:
“jarExtension” in the config file.

3. It sets the Windows registry key for persistence to ensure that the above JAR file is executed automatically using

javaw.exe upon reboot.
Key path: HKEY_USERS\Software\Microsoft\Windows\CurrentVersion\Run
Key name: UKikhtn
Key value: "C:\Users\user\Oracle\bin\javaw.exe" -jar "C:\Users\user\pMbbW\aDaGm.class"

The key name is fetched from the config file as well.
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4. It loads the DLL from the resource section: “/server/resources” based on the system architecture. For 32-bit system, it
loads x86.dll and for 64-bit system, it loads amd64.dll.

This DLL will be loaded and copied to a temporary location on the file system with the file extension, “.xml”. The DLL is

then loaded using the System.load() command as shown in Figure 16.

InputStresm a3 0- € laer() .insere(o, " ex/re =3/") .append(a2) . append(” ") -teString())
1f (a3 11) return;

ream a4 = null;
le.createTenpFile (Random. getString (.

FileUtils.copyStream(a3, ad):
a4.close()
a3.cl

Load 5
System.load(a.getAbsalutePath() )
a.loaded = true:

Figure 16: The code for loading the DLL.

5. It checks the value of the “active” key in the decrypted config.json file. If the value is set to true, then the RAT delays the
execution by the “delay” number of seconds as configured in the config.json file.

6. It checks for the presence of a virtualization environment, such as VMWare, Virtualbox and Qemu. If it finds the presence

of such an environment, then it exits the execution.

‘We will not be describing the functionality of this binary in detail in this blog since the final payload is a well-known jRAT
(Java-based RAT).

Cloud Sandbox Detection

Figure 17 shows the Zscaler Cloud Sandbox successfully detecting this JAR-based threat.

f;ZSCB’Ef Cloud Sandbox Ty
SANDBOX DETAIL REPORT SHghRsk & Modewa Rk  © Low ek =]
Report ID (MDS): 919F2D0043F063A80702FBI6BB7699ER Analysis Performed: 22/04/2020 16:37:02 File Type: Java ARchive files analysis
GLASSIFIGATION VIRUS AND MALWARE SEGURITY BYPASS b
Class Type Threat Score « Sample Steeps For A Long Time (Installer Files Shows
Malicious ‘These Property).
pun 86 Checks For Kemel Debuggers
i No known Malware found
Malwara & Botnat 1 i “"” Executes Massive Amount Of Sleeps In A Loop

NETWORKING 14 STEALTH 4 SPREADING

= Performs Connections Ta IPs Without Carresponding DNS * Creates Autostart Registry Keys To Launch Java

Loakups = Uses Cacls To Modify The Permissions Of Files
* Detected TCP Or UDP Traffic On Non-standard Ports

URLS Found In Memory O Binary Data No suspicious activity detected
INFORMATION LEAKAGE EXPLOITING - PERSISTENCE -
* Runtime Environment Drops PE File *+ Checks If Anti-virus Program Is Installed
* Runtime Environment Starts Unknown Processes * Creates An Autostart Registry Key
May Try Ta Detect The Windows Explorer Process * Deletes Files Inside The Windows Folder

No suspicious activity detected
Figure 17: Zscaler Cloud Sandbox detection.

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at various levels, as seen

here: Java.Backdoor.Adwind.
Conclusion

This threat actor leverages compromised websites to serve heavily encrypted variants of a Java-based RAT, which makes the

detection difficult over the network.

As an extra precaution, users should not run JAR files from untrusted and unknown sources since JAR files contain

executable code and have the capability of infecting a system.

Web administrators who use WordPress installations should ensure that they are running the latest version of WordPress

plugins and themes to prevent any vulnerability from being exploited.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to help keep our customers safe.

MITRE ATT&CK TTP Mapping
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Tactic Technique

Persistence Registry Run Keys / Startup Folder - T1060
Obfuscation Obfuscated Files or Information - T1027
Software Packing T1045

Process Discovery Query and kill system processes - T1057
Security Software Discovery T1063

System Information Discovery T1082

System Network Configuration Discovery T1016

Windows Management Instrumentation T1047

Uncommonly Used Port T1065

Indicators of Compromise (IOC)

URLSs hosting JAR files
hxxp://haus-pesjak][.]at/Covid-19Update.jar
hxxps://digitaltextile.com[.]Jru/lk/Deutsche%20Telekom.jar
hxxps://digitaltextile.com[.Jru/n/DHL%20paket.jar
hxxp://haus-pesjak][.]at/04-07-20Intuitinvoices.jar
hxxp://teddyshatsworld[.]pl/Reylontransport-covid19-statement20.jar
hxxp://thaivictory.co[.]th/pageconfig/album/dir/5/order.jar
hxxp://cherryemoore[.]Jcom/USPS/RedeliveryUSPS.jar
hxxps://feylibertad|.]org/Amazon-P0O20023938.jar
hxxp://mahalowood[.]com/USPS/USPSReschedulerLabel.jar
hxxps://newsha.jsonland[. ]Jir/wp-includes/css/DHLPaket.jar
hxxps://www.stillval[.]Jcom/USPS/RescheduleUSPS.jar
hxxps://thediscoveryrun[.]Jcom/UPS/ShippingInfo.jar
hxxp://jeddahcrumbly[.Jcom/DHLPAKET.jar
hxxps://dev.medialogistics2020[.]ca/wp-content/plugins/ubh/Quickbooks-INV5066.jar
Hashes of the samples
7e4bdf62d3ecd78b3f407f6ec1158678
0a5f34440389caB860235434eea963465
1da18ec639f7ec2a8aad58655d846e23
d7489b47e17630e5594a320b43b201db

da52¢c24302a03626d2175123b751f466
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b766cf6695730b74a107cb73157262b1
919f2d0043f063a90702fb36887699¢8
d470d5a428f99818278fb2816a8d03e9
8f5e55fbb1bee93dc5912dcbd0092519
4a97b2d004d72b69aa64f621b5b74775
051b4da1f0079c6f60d6c8eb62b3f586
2020551b5373121053abdbf3eaafa02d
a4da22e269b93148eb9857036b9a072a
876eb4208ef2eec6e9f12b13f764a975
1d77e96974e1e2301ed78cec19e8710b
Network Indicators
212.114.52[.]236:9932
unks123.duckdns][.]org:46865
lay.dubyal.]us:8181
fresh.ygto[.Jcom:1010
gwiza1988.hopto[.]org:6025
praisesalways.ddns[.Jnet:1010
wawa.cleansite[.]us:1010
dlee889.mywire[.]Jorg:5858
Appendix I
String decryption routine
#! /usr/bin/python
# -*- coding: utf-8 -*-
import sys
# Replace encoded_string with the string to be decoded.
input =
# Replace one_byte_key with the respective value found in the Java class file
key =
1 =len(input) - 1
output = []
counter =1
while counter >= 0:

b1 = ord(input[1]) A key

t = (1A key) & 0x3f

output.append(chr(b1))

1=1-1

if1

break

b2 = ord(input[1]) A t
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key = (1A t) & 0x3f
output.append(chr(b2))
1=1-1
counter =1
output.reverse()
print(".join(output))
Allatori string decryption routine ported to Python
#1 /usr/bin/python
import os
import sys
def decode(encrypted, c_method):
base_string = c_method
n2 = len(encrypted)
n3=n2-1
# Replace n4_val and n5_val with the respective values used in the Allatori obfuscator.
# These are one byte values
nd =
nS =
n6 = n = len(base_string) - 1
string2 = base_string
result = []
while (n3 >=0):
n7 =n3
n3=n3-1

result.append(chr(n5 / (ord(encrypted[n7]) A ord(string2[n]))))

if (n3
n8 =n3
n3=n3-1

result.append(chr(n4 / (ord(encrypted[n8]) A ord(string2[n]))))

n9 =n3
return result
if _name__ =="__main_ ":
# Replace encrypted_string with the string to be decrypted

encrypted_str =

# Replace calling_class_name and calling_method_name with the names of the Class and Method from where the

decryption routine was invoked
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c_method = +

print ".join(decode(encrypted_str, c_method))[::-1]
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