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Names WIPERIGHT
Category Malware

(Mandiant) WIPERIGHT is an ELF utility that clears specific log entries on Linux and Unix
Descrioti based systems. It can remove entries associated with a given user in the lastlog, utmp/utmpx,
escription
P wtmp/wtmpx, and pacct logs. It appears to have originated from available source code, and

possibly a more recent version.

Information  <https://www.mandiant.com/resources/unc2891-overview>

Last change to this tool card: 03 April 2022

Download this tool card in JSON format

All groups using tool WIPERIGHT

Changed Name Country Observed

APT groups

UNC2891 [Unknown] 2020

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=1f51ec74-4997-4d38-8536-d9800eee69d4
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