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 Tool: Mivast

Names Mivast

Category Malware

Type Backdoor

Description
Mivast is a backdoor that has been used by Deep Panda. It was reportedly used in the
Anthem breach.

Information
<https://www.zdnet.com/article/black-vine-anthem-hackers-share-zero-days-with-rival-
cyberattackers/>

MITRE ATT&CK <https://attack.mitre.org/software/S0080/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:mivast>

Last change to this tool card: 22 April 2020

Download this tool card in JSON format

All groups using tool Mivast

Changed Name Country Observed

APT groups

 
Turbine Panda, APT 26, Shell Crew, WebMasters, KungFu

Kittens
2010-Oct 2018

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3bb79693-bbc5-4365-be5a-0e9892c918c9
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